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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF NEW YORK | ce e o 00

IN THE MATTER OF THE APPLICATION OF
THE UNITED STATES OF AMERICA FOR AN

ORDER AUTHCRIZING THE INSTALLATION AMENDED DECISION
AND USE OF A PEN REGISTER AND/OR ‘ AND ORDER
TRAP AND TRACE FOR MOBILE ' 06e-MJ-506

IDENTIFICATION NUMBER (585) 111-1111
AND THE DISCLOSURE OF SUBSCRIBER AND
ACTIVITY INFORMATICON UNDER

18 U.S.C. §8 2703

Relevant Factual and Procedural Background

Before the Court is the government’'s application for an
order authorizing a telecommunication service provider (TSP) to
disclose to federal law enforcement agents cell gite tower
location information (hereinafter “cell site data”) at the
inception and termination of a call made and received by an
identified cellular telephone. While the cell site data is
admittedly sought by law enforcement to monitor the “general
location of that cellphone (at the beginning and the end of the
call) in relation to a cellphone tower,” the government
represents that the specific data sought in the instant
application will not reveal “an exact location for a phone, only
a general vicinity.” See Government Memorandum in Support of
its Application for an Order to Obtain Cell Site Location

Information (hereinafter “Government Memorandum”) at page 2 and

note 3. (Docket #4). The government asserts that non-historical
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or “real time” cell location data should be provided to law
enforcement upon a factual showing to a judicial officer that
reasonable grounds exist to believe that the cell location
information being sought is relevant and material to an ongoing
criminal investigation. See 18 U.S5.C. § 2703 (d).

In the last several months at least seven Magistrate Judges
have considered applications for cell site data and issued
comprehensive written decisions. 'Five courts rejected the

government’s request for prospective or real time cell site

data. In re Application for Pen Register and Trap/Trace Device

with Cell Site Location Authority, 396 F. Supp. 2d 747 (S.D.

Tex. 2005); In the Matter of an Application of the United

Statesg for an-Order (1) Authorizing the Use of a Pen Register

and a Trap and Trace Device and (2) Authorizing Release of

Subscriber Information and/or Cell Site Information, 396 F.

Supp. 2d 294 (E.D.N.Y. 2005); In re Application of the United

States for an Order Authorizing the Installation and Use of a

Pen Register and a Caller Identification Svystem on Telephone

Numbers (Sealed) and the Production of Real Time Cell Site

Information, 2005 WL 3160860 (D. Md. Nov. 29, 2005); In re

Matter of the Application of the United States of America for

an Crder Authorizing the Release df Prospective Cell Site

Information, 2006 WL 41229 (D.D.C. Jan. 6, 2006) and In the

Matter of the Application of the United States of America for

an Order Authorizing the Disclosure of Prospective Cell Site

2
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Information, 2006 WL 243017 (E.D. Wisc. Jan. 17, 2006). Two
courts have determined that the statutory scheme relied on by .
the government can appropriately authorize disclosure of

prospective cell site data. In re Application of the United

States of America for an Order for Disclosure of

Telecommunications Records and Authorizing the Use of a Pen

Register and Trap and Trace, 2005 WL 3471754 (S.D.N.Y. Dec. 20,

2005) and In the Matter of the Application of the United States

for an Order Authorizing the Installation and Use of a Pen

Register and Trap and Trace Device and Authorizing Releagse of

Subscriber Information and/or Cell Site Information, 2006 WL

244270 (W.D. La. Jan. 26, 2006),

The government’s application here was, of course, initially
submitted to the court to review ex parte. In light of the
conflicting decisions and, after consultation with and the
consent of the government, the coﬁrt appointed counsel® to
represent the unnamed cell phone user whose statutory and
constitutional rights may be implicated by the production of
their cell site data on a real time basis. Expedited briefing

was completed and a hearing on the government’s application was

! The Court expresses its appreciation tc CJA Panel Attorneys Rodney 0.
Personius, Esq. and Brian M. Melber, Esq. for their willingness to accept the
assignment and comprehensively brief the legal issues presented on an
expedited basis. '
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held on February 1, 2006.2

The previous judicial decisions issued by my Magistrate
Judge colleagues, while differing in determinations, inélude
careful and comprehensive discussions about not only the
specific statutes at issue and their legislative history, but
also elaborate on cellular telephone technology generally and
the ability to use cell site data and/or global positioning
systems (GPS} to determine the location of a particulai cell
phone. For purposes of this expedited decision, the Court will
not recapitulate those analyses except as necessary to support
this opinion. However, familiarity with those elucidative
discussions on the statutes involved, their legislative history

and cellular technology is assumed here.

The Government’s Position

The government’s argument in support of obtaining “real
time” cell sgite information is two pronged. Firgst, the
government asserts that because the data requested in the
specific application before this Court could not reveal
anything more than the “general location” of the cell phone

user, a judicial determination of probable cause is not required

2

With the consent of the government, a “fictional” version of the
government's application was prepared by the government, publicly filed with
the Clerk of the Court and provided to appointed counsel. The legal issues
presented by the publicly filed application are, however, identical te the
igsues presented in the actual application that was submitted to the Court ex

parte.




