Memorandum

Subject: Date:

18 U.S.C. Section 2703(d) orders for cell site August 23, 2005
information

To: From:

Hon. Stephen Wm. Smith Chuck RosenbergCL
United States Magistrate Judge United States Attorney

A. Introduction:

To receive service from a cell phone provider, a cell phone owner must transmit a signal
to a nearby cell tower to register his presence with the network. Cell phone service providers
keep track of such information in a database; they must maintain this information to complete
calls to the cell phone. Service pr;widers have the technical capability to collect information
including the cell tower currently serving a particular cell phone, the portion of that tower facing
the phone, and often the signal strength of the phone. The government often seeks cell-site
information in order to locate fugitives or other targets of criminal investigations.

Traditionally, the government has obtained this information by relying in part on 18
U.S.C. §§ 2703(c) & (d), which allow the government to obtain a court order compelling
disclosure of non-content records of a subscriber of an electronic communication service after
presenting “specific and articulable facts showing that there are reasonable grounds to believe
that the . . . records or other information sought are relevant and material to an ongoing criminal
investigation.” In a memorandum dated June 10, 2005 (“Memorandum”), you raised two

primary objections to this process. First, you suggested that a cell phone is a “tracking device”



and that records related to tracking devices fall outside the scope of Title II of the Electronic
Communications Privacy Act of 1986, now codified as amended in 18 U.S.C. §§ 2701-2712
(“Stored Communications Act” or “SCA”"). Memorandum at 6-10. Second, you argued that the
SCA’s organizational structure demonstrates that 2703(d) orders are inherently retrospective: for
example, the SCA includes no duration period for 2703(d) orders. Memorandum at 10-11. You
also argued that legislative history does not support the government’s position that 2703(d)
orders may be used for prospective collection of cell-site information. Memorandum at 11-17.

In this memorandum, we set forth our understanding of the legal authorities required to
compel disclosure of cell-site information on a prospective basis: such disclosure should be done
under the combined authority of both the pen/trap statute and § 2703 of the SCA. Our argument
has four primary components. First, respectfully, it is incorrect to state “the government makes
no claim that the pen/trap provisions of the ECPA authorize access to cell site data.”
Memorandum at 3. Prospective collection of cell-site information falls squarely within the
pen/trap statute, and the provisions of that statute govern such collection. However, the pen/trap
statute by itself is insufficient authority for such collection, as Congress has forbidden a provider
to disclose cell-site information “solely pursuant” to a pen/trap order. 47 U.S.C. §

1002(2)(2)(B).

! Although the provisions now codified at 18 U.S.C. §§ 2701-2712 are often referred to
as the “ECPA,” the use of the “ECPA” to refer to those provisions sometimes creates confusion,
as the Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848
(1986), also amended the wiretap statute to encompass electronic communications and created
the pen/trap statute. To avoid confusion, this memorandum refers to 18 U.S.C. §§ 2701-2712 as
the “Stored Communications Act” or “SCA,” 18 U.S.C. §§ 2510-2522 as the “Wiretap Act,” 18
U.S.C. §§ 3121-3127 as the “pen/trap statute,” and the Electronic Communications Privacy Act
of 1986 as the “ECPA.”




























































