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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

(San Francisco Division)

IN RE NATIONAL SECURITY MDL Docket No. 06-1791 (VRW)
TELECOMMUNICATIONS
RECORDS LITIGATION MASTER CONSOLIDATED COMPLAINT

AGAINST DEFENDANTS AT&T MOBILITY
LLC (f/k/a CINGULAR WIRELESS LLC),
CINGULAR WIRELESS CORP., AND NEW
CINGULAR WIRELESS SERVICES, INC. FOR

THIS DOCUMENT RELATES DAMAGES, DECLARATORY AND
TO: ALL CASES BROUGHT AGAINST EQUITABLE RELIEF
DEFENDANTS AT&T MOBILITY LLC CLASS ACTION

(f/k/a CINGULAR WIRELESS LLC),

CINGULAR WIRELESS CORP., AND : .
NEW CINGULAR WIRELESS JUDGE: Hon. Vaughn R. Walker
SERVICES, INC. DEMAND FOR JURY TRIAL

Plaintiffs, by their attorneys, for their Master Consolidated Complaint against Defendants
AT&T Mobility LLC (f/k/a Cingular Wireless, L.L.C.), Cingular Wireless Corp., and New
Cingular Wireless Services, Inc., allege, upon information and belief, as follows:

PRELIMINARY STATEMENT

1. This Master Consolidated Complaint Against Defendants AT&T Mobility LL.C

(f/k/a Cingular Wireless, L.L.C.), Cingular Wireless Corp., and New Cingular Wireless Services,
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Inc., (“Cingular Master Complaint” .or “Complaint™) is filed pursuant to the Order of this Court
and presents all claims brought against Defendants AT&T Mobility LLC (fk/a Cingular
Wireless, LLC), Cingular Wireless Corp., and New Cingular Wireless Services, Inc., (collectively
“Defendants” or “Cingular”) in the separate cases transferred by the Panel on Multidistrict
Litigation in this matter in its orders dated August 14, 2006, and September 25, 2006
(“transferred case%’%.s%ll\ﬂigg-g’zil-gr]\s\gsgelz)\r/gggd b3|(D ?I%ler%%ggt%zalll claﬁggdpgggggé%O%?anypc%%g
against Defendants AT&T Mobility LI.C (f/k/a Cingular Wireless, LLC), Cingular Wireless
Corp., and New Cingular Wireless Services, Inc., subsequently transferred to this Court by the
Panel on Multidistrict Litigation in this matter shall be deemed to be included in this Cingular
Master Complaint,

2. This Cingular Master Complaint is filed solely as an administrative device to
promote judicial efficiency and economy in the adjudication and resolution of pretrial matters and
is not intended to effect consolidation for trial of the transferred cases. Neither is this Cingular
Master Complaint intended to cause, nor to change the rights of the parties, nor to make those
who are parties in one transferred case parties in another.

3. This case challenges the legality of Defendants’ participation in a secret and
illegal government program to intercept and analyze vast quantities of Americans’ telephone
communications and records, surveillance done without any statutorily authorized permission,
customers’ knowledge or consent, or the authorization of a court, and in violation of federal
electronic surveillance and telecommunications statutes, as well as the Iirst and Fourth

Amendments to the United States Constitution, In addition, Plaintiffs challenge Defendants’

conduct under state law,
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JURISDICTION AND VENUE
4, This Court has subject matter jurisdiction pursnant to 28 U.S.C. § 1331, 28 U.S.C.
§ 1332(d), 18 U.S.C. § 2707, and 47 U.S.C. § 605. Supplemental jurisdiction over state law

claims is founded on 28 U.S.C. § 1367.

5. Venue is proper in this District pursuant to the order of the Panel on Multidistrict
L Case M:06-cv-01791-VRW  Document 121  Filed 01/16/2007 Page
Litigation.
PARTIES
6. Plaintiff Heather Derosier is an individual residing in Seatile, Washington.

Plaintiff is and has been a subscriber and user of Cingular’s telephone service since at least 2004,

7. Plaintiff Sam Goldstein Insurance Agency, Inc. is a domestic corporation doing
business in Indianapolis, Indiana, and was formerly a subscriber and user of Cingular’s cellular
services, and used Cingular to make wireless telephone calls.

8. Plaintiff Rabbi Steven Lebow, an individual residing in Marietta, Georgia, has
been a subscriber and user of Cingular’s cell phone service. Rabbi Lebow has used such
electronic communications services to place domestic and international telephone calls and for
Internet and e-mail services, Many of Rabbi Lebow’s communications with his congregant are
privileged pursuant to the clergyman-congregant privilege recognized under Federal Rule of
Evidence 501,

9. Plaintiffs Steven and Cathy Bruning, individuals residing in Marietta, Georgia,
have been subscribers to and users of Cingular cell phone services. The Brunings have used such
electronic communications services 1o place domestic and international telephone calls.

10.  Plaintiff Brian Bradley, an individual residing in Atlanta, Georgia, is and has been
a subscriber and user of Cingular’s cellular phone service, and has used such electronic

communications services to place domestic and international telephone calls.
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11, Plaintiff Anakalia Kéluna, is an individual residing in Honolulu, Hawaii, and has
been a subscriber and user of Cingular’s cellular phone service, and bas used it to make wireless
telephone calls.

12.  Plaintiff Kim Coco Iwamoto is an individual residing in Honolulu, Hawaii, and
has been a subscriber and user of Cingular’s cellular phone service, and has used it to make

Case M:06-cv-01791-VRW  Document 121  Filed 01/16/2007 Page
wireless telephone calls. Iwamoto has a special interest in this action because she is an attorney
legally obligated to protect the confidentiality of communications with her clients.

13.  Plaintiff Paul Robilotti is an individual residing in Englishtown, New Jersey.
Robilotti has been a subscriber and user of Cingular’s wireless telephone services for some time
between September 11, 2001 and the present, and, has used them to make such local regional and
long distance calls.

14.  Plaintiff Alan Toly Sapoznik is an individual residing in Manalapan, New Jersey.
Sapoznik has been a subscriber and user of Cingular’s wireless telephone services since at least
approximately January 2006, and for some period of time prior and subsequent thereto through
the present, and, has used it to make local and regional long distance calls.

15.  Plaintiff James C. Harrington is an individual residing in Travis County, Texas.
He is an attorney licensed in the State of Texas. He has had an account for telecommunications
services with Cingular during the last three years, and continues to have this account. As an
attorney, Harrington uses his mobile phone to communicate with clients and co-counsel.

16.  Plaintiff Richard A. Grigg is an individual residing in Travis County, Texas. He is
an attorney licensed in the State of Texas. He has had an account for telecommunications
services with Cingular during the last three years, and continues to have this account. As an
attorney, Grigg uses his mobile phone and other telecommunications equipment and services to

communicate with clients and co-counsel. Grigg has represented and continues to represent
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individuals detained in Guantanamo and though he may not communicate with his clients over
the phone, he used and uses his telecommunications equipment and services to communicate with
other habeas attorneys concerning his clients and his clients’ cases.

17. Plaintiff Louis Black is an individual residing in Travis County, Texas. He is a
freelance reporter and editor of the Austin Chronicle. He has had an account for

~_ Case M:06-cv-01791-VRW  Document 121  Filed 01/16/2007  Page
telecommunications services with Cingular during the last three years, and continues to have this
account. He uses his Cingular telecommunications equipment and services to communicate with
news sources and informants, some of who wish to remain confidential.

18.  Plaintiff Austin Chronicle is a publication whose primary place of business and
distributorship is Austin, Texas (Travis County). The Austin Chronicle has had an account for
telecommunications services with Cingular during the last three years, and continues to have this
account. Austin Chronicle contributors and staff use the Cingular equipment and services to
communicate with news sources and informants, some of who wish to remain confidential.

195. Plaintiff Michael Kentor is an individual residing in Travis County, Texas. He is a
financial advisor and founder of the Kentor Company, a financial firm. He has had an account for
telecommunications services with Cingular during the last three years, and continues to have this
account. He uses his Cingular telecommunications equipment and services to communicate with
clients, family, friends, and colleagues.

20.  Defendant AT&T Mobility LLC (formerly known as Cingular Wireless LLC) is a
Delaware LL.C. AT&T Mobility LLC is a “telecommunication carrier” within the meaning of the
Communications Act of 1934, 47 U.S.C. §§ 151, e seq. and provides remote computing and
electronic communications services to the public. On or about January 8, 2007, Cingular
Wireless LLC changed its name to AT&T Mobility LLC. (For convenience, the newly-named

“AT&T Mobility LLC” may be referred to using its prior name “Cingular Wireless LLC.”)
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21,  Defendant Cingular Wireless Corp. is a Delaware corporation with its principal
place of business in Atlanta Georgia. Defendant Cingular Wireless Corp., is a
“telecommunication carrier” within the meaning of the Communications Act of 1934, 47 U.S.C.
§§ 151, et seq. and provides remote computing and electronic communications services to the
public,
Case M:06-cv-01791-VRW  Document 121  Filed 01/16/2007 Page
22. Defendant New Cingular Wireless Services, Inc. is a for-profit corporation,
incorporated in Delaware, with its principal place of business in Redmond, Washington. New
Cingular Wireless Services, Inc. was formerly AT&T Wireless Services Inc. New Cingular
Wireless Services, Inc. (under its current name or former name) is a “telecommunication carrier”
within the meaning of the Communications Act of 1934, 47 U.8.C. §§ 151, et seq. and provides
remote computing and electronic communications services to the public.
FACTUAL ALLEGATIONS
23. In Section 222 of the Communications Act of 1934 (47 U.S.C. § 222(c)(1)),
Congress imposed upon telecommunication carriers, such as Defendants, a duty to protect
sensitive, personal customer information from disclosure. This information includes “information
that relates to the quantity, technical configuration, type, destination, location, and amount of use
of a telecommunications service subscribed to by any customer of a {elecommunications carrier,
and that is made available to the carrier by the customer solely by virtue of the carrier-customer
relationship” and data concerning service customers’ telephone calling histories (i.e., date, time,
duration, and telephone numbers of calls placed or received) or call-detail records, and such
information constitutes “individually identifiable customer proprietary network information”
within the meaning of Section 222 of the Communications Act of 1934.
24.  Federal law prohibits telecommunications providers such as Defendants from

disclosing customers’ call-detail records to the government without a court order, subpoena, or
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other lawful authorization.

25. In the aftermath of September 11, 2001, Defendants commenced their programs of
providing the federal government with the telephone call contents and records of its customers
and subscribers. Defendants continue to provide this information to the federal government,

26.  On December 16, 2005, in an article entitled “Bush Lets U.S. Spy on Callers
Without Com’ts,”c?ahsee%ﬁGfgyéo%Zn%%-ﬁﬁgytcd (l?r? %gml\?sn/g 1pzr%grarlr:1”gfd gﬁl%lsggggigg oll:':a g
telephone conversations of Americans without court order as required by the Foreign Intelligence
Surveillance Act.

27. In a December 17, 2005 radio address, President Bush admitted that “[ijn the
weeks following the terrorist attacks on our nation, [he] authorized the National Security Agency,
consistent with U.S. law and the Constitution, to intercept the international communications of
people with known links to al Qaeda and related terrorist organizations.” President Bush further
stated that “the activities [he| authorized are reviewed approximately every 45 days”; that he had
“reauthorized this program more than 30 times since the September the 1 g attacks”: and that he
intended to continue authorizing such activity “for as long as our nation faces a continuing threat
from al Qaeda and related groups.”

28.  In a press briefing on December 19, 2005 by Attorney General Gonzales and
General Michael Hayden, Principal Deputy Director for National Intelligence, the government
claimed that the NSA Surveillance Program targets communications between a party outside the
United States and a party inside the United States when one of the parties of the communication is
believed to be “a member of al Qaeda, affiliated with al Qaeda, or @ member of an organization
affiliated with al Qaeda, or working in support of al Qaeda.”

29.  In a press release on December 19, 2005, Attorney General Alberto Gonzales

stated that the Program involved “intercepts of contents of communications....” While the
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Attorney General’s description of the Program was limited to interception of communications
with individuals “outside the United States,” Attorney General Gonzales explained that his
discussion was limited to those parameters of the program already disclosed by the President and
that many other operational aspects of the program remained highly classified.
30.  On December 24, 2005, The New York Times reported in an article entitled, “Spy
Case M:06-cv-01791-VRW  Document 121  Filed 01/16/2007 Page
Agency Mined Vast Data Trove, Officials Report,” that:

{t]he National Security Agency has traced and analyzed large volumes of
telephone and Internet communications flowing into and out of the United States
as part of the eavesdropping program that President Bush approved after the Sept.
11, 2001, attacks to hunt for evidence of terrorist activity, according to current and
former government officials. The volume of information harvested from
telecommunication data and voice networks, without court-approved warrants, is
much larger than the White House has acknowledged, the officials said. It was
collected by tapping directly into some of the American telecommunication
system’s main arteries, they said.

The officials said that as part of the program, “the N.S.A. has gained the cooperation of American
telecommunications companies to obtain backdoor access to streams of domestic and
international communications” and that the program is a “large data-mining operation” in which
N.S.A. technicians have combed through large volumes of phone and Internet traffic in search of
patterns that might point to terrorism suspects. In addition, the article reports, “[s]everal officials
said that after President Bush’s order authorizing the N.S.A. program, senior government officials
arranged with officials of some of the nation’s largest felecommunications companjes to gain
access to switches that act as gateways at the borders between the United States” communication
networks and international networks,”

3l. In a January 3, 2006 article entitled, “Tinker, Tailor, Miner, Spy” (available at
http://www.slae.com/toolbar.aspx?action=print&id=2133564), Slate.com reported, “{tjhe agency
[the NSA] used to search the transmissions it monitors for key words, such as names and phone
numbers, which are supplied by other intelligence agencies that want to track certain individuals.

But now the NSA appears to be vacuuming up all data, generally without a particular phone line,
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