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STATEMENT FOR THE RECORD OF
J.MICHAEL McCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

BEFORE THE
PERMANENT SELECT COMMITEE ON INTELLIGENCE
HOUSE OF REPRESENTATIVES

September 20, 2007

Good morning Chairman Reyes, Rankigmber Hoekstra, and Members
of the Committee:

Thank you for inviting me to agar here today in my capacity as
head of the United States IntelliggnCommunity (IC). | appreciate this
opportunity to discuss the 2007 ProtAaterica Act; updating the Foreign
Intelligence Surveillance Act; and ourptementation of this important new
authority that allows us to mosedfectively collect timely foreign
intelligence information. | look forwdrto discussing the need for lasting
modernization of the Foreigntklligence Surveillance Act (FISA),
including providing liability protection fothe private sector. | am pleased
to be joined here today by Assistétorney General Ken Wainstein of the
Department of Justice’s National Security Division.

Before | begin, | need to note thaime of the specifics that support
my testimony cannot be discusse@pen session. | understand, and am
sensitive to the fact, that FISA and fhetect America Act and the types of
activities these laws govern, are of sigraft interest to Congress and to the
public. For that reason, | will be as opas | can, but such discussion comes
with degrees of risk. This is batse open discussion of specific foreign
intelligence collection capabilities coulduse us to lose those very same
capabilities. Therefore, on certain specific issues, | am happy to discuss
matters further with Members in a classified setting.

It is my belief that the first rg®nsibility of intelligence is to achieve
understanding and to provide warning. As the head of the nation’s
Intelligence Community, it is not only ndesire, but my duty, to encourage
changes to policies and proceduis] where needed, legislation, to
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improve our ability to provide warning ¢drrorist or other threats to our
security. To that end, very quicklypon taking up this post, it became clear
to me that our foreign intelligencelxtion capability was being degraded.
This degradation was having an increasingly negative impact on the IC’s
ability to provide warning to the countrin particular, I learned that our
collection using the authorities provaley FISA were instrumental in
protecting the nation from foreign securibyeats, but that, due to changes
in technology, the law was actually pesting us from collecting additional
foreign intelligence information needé&a provide insight, understanding
and warning about threats to Americans.

And so | turned to my colleagsién the Intelligence Community to
ask what we could do to fix this prein, and | learned that a number of
intelligence professionals had beenrking on this issue for some time
already. In fact, over a year ago July 2006, the Director of the National
Security Agency (NSA), Lieutenaeneral Keith Alexander, and the
Director of the Central Intelligence &gcy (CIA), Geneml Mike Hayden,
testified before the Senate Judigi@@ommittee regarding proposals that
were being considered to update FISA.

Also, over a year ago, Members@bngress were concerned about
FISA, and how its outdated naturad begun to erode our intelligence
collection capability. Accordinglysince 2006, Members of Congress on
both sides of the aisle have proposed legislation to modernize FISA. The
House passed a bill last year. Andwhijle the Protect America Act is new,
the dialogue among Members of bothtjges, as well as between the
Executive and Legislative branchessieeen ongoing for some time. In my
experience, this has been a camstive dialogue, and | hope that this
exchange continues in furthece of serving the nation well.

The Balance Acheved By FISA

The Foreign Intelligence Surveillae Act, or FISA, is the nation’s
statute for conducting electronic surveikd@ and physical search for foreign
intelligence purposes. FISA was passeil9i8, and was carefully crafted to
balance the nation’s need to colleateign intelligence information with the
protection of civil liberties and privaayghts. 1 find it helpful to remember
that while today’s political climate sharged with a significant degree of
alarm about activities of the ExecwiBranch going unchecked, the late
1970’s were even more intenselyanged by extensively documented
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Government abuses. We must be ewardful that FISA was passed in the
era of Watergate and in the aftermathtaf Church and Pike investigations,
and therefore this foundational law hasimportant legacy of protecting the
rights of Americans. Changave make to this law nstthonor that legacy to

protect Americans, both in theiripacy and against foreign threats.

FISA is a complex statute, butshort it does several things. The
1978 law provided for the creation of a special court, the Foreign
Intelligence Surveillance Court, whichaemprised of federal district court
judges who have been selected byGieef Justice to serve. The Court’s
members devote a considerable amounineé and effort, over a term of
seven years, serving the nation irstbapacity, while at the same time
fulfilling their district court responsilities. We are grateful for their
service.

The original 1978 FISA provided f@€Court approval of electronic
surveillance operations against foreigmpeos and agents of foreign powers,
within the United States. Congress crdftke law specifically to exclude the
Intelligence Community’s surveillance apéons against targets outside the
United States, including where thosggits were in communication with
Americans, so long as the U.S. sidelaft communication was not the real
target.

FISA has a number of substantiaguirements, seval of which |
will highlight here. A da&ailed application must be made by an Intelligence
Community agency, sucks the Federal Bureat Investigation (FBI),
through the Department of Justicethe FISA Court. The application must
be approved by the Attorney Genleand certified by another high ranking
national security official, such as the IHBirector. The aplcations that are
prepared for presentation to the FISAUtt contain extensive information.
For example, an application that targatsagent of an international terrorist
group might include detailed facts debang the target of the surveillance,
the target’s activities, the terrorist netsk in which the target is believed to
be acting on behalf of, and investitye results or other intelligence
information that would be relevatd the Court’s findings. These
applications are carefullyrepared, subject to multiple layers of review for
legal and factual sufficiency, andieh resemble finished intelligence
products.
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Once the Government files its digation with the Court, a judge
reads the application, conducts altueg as appropriate, and makes a
number of findings, including that theieprobable cause that the target of
the surveillance is a foreign poweranr agent of a forgn power, and that
the facilities that will be targeted areedlsor about to be used by the target.
If the judge does not find that the #ipption meets the requirements of the
statute, the judge can either resjuadditional information from the
government, or deny the applicatiohhese extensive findings, including
the requirement of probable cause,iatended to apply to persons inside
the United States.

It is my steadfast belief théte balance struck by Congress in 1978
was not only elegant, it was the rididlance: it safeguarded privacy
protection and civil liberties for thoseside the United States by requiring
Court approval for conducting electrorsurveillance within the country,
while specifically allowing the Integence Community to collect foreign
intelligence against foreign intelligencegdats located overseas. | believe
that balance is the correct one, amaok forward to working with you to
maintaining that balance to protect @itizens as we continue our dialogue
to achieve lasting FISA modernization.

Technology Changed

Why did we need thehanges that the Congress passed in August?
FISA’s definition of electronic surveilla®, prior to the Protect America Act
and as passed in 1978, has not keqate with technology. Let me explain
what | mean by that. FISA was enatteefore cell phonesefore e-mail,
and before the Internet was a taskd by hundreds of millions of people
worldwide every day. When the lamas passed in 1978, almost all local
calls were on a wire and almost alldmational communications were in the
air, known as “wireless” communicatis. Therefore, FISA was written to
distinguish between collection on a ward collection out of the air.

Now, in the age of modern telecommunications, the situation is
completely reversed; most interratal communications are on a wire and
local calls are in the mi Communications techrmdy has evolved in ways
that have had unfortuteaconsequences under RISCommunications that,
in 1978, would have been transradtvia radio or satellite, are now
transmitted principally via fiber ajg cables. While Congress in 1978
specifically excluded from FISA’s scopadio and satellite communications,
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certain “in wire” or fiber opticable transmissions fell under FISA’s
definition of electronic sumrillance. Congress’ intelin this issue is clearly
stated in the legislative history:

“the legislation does not deal withternational signals intelligence
activities as currently engaged inftne National Security Agency and
electronic surveillance conductedtside the United States.”

Thus, technological changes hdweught within FISA’s scope
communications that the 1978 Congress did not intend to be covered.

Similarly, FISA originally place@ premium on the location of the
collection. Legislators in 1978 could nudve been expected to predict an
integrated global communications gtitht makes geography an increasingly
irrelevant factor. Today a singleramunication can transit the world even
if the two people communicatingeaonly a few miles apart.

And yet, simply because oumlehas not kept pace with our
technology, communications interti®® be excluded from FISA, were
included. This has real consequoes to our men and women in the IC
working to protect the nation from foreign threats.

For these reasons, prior to Congress passing the Protect America Act
last month, in a significant number cdses, IC agencies were required to
make a showing of probable caus@rder to target for surveillance the
communications of a foreign intelligentaget located oveess. Then, they
needed to explain that probable aafiading in documentation, and obtain
approval of the FISA Court to collectagst a foreign terrorist located in a
foreign country. Frequently, dlbugh not always, that person's
communications were with another fmye person located overseas. In such
cases, prior to the Protect America AEISA’s requirement to obtain a court
order, based on a showing of probatdeise, slowed, and in some cases
prevented altogether, the Governmeabdity to collect foreign intelligence
information, without serving anyubstantial privacy or civil liberties
interests.

National Security Threats
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In the debate surrounding Congresssing the Protect America Act, |
heard a number of individuals,rme from within the government, some
from the outside, assert that theealty was no substantial threat to our
nation justifying this authority. Indegetlhave been accused of exaggerating
the threats that face our nation.

Allow me to dispel that notion.
The threats we face areateand they are serious.

In July 2007 we released thetideal Intelligence Estimate (NIE) on
the Terrorist Threat to the U.S. Holaed. An NIE is the IC’s most
authoritative, written judgment on a pauiiar subject. It is coordinated
among all 16 Agencies in the IC. @key judgments are posted on our
website at dni.gov. | would urgmir citizens to read the posted NIE
judgments. The declassified judgments of the NIE include the following:

x The U.S. Homeland will face a persist@nd evolving terrorist threat
over the next three years. The mtireat comes from Islamic terrorist
groups and cells, espadly al-Qa’ida, driven by their undiminished
intent to attack the Homeland andantinued effort by these terrorist
groups to adapt and prove their capabilities.

x Greatly increased worldwide courttnrorism efforts over the past
five years have constrained the abilifyal-Qa’ida to attack the U.S.
Homeland again and have led teisbgroups to perceive the
Homeland as a harder target to strike than on 9/11.

x Al-Qa’ida is and will remain the mosgrious terrorist threat to the
Homeland, as its central leadershgntinues to plan high-impact
plots, while pushing others in extremist Sunni communities to mimic
its efforts and to supplemens itapabilities. We assess the group has
protected or regenerated kegmlents of its Homeland attack
capability, including: a safehaven in the Pakistan Federally
Administered Tribal Areas (FATApperational lieutenants, and its
top leadership. Although we hadescovered only a handful of
individuals in the United Stategth ties to al-Qa’ida senior
leadership since 9/11, we judge thha’ida will intensify its efforts
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to put operatives here. As a resulg judge that the United States
currently is in a heightexd threat environment.

X We assess that al-Qa’ida will dorue to enhance its capabilities to
attack the Homeland throughegiter cooperation with regional
terrorist groups. Of note, we ass#sat al-Qa’ida will probably seek
to leverage the contacts acapabilities of al-Qa’ida in Iraqg.

X We assess that al-Qa’ida’s Homelaolotting is likely to continue to
focus on prominent political, economic, and infrastructure targets with
the goal of producing mass casualtiesyally dramatic destruction,
significant economic aftershocks, and/or fear among the U.S.
population. The group is proficiewith conventionabmall arms and
improvised explosive devicesaais innovative in creating new
capabilities and overcoming security obstacles.

x We assess that al-Qa’ida will camiie to try to acquire and employ
chemical, biological, radiological, ouuclear material in attacks and
would not hesitate to use thehit develops what it deems is
sufficient capability.

X We assess Lebanesezbiallah, which hasanducted anti-U.S. attacks
outside the United States in the pasay be more likely to consider
attacking the Homeland over the néxtee years if it perceives the
United States as posing a direct threat to the group or Iran.

X We assess that globalization tremasl recent technological advances
will continue to enable even smalimbers of alienated people to find
and connect with one another,tjisand intensify their anger, and
mobilize resources to attack—allthout requiring a centralized
terrorist organization, training camp, or leader.

Moreover, the threats we face asation are not limited to terrorism,
nor is foreign intelligence informatn limited to information related to
terrorists and their plans. Instedakeign intelligence information as
defined in FISA includes infornti@n about clandestine intelligence
activities conducted by foreign powers agents of foreign powers; as well
as information related to our conductfofeign affairs and rieonal defense.
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In particular, the Intelligence @amunity is devoting substantial
effort to countering the prolifetian of weapons of mass destruction
(WMD). State sponsored WMD programs and the risk of WMD being
obtained by transnational terrorist netks are extremely dangerous threats
we face. China and Russia’s fageiintelligence services are among the
most aggressive in collecting agaissnsitive and protected U.S. systems,
facilities, and developmeptojects, and their eff@tare approaching Cold
War levels. Foreign intelligence infoation concerning the plans, activities
and intentions of foreign powers an@ithagents is critical to protect the
nation and preserve our security.

What Does the Protect America Act Do?

The Protect America Act, passley Congress and signed into law by
the President on August 5, 2007slaready made the nation safer by
allowing the Intelligence Community tdose existing gaps in our foreign
intelligence collection. After the Prextt America Act wa signed we took
Immediate action to close critical foge intelligence gaps related to the
terrorist threat, particularly the pre-grant threats to our national security.
The Protect America Act enabledtasdo this because it contained the
following five pillars:

First, it clarified that the detition of electronic surveillance under
FISA should not be construed to enc@sp surveillance directed at a person
reasonably believed to be located outditeUnited States. This provision is
at the heart of this legislation: it§ect is that the IC must no longer obtain
court approval when the target oéthcquisition is a foreign intelligence
target located outsidée United States.

This change was critical, becausepto the Protect America Act, we
were devoting substantiekpert resources towards preparing applications
that needed FISA Court approval. Thias an intolerable situation, as
substantive experts, particularly 80bject matter andnguage experts,
were diverted from the job of analyzing collection results and finding new
leads, to writing justifications that would demonstrate their targeting
selections would satisfy the statutéoreover, adding more resources would
not solve the fundamental problethis process had little to do with
protecting the privacy and civil libergeof Americans. These were foreign
intelligence targets, located in foreigauntries. And so, with the Protect
America Act, we are abl® return the balance struck by Congress in 1978.
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Second, the Act provides that the FISA Court has a role in
determining that the procedures used leylth to determine that the target is
outside the United States are reasomaBpecifically, the Attorney General
must submit to the FISA Court thegoedures we use to make that
determination.

Third, the Act provides a mechanism by which communications
providers can be compelled to coogte. The Act allows the Attorney
General and DNI to direct commications providers to provide
information, facilities and assistancecassary to acquire information when
targeting foreign intelligence targdtxated outside the United States.

Fourth, the Act provides liabilitgrotection for private parties who
assist the IC, when complying with aval directive issued pursuant to the
Protect America Act.

And fifth, and importantly, FISAas amended by the Protect America
Act, continues to require that we abit a court order to conduct electronic
surveillance or physical aech when targeting pearss located in the United
States.

By passing this law, Congress gdhe IC the ability to close critical
intelligence gaps. When | talk abaugap, what | mean is foreign
intelligence information that we shouldvgabeen collecting, that we were
not collecting. We were not colleng this important foreign intelligence
information because, due solely taalges in technology, FISA would have
required that we obtain court ordéosconduct electronic surveillance of
foreign intelligence targets located sidie the United States. This is not
what Congress originaliptended. These items:

X removing targets located outside the United States from the definition
of electronic surveillance;

x providing for Court review of the procedures by which we determine
that the acquisition concerns persons located outside the United
States;

X providing a means to compel thesastance of the private sector;

x liability protection; and

10
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X the continued requirement of a court order to target those within the
United States,

are the pillars of the Protect Amaxiéct, and | look forward to working
with Members of both parties to make these provisions permanent.

Common Misperceptions Aboutthe Protect America Act

In the public debate over the courdehe last month since Congress
passed the Act, | have heard a nunddencorrect interpretations of the
Protect America Act. The DepartmaftJustice has sent a letter to this
Committee explaining these incorrect interpretations.

To clarify, we are not using therotect America Act to change the
manner in which we condtelectronic surveillancer physical search of
Americans abroad. The IC has operdtachearly 30 years under section 2.5
of Executive Order 12333, which provalthat the Attorney General must
make an individualized finding that tleeis probable cause to believe that an
American abroad is an agent of aeign power, beforéhe IC may conduct
electronic surveillance or physicadarch of that person. These
determinations are reviewed foghd sufficiency by the same group of
career attorneys within the Depadnt of Justice who prepare FISA
applications. We have not, nor do wéeimd to change our practice in that
respect. Executive Order 12333 and firactice has been in place since
1981.

The motivation behind the Prote&inerica Act was to enable the
Intelligence Community to collect feign intelligence information when
targeting persons reasonably believebemutside the United States in
order to protect the nation and aiitizens from harm. Based on my
discussions with many Members obi@ress, | believe that there is
substantial, bipartisan support forstiprinciple. Tkere are, however,
differences of opinion about how bastachieve this goal. Based on the
experience of the Intelligence Communéigencies that dihis work every
day, | have found that some of the alt&ive proposals would not be viable.

For example, some have advocdimda proposal that would exclude
only “foreign-to-foreign” communicatins from FISA’s sope. | have, and
will continue to, oppose any proposadthakes this approach for the
following reason: it will not correc¢he problem our intelligence operators

11
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have faced. Eliminating from FIS#\scope communications between
foreign persons outside the Unitectgs will not meet our needs in two
ways:

First, it would not unburden dsom obtaining Court approval for
communications obtained from foreigrietligence targets abroad. This is
because an analyst cannot knowmniany cases, prior to requesting legal
authority to target a particular fogs intelligence target abroad, with whom
that person will communicate. This is reomatter of legality, or even solely
of technology, but merely of commomse. If the statute were amended to
carve out communications betwefeneigners from requiring Court
approval, the IC wouldtdl, in many cases and &n abundance of caution,
have to seek a Court ord@anyway, because an analyst would not be able to
demonstrate, with certainty, that tbtemmunications that would be collected
would be exclusively between persdosated outside the United States.

Second, one of the most importamid useful pieces of intelligence
we could obtain is a communication from a foreign terrorist outside the
United States to a previously unknowietper” or coconspirator inside the
United States. Therefore, we ndechave agility, speed and focus in
collecting the communications of faga intelligence targets outside the
United States who may communicate watbsleeper” or coconspirator who
Is inside the United States.

Moreover, such a limitation is uanessary to protect the legitimate
privacy rights of persons insideettunited States. Under the Protect
America Act, we have wWeestablished mechanisms for properly handling
communications of U.S. persons thatynh@ collected incidentally. These
procedures, referred to as minimipatiprocedures, have been used by the
IC for decades. Our analytic workf® has been extensively trained on
using minimization procedures to adequately protect U.S. person
information from being inappropriately disseminated.

The minimization procedures thatelligence Community agencies
follow are Attorney General appradguidelines issued pursuant to
Executive Order 12333. These minmation procedures apply to the
acquisition, retention andissemination of U.S. person information. These
procedures have proven over time tddo¢h a reliable and practical method
of ensuring the constitutional reasorat#ss of IC’s collection activities.

12
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In considering our proposal fermanently remove foreign
intelligence targets located outside the United States from FISA’s court
approval requirements, | undéand that there is coarn that we would use
the authorities granted by the ProtAaterica Act to effectively target a
person in the United States, by simplying that we are targeting a
foreigner located outside the United Staté&sis is what has been referred to
as “reverse targeting.”

Let me be clear on holwiew reverse targeting: it is unlawful. Again,
we believe the appropriate focus fehether court approval should be
required, is whdhe target is, and whetke target is locad. If the target of
the surveillance is a person inside thnited States, then we seek FISA
Court approval for that collection. Similg, if the target of the surveillance
is a U.S. person outside the United &athen we obtain Attorney General
approval under Executive Order 12333has been our practice for decades.
If the target is a foreign person locateeerseas, consistent with FISA today,
the IC should not be reqed to obtain a warrant.

Moreover, for operational reasonise Intelligence Community has
little incentive to engage in reverse tatigg. If a foreign intelligence target
who poses a threat is located witkine United States, then we would want
to investigate that person more fully. tms case, reverse targeting would be
an ineffective technique for proteaty against the activities of a foreign
intelligence target locatddside the United Statedn order to conduct
electronic surveillance or physical selaioperations against a person in the
United States, the FBI, which wouldriduct the investigation, would seek
FISA Court approval for techniques that a law enforcement context,
would require a warrant.

Oversight of the Protect America Act

Executive Branch Oversight

| want to assure the Congresattive are committed to conducting
meaningful oversight of the authorgi@rovided by the Protect America Act.
The first tier of oversight takes plaagthin the agency implementing the
authority. The implementing agency employs a combination of training,
supervisory review, autoated controls and audits to monitor its own
compliance with the lawlnternal agency seews will be conducted by
compliance personnel in conjunctionthvthe agency Office of General
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Counsel and Office of Inspector Genees appropriate. Intelligence
oversight and the responsibility tainimize U.S. person information is
deeply engrained in our culture.

The second tier of oversight isgmided by outside agencies. Within
the Office of the Director of Nainal Intelligence (ODNI), the Office of
General Counsel and the Civil Liltiexss Protection Officer are working
closely with the Department of Justice’s National Security Division to
ensure that the Protect Ameri@at is implemented lawfully, and
thoughtfully.

Within fourteen days of the first thorization under the Act, attorneys
from my office and the National Sady Division conducted their first
onsite oversight visit to one IC agendis first oversight visit included an
extensive briefing on how the agensymplementing the procedures used
to determine that the target of thegaisition is a person reasonably believed
to be located outside the United 8t Oversight personnel met with the
analysts conducting day-to-day operations, reviewed their decision making
process, and viewed electronic dstaes used for documentation that
procedures are being followed. Ovegttdipersonnel were s briefed on the
additional mandatory training thailixssupport implementation of Protect
America Act authorities. The ODNiInd National Security Division
performed a follow-up visit to the agcy shortly thereafter, and will
continue periodic oversight reviews.

FISA Court Oversight

The third tier of oversight is the FISA Court. Section 3 of the Protect
America Act requires that:

(a) No later than 120 days after @iféective date of this Act, the
Attorney General shall submit tbe Court established under section
103(a), the procedures by which the Government determines that
acquisitions conducted pursuanstxtion 105B do not constitute
electronic surveillance. The pralees submitted pursuant to this
section shall be updated and stufiteal to the Court on an annual
basis.
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The Department of Justice hasealdy submitted procedures to the FISA
Court pursuant to this section. We mdeto file the procedures used in each
authorization promptly after each authorization.

Congressional Oversight

The fourth tier of oversight ithe Congress. The Intelligence
Community is committed to providinQongress with the information it
needs to conduct timely and meaningiuérsight of our implementation of
the Protect America Act. To thahd, the Intelligence Community has
provided Congressional Notificatiots this Committee and the Senate
Intelligence Committee regarding autlaations that have been made to
date. We will continue it practice. In addition, the Intelligence Committees
have been provided with copies oftd&rations the Attorney General and |
executed pursuant to section 1058-¢%A, the Protect America Act, along
with additional supporting documetitan. We also intend to provide
appropriately redacted dementation, consistent with the protection of
sources and methods, to Membershaf Senate and House Judiciary
Committees, along with appropriatadleared professional staff.

Since enactment, the Congressidnglligence Committees have
taken an active role iconducting oversight, and tlagiencies have done our
best to accommodate the requeststaff by making our operational and
oversight personnel available to brgaff as often as requested.

Within 72 hours of enactment of@lProtect America Act, Majority
and Minority professional staff ofiliCommittee requested a briefing on
implementation. We made a multi-aggnmplementation team comprised
of eight analysts, oversight personnel and attorneys available to eight
Congressional staff members for a sitgitvon August 9, 2007, less than five
days after enactment. In additisapresentatives from the ODNI Office of
General Counsel and the ODNMTiLiberties Protection Officer
participated in this briefing.

On August 14, 2007, the Generauisel of the FBI briefed staff
members of this Committee regarding #BI’'s role in Protect America Act
implementation. Representativesfr®@OJ’s National Security Division
and ODNI Office of General Couelsupported this briefing.
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On August 23, 2007, an IC agency teasfour staff members of this
Committee for a Protect Ameridect implementation update. An
implementation team comprised of thirteen analysts and attorneys were
dedicated to providing that brief.

On August 28, 2007, Majority arMinority professional staff from
this Committee conducted a second onsisé @t an IC agncy. The agency
made available an implementatioarne of over twenty-four analysts,
oversight personnel and atteys. In addition, representatives from ODNI
Office of General Counsel, ODNI Civil berties and Privacy Office and the
National Security Division pécipated in this briefing.

On September 7, 2007, nineteenfpssional staff members from the
Senate Intelligence Committee andtstaff members from the Senate
Judiciary Committee conducted an onsiersight visit to an IC agency.
The agency assembled a team oeéft analysts, oversight personnel and
attorneys. In addition, represetntas from ODNI Office of General
Counsel, ODNI Civil Liberties and Raacy Office and DOJ’s National
Security Division particip&d in this briefing.

On September 12, 2007, at the requéshe professional staff of the
Senate Intelligence Committee, thesfstant Attorney General of the
National Security Division, and ti@eneral Counsels of the ODNI, NSA,
and FBI briefed staff members fraims Committee, and the Senate
Intelligence, Judiciary and Armed 1Sees Committees regarding the
implementation of the Protect Ameriéat. In all, over twenty Executive
Branch officials involved in Proteémerica Act implementation supported
this briefing.

Also on September 12, 2007, Ehagency provided an
implementation briefing to two Menels of Congress who serve on this
Committee and four of that Committeestaff members. Sixteen agency
analysts and attorneys participated in this briefing.

On September 13, 2007, four staff members of this Committee and
this Committee’s Counsel observed dayday operations alongside agency
analysts.

On September 14, 2007, an IC aggemmplementation team of ten
analysts briefed three Senateelligence Committee and one House
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Judiciary Committee staff member. @DNI Civil Liberties Protection
Officer and representativéiom the Department of Justice supported this
Visit.

Additional Member and staff briefingse scheduled to take place this
week.

Lasting FISA Modernization

| ask your partnership in workirfgr a meaningful update to this
important law that assists us iropgcting the nation while protecting our
values. There are three key areas tHook forward to working with
Members of this Committee to update FISA.

Making the Changes Made by tReotect America Act Permanent

For the reasons | have outlined today, it is critical that FISA’s
definition of electronic surveillance l@anended permanently so that it does
not cover foreign intelligence targetasonably believed to be located
outside of the United States. The teat America Act achieved this goal by
making clear that FISA’s definition @lectronic surveillance should not be
construed to encompass surveilladaected at a person reasonably
believed to be located outside the Udittates. This change enabled the
Intelligence Community to quickly clesgrowing gaps in our collection
related to terrorist threat®ver time, this provisiowill also enable us to do
a better job of collecting foreign intelkgce on a wide range of issues that
relate to our nationaefense and conduct tdreign affairs.

Liability Protection

| call on Congress to act swiftly pyovide liability protection to the
private sector. Those who assist tiovernment keep the country safe
should be protected from liability. Thincludes those who are alleged to
have assisted the government after S&epier 11, 2001. It is important to
keep in mind that, in certain sitiians, the Intelligence Community needs
the assistance of the private sectoptotect the nation. We cannot “go it
alone.” It is critical that we providerotection to the private sector so that
they can assist thetklligence Community protectur national security,
while adhering to their own corporate fiduciary duties.
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| appreciate that Congress was able to address this issue
comprehensively at the time thhe Protect America Act was passed,
however, providing this protection gsitical to our ability to protect the
nation and | ask for your assistance in acting on this issue promptly.

Streamlining the FISA Process

In the April 2007 bill that we submitted to Congress, we asked for a
number of streamlining provisions tisat would make processing FISA
applications more effective and effent. For example, eliminating the

should no longer be required to beluded in FISA applications. In
addition, we propose that Congressragase the number of senior Executive
Branch national security officiaisho can sign FISA certifications; and
increase the period of time for whithe FISA Court could authorized
surveillance concerning non-U.S. persmgents of a foreign power, and
renewals of surveillance ltad already approved.

We also ask Congress to caes extending FISA’s emergency
authorization time period, duringhich the government may initiate
surveillance or search before obtamiCourt approval. We propose that the
emergency provision of FISA be exteddeom 72 hours to one week. This
change will ensure that the Exéee Branch has sufficient time in an
emergency situation to prepare anlaggpion, obtain the required approvals
of senior officials, apply