

























































































a motion to suppress such surveillance-based evidence under § 1806(e) is made only
after the Government reveals surveillance in proceedings.

Finally, Section 1806 governs the Government’s “[u]se of information”
obtained from surveillance generally, and, because the other contexts to which
Congress applied subsection (f) concern the Government’s use of surveillance-based
information in legal proceedings, the established canon of noscitur a sociis indicates
that this final category in subsection (f) is similarly limited. See Washington Dep 't
of Soc. & Health Servs. v. Estate of Keffeler, 537 U.S. 371, 384-85 (2003);.Adams V.
United States, 420 F.3d 1049, 1053-54 (9th Cir. 2005) (where “‘several items in a list
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shar[e] an attribute,”” this canon ““counsels in favor of interpreting the other items as

possessing that attribute as well’”).

2 (131

This interpretive rule not only is ““wisely applied’” here to “‘avoid the giving
6f unintended breadth to the Acts of Congress,”” Estate of Keffeler, supra, but also
to effectuate the careful “balance” that Congress intended to strike in § 1806(f)
between an aggrieved person’s “ability to defend himself” against the Government’s
mvocation of the legal process, and the need to protect “sensitive foreign intelligence
information.” See S. Rep. No. 95-701, at 64 (1978); c¢f. H.R. Conf. Rep. No. 95-1720,
at 31-32 (1978) (adopting Senate’s framework for § 1806(f)). Congress explained

that “notice [of surveillance] to the surveillance target”—and the subsequent use of

“[i]n camera procedures” to test the legality of disclosed surveillance—would be
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inappropriate “unless the fruits are to be used against him in legal proceedings.” S.
Rep. No. 95-701, at 11-12 (emphasis added). And, even if a court orders disclosure
under § 1806(f), Congress gave the Government a choice: “either disclose the
material or forgo the use of the surveillance-based evidence.” /d. at 65. That choice
exists only when the Government uses such evidence as a sword.

Thus, when the Government affirmatively seeks to use surveillance-based
information in legal proceedings, it cannot invoke the state secrets privilege over that
evidence and its affirmative use .of such information opens the door to defense
motions aimed at testing the legality of the underlying surveillance. When the
Attorney General (or his subordinates) “files an affidavit * * * that disclosure or an
adversary hearing” on such motions would harmnational security (§ 1806(f)), Section
1806(f) provides an in camera process to give the defendant an adequate opportunity
to present a defense, while safeguarding sensitive information concerning the
surveillance that the Government itself has opted to disclose. That balance between
defendants’ rights to challenge surveillance used against them, and the Government’s
need for confidentiality, is inapposite when the Government does not seek to use

surveillance against a person.”

1/

¥ Plaintiffs do not dispute that § 1806(f) applies only when the Government has
disclosed the fact of surveillance. Br. 54. We thus do not repeat our discussion of
§ 1806(f)’s limited application to motions filed by “aggrieved persons” and the
(continued...)
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Plaintiffs appear to object to the entire foundation of the state secrets privilege
and the notion that some national security matters may be beyond judicial review.
See Br. 1, 62. But, as discussed, the state secrets doctrine is deeply rooted in our
constitutional and common law fabric; the Supreme Court has rejected the argument
that the unavailability of judicial review provides a basis for disregarding
fundamental limits on judicial authority, see Schlesingerv. Reservists Comm. To Stop
The War, 418 U.S. 208, 227 (1974); and, as shown above, the privilege is fully

applicable in this case.

¥ (...continued)
related text supporting this conclusion. See Hepting Gov. Reply Br. at 24-27
(consolidated with Al-Haramain). Similarly, while plaintiffs contend that the
inadvertent release of the Classified Document “disclosed” that plaintiffs were
surveilled (Br. 54), plaintiffs do not actually know whether they were subjected to

surveillance, let alone “electronic surveillance” as defined by FISA, as discussed
above.
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CONCLUSION
For the foregoing reasons, and those in our opening brief, the district court’s

decision should be reversed and this case dismissed.

Respectfully submitted,
PAUL D. CLEMENT PETER D. KEISLER
Solicitor General Assistant Attorney Genwz( ﬁH\
GREGORY G. GARRE DOUGLAS N. LETTER fy
Deputy Solicitor General THOMAS M. BONDY %’07 1K
ANTHONY A. YANG
DARYL JOSEFFER ~ Attorneys, Appellate Staff
Assistant to the Solicitor Civil Division, Room 7513
General U.S. Department of Justice
950 Pennsylvania Ave., N.W.
Washington, D.C. 20530
Telephone: (202) 514-3602
JULY 2007
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Foreign Intelligence Surveillance Act of 1978, as amended
50 U.S.C. 1801-1871

50 U.S.C. 1801

§ 1801. Definitions

As used in this subchapter:

% sk %k %k

(g) “Attorney General” means the Attorney General of the United States (or Acting
Attorney General), the Deputy Attorney General, or, upon the designation of the
Attorney General, the Assistant Attorney General designated as the Assistant
Attorney General for National Security under section 507A of title 28, United States
Code.

* % ok %

(k) “Aggrieved person” means a person who is the target of an electronic
surveillance or any other person whose communications or activities were subject to
electronic surveillance.

% sk ok ok

(m) “Person” means any individual, including any officer or employee of the Federal
Government, or any group, entity, association, corporation, or foreign power.

* %k %k ok
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50 U.S.C. 1806

§ 1806. Use of information

k %k % %k

(c) Notification by United States

Whenever the Government intends to enter into evidence or otherwise use or disclose
in any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of the United States, against an aggrieved
person, any information obtained or derived from an electronic surveillance of that
aggrieved person pursuant to the authority of this subchapter, the Government shall,
prior to the trial, hearing, or other proceeding or at a reasonable time prior to an effort
to so disclose or so use that information or submit it in evidence, notify the aggrieved
person and the court or other authority in which the information is to be disclosed or
used that the Government intends to so disclose or so use such information.

(d) Notification by States or political subdivisions

Whenever any State or political subdivision thereof intends to enter into evidence or
otherwise use or disclose in any trial, hearing, or other proceeding in or before any
court, department, officer, agency, regulatory body, or other authority of a State or a
political subdivision thereof, against an aggrieved person any information obtained
or derived from an electronic surveillance of that aggrieved person pursuant to the
authority of this subchapter, the State or political subdivision thereof shall notify the
aggrieved person, the court or other authority in which the information is to be
disclosed or used, and the Attorney General that the State or political subdivision
thereof intends to so disclose or so use such information.

(e) Motion to suppress

Any person against whom evidence obtained or derived from an electronic
surveillance to which he is an aggrieved person is to be, or has been, introduced or
otherwise used or disclosed in any trial, hearing, or other proceeding in or before any
‘court, department, officer, agency, regulatory body, or other authority of the United
States, a State, or a political subdivision thereof, may move to suppress the evidence
obtained or derived from such electronic surveillance on the grounds that—

(1) the information was unlawfully acquired; or
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(2) the surveillance was not made in conformity with an order of authorization or
approval.

Such amotion shall be made before the trial, hearing, or other proceeding unless there
was no opportunity to make such a motion or the person was not aware of the grounds
of the motion.

(f) In camera and ex parte review by district court

Whenever a court or other authority is notified pursuant to subsection (c) or (d) of this
section, or whenever a motion is made pursuant to subsection (e) of this section, or
whenever any motion or request is made by an aggrieved person pursuant to any other
statute or rule of the United States or any State before any court or other authority of
the United States or any State to discover or obtain applications or orders or other
materials relating to electronic surveillance or to discover, obtain, or suppress
evidence or information obtained or derived from electronic surveillance under this
chapter, the United States district court or, where the motion is made before another
authority, the United States district court in the same district as the authority, shall,
notwithstanding any other law, if the Attorney General files an affidavit under oath
that disclosure or an adversary hearing would harm the national security of the United
States, review in camera and ex parte the application, order, and such other materials
relating to the surveillance as may be necessary to determine whether the surveillance
of the aggrieved person was lawfully authorized and conducted. In making this
determination, the court may disclose to the aggrieved person, under appropriate
security procedures and protective orders, portions of the application, order, or other
materials relating to the surveillance only where such disclosure is necessary to make
an accurate determination of the legality of the surveillance.

(g) Suppression of evidence; denial of motion

If the United States district court pursuant to subsection (f) of this section determines
that the surveillance was not lawfully authorized or conducted, it shall, in accordance
with the requirements of law, suppress the evidence which was unlawfully obtained
or derived from electronic surveillance of the aggrieved person or otherwise grant the
motion of the aggrieved person. If the court determines that the surveillance was
lawfully authorized and conducted, it shall deny the motion of the aggrieved person
except to the extent that due process requires discovery or disclosure.

% ok ok K
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(j) Notification of emergency employment of electronic surveillance; contents;
postponement, suspension or elimination

If an emergency employment of electronic surveillance is authorized under section
1805(e) of this title and a subsequent order approving the surveillance is not obtained,
the judge shall cause to be served on any United States person named in the
application and on such other United States persons subject to electronic surveillance
as the judge may determine in his discretion it is in the interest of justice to serve,
notice of—

(1) the fact of the application;
(2) the period of the surveillance; and
(3) the fact that during the period information was or was not obtained.

On an ex parte showing of good cause to the judge the serving of the notice required
by this subsection may be postponed or suspended for a period not to exceed ninety
days. Thereafter, on a further ex parte showing of good cause, the court shall forego
ordering the servmg of the notice required under this subsection.

* sk %k ok

National Security Agency Act of 1959
Pub. L. No. 86-36, 73 Stat. 63

% %k 3k Xk

Sec. 6. (a) Except as provided in subsection (b) of this section, nothing in this Act
or any other law (including, but not limited to, the first section and section 2 of the
Act of August 28, 1935 (5 U.S.C. 654)) shall be construed to require the disclosure
of the organization or any function of the National Security Agency, of any
information with respect to the activities thereof, or of the names, titles, salaries, or
number of the persons employed by such agency.

(b) The reporting requirements of section 1582 of title 10, United States Code, shall
apply to positions established in the National Security Agency in the manner provided
by section 4 of this Act. ' :

* %k ok ok
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acceptable way of us getting around this problem. We are
not looking to have this document released to the public.

That's a different issue that Mr. Hinkle is addressing,

and we take no position on that. It's simply not in our
interest. It's irrelevant to what we want.

THE COURT: Let me ask you -- this may be way
ahead of it -- how are you going to show that any

surveillance in this case was warrantless?

MR. EISENBERG: That is a wvery interesting
question, and we pondered that a lot. I would like to
think that if they had a FISA warrant, that Mr. Coppolino
would have told us guite a while back, so we wouldn't be
wasting any more time.

THE COURT: Well, Mr. Coppolinoc may feel that's a
state secret or at least the people who instruct
Mr. Coppolino may feel that's a state secret.

MR. EISENBERG: It could be, and then we have a
bit of a problem.

I believe the simple way, how do we knoﬁ it was
warrantless? Discovery. And that really is just about,
I think, the only thing in our motion for discovery,
which Mr. Goldberg will address -- it's not the only. .It
stands above all others. 1It's an essential link in our
case, but it's a simple one. I think the simple answer

is we ask them, "Did you have a FISA warrant?"
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Now, why do we --

THE COURT: I suspect they are going to refuse to
answer. Then I have to make a determination as to
whether I'm going to require them to answer. And in
doing that, I have to determine whether or not the answef
would divulge a state secret.

MR. EISENBERG: I wonder if you could imply £from
their refusal to answer that they didn't have one. We
have a problem, don't we?

But look at what Congress has told us. Congress
has told us in 50 U.S. Code i810(a) -- that's FISA --

"An aggrieved person who has been subject to electronic
surveillance in violation of FISA shall have a cause of
action against any person who committed such a
viclation."

Now, 1f the Government has the right to keep.
secret forever that there was a violation of FISA, then
what meaning doesASection 1810 have? It has none. That
remedy doesn't mean a thing if they can avoid liability
for violating FISA by refusing to tell us whether they
got a warrant.

THE COURT: Well, is there anything in the public

‘record, any statements made that you think you could rely

on to show that in this case the surveillance was

warrantless?
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Now, the TSP program, I think there is a public
record, statements by the president that he authorized
warrantless surveillance. But do-you know that this was
a TSP surveillance?

MR. EISENBERG: Well, here's what I can tell vyou.
And again, now, I have to be a little careful.

THE COURT: Yes. You have to be very careful.

MR. EISENBERG: So what I'm going to do is read
from the record. That's all I'm going to do. I'll start
with .the Complaint, paragraph 1%, paraphrasing: In March
and April of 2004, Defendant National Seéurity Agency
conducted warrantless surveillance of Conversations
between Plaintiff Al-Haramain and Plaintiffs Belew and
Ghafoor. Parag;aph 20: In May 2604, Defendant NSA gave
Defendant OFAC, Office of Foreign Assets and Control,
iogs éf these conversations.

Frances Hourihan's declaration -- she filed two,
and I'm quoting from the second one, paragraph 4: In
August 2004, OFAC inadvertently gave Al-Haramain's
attorneys the sealed document filed with the Complaint in
this case. In paragraph 5, she said it was related to
the terrorist designation. And that's referring to the
designation as a specifically designated global
terrorist.

The Hackett declaration, paragraphs 5 and 8, the
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second Hackett declaration, says that-the sealed document
is a United States Government report that pertainé to
intelligence activities and is derived from intelligence
sources.

And then finally, I'll read to you from our
response, plaintiffs' response to defendants' motion to
deny access to the document, page 10: The document
confirmg that plaintiffs were surveilled without a
wafrant and thus are_aggrieved.

And the best I can offer you, Your Honor, in
light of the sensitivity of the situation we have before
us, is the conclusion that I just read to you based on
the points in the record that I just read to you. We
believe that there is enough in this record to support
certainly a strong inference that there was warrantleés
survelllance in this case. We've alleged it; and I
believe for purposes of this hearing, our allegations are
to be taken as true.

THE COURT: And you believe that's true of both
the individual plaintiffs as well as the foundation? Do
they stand in any different status --

MR. EISENBERG: Yes.

_fHE COURT: -- as far as you're concerned?

MR. EISENBERG: They do. They do. I'm not sure

what I can say. Let me put it this way, treading very
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information.

Certainly if you had questions as to our
claggified submigsions, we'd be happy to answer them for
you and to engage'in that. But we think there is no way
to proceed in this case without running straight into
state secrets.

Thank you.

THE COURT: All right. Thank you..

Any response?

MR. EISENBERG: One minute, Your Honor.

THE COURT: All right. One minute.

MR. EISENBERG: Just responding to one point: Do
we admit that we don't know whether there was a warrant
for the surveillance in -this case? No, we do not admit
that. Our position is that the public statements in this
case, the documentary evidence presented to.this Court in
the form of declarations, and the document itself
demonstrate that there was no warrant. That's why we
éommenced this litigation.

I1f there had been a warrant in this case, I have
to assume that the Government would have told Your Honor
in the secret declarations that we are not privy to. And
I am going to have to assume further, Your Honor, in
light of what has transpired here today, that the

Government has not told Your Honor in classified
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1 confidence that there were no -- that there were warrants
2 in this case.

3 I think Mr. Hinkle is right: It seems to be true
4 to a moral certainty that there were nc warrants. That's
5 what the warrantless surveillance program is all about.

6 So I think we can get beyond that and, hopefully,'working
7 together, find a solution around some of the unusual

8 obstacles in this case and get to a decision on the

9 merits.

10 THE COURT: ©Okay. Thank you.

11y The presentations have been excellent and very

12 helpful to the Court. I expect to have an opinion for

13 you sometime next week. Thank you.

N 14 THE CLERK: Court is adjourned.

15
16
17 (Proceedings concluded.)
18
19
20
21
22
23
24

25
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