






































































































































immunity. Instead, it authorizes suit against “any person” as defined in 50 U.S.C.
1801(m), which does not include the United States. Congress has waived the United
States’ sovereign immunity against claims based on violations of sdme provisions of
FISA, but not those at issue here. See 18 U.S.C. 2712. In any event, plaintiffs have
not exhausted their administrative remedies, as required by 18 U.S.C. 2712(b)(1); cf.
28 U.S.C. 2672, 2675. Because the courts lack jurisdiction over plaintiffs’ damages
claims for retrospective relief, and plaintiffs clearly lack standing to pursue
prospective relief, the complaint should be dismissed for that reason alone.

IV. THE STATE SECRETS PRIVILEGE ALSO PRECLUDES
LITIGATION OF THE MERITS OF PLAINTIFFS’ CLAIMS.

Even if the very subject matter of this litigation were not a state secret, and
even if plaintiffs could prove their standing without compromising state secrets, this
case should have been dismissed for another reason: plaintiffs could not prove the
elements of their claims, and the Government could not defend itself against such
claims, without resort to state secrets. Indeed, as with standing, the district court
correctly explained that “plaintiffs need some information in the Sealed
Document”—i.e., information protected by the state secrets privilege, as discussed
~ above—in order “ to establish * * * a prima facie case.” ER 570. Because plaintiffs
have pursued an as-applied rather than a facial challenge, litigating this case would

require disclosure not only of sensitive facts concerning the means, methods, and

-37.-



subjects of surveillance under the TSP, but also of additional classified facts
concerning plaintiffs themselves (including the designated terrorist organization Al-
Haramain).

A. Plaintiffs’ Fourtli Amendment And Other
Constitutional Claims.

Adjudication of plaintiffs’ constitutional claims is barred by the state secrets
privilege. The Fourth Amendment provides that “[t]he right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable searches and
seizures, shall not be violated.” U.S. Const. amend. IV, cl. 1. The Amendment’s

239

“‘central requirement’” is thus one of “reasonableness.” Illinois v. McArthur, 531
U.S. 326, 330 (2001). Reasonableness is determined by assessing “‘the degree to
which [the search] intrudes upon an individual’s privacy,”” and the “degree to which
it is needed for the promotion of legitimate governmental interests” in the context of
the “‘totality of the circumstances’ surrounding the search. See Samson v.
California, 126 S. Ct. 2193, 2197 (2006). Because this reasonableness inquiry
depends on the nature of the search and the circumstances surrounding it, the
Supreme Court has repeatedly explained that “neither a warrant, nor probable cause,
nor, indeed, any measure of individualized suspicion, is an indispensable component

of reasonableness in every circumstance.” National Treasury Employees Union v.

Von Rabb, 489 U.S. 656, 665 (1989) (“NTEU”), see McArthur, 531 U.S. at 330.
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With respect to the TSP, at least two different exceptions to the warrant
requirement are satjsﬁed: the President’s inherent authority to conduct warrantless
surveillance of foreign powers, and the Fourth Amendment’s “special needs”
doctrine. But adjudication of either of those exceptions would require consideration
of state secrets.

Consistent with the Fourth Amendment, the President has inherent
constitutional authority to conduct warrantless surveillance of communications
involving foreign powers such as al Qaeda and its agents. While the Supreme Court
has expressly reserved that question (United States v. U.S. District Court, 407 U.S.
297,308, 321-22 & n.20 (1972)), every court of appeals that has since decided it has
held that the President possesses “inherent authority” under the Constitution, not
trumped by the Fourth Amendment, “to conduct warrantless searches to obtain
foreign intelligence information.” In re Sealed Case, 310 F.3d 717,742 & n.26 (FIS
Ct. of Rev. 2002); accord United States v. Buck, 548 F.2d 871, 875-76 (9th Cir.
1977); United States v. Truong, 629 F.2d 908, 912-17 (4th Cir. 1980); United States
v. Butenko, 494 F.2d 593, 602-06 (3d Cir. 1974); United States v. Brown, 484 F.2d
418,425-26 (5th Cir. 1973). Indeed, this proposition is now so firmly entrenched that
the Foreign Intelligence Surveillance Court of Review—the appellate tribunal
charged With reviewing FISA Court decisions—took “for granted that the President
does have that authority.” In re Sealed Case, 310 F.3d at 742.
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Under the foreign intelligence doctrine, warrantless searches are reasonable 1f
conducted to secure foreign intelligence information. See 7ruong, 629 F.2d at 916-
17; Butenko, 494 F.2d at 606, Brown, 484 F.2d at 421, 425. Inquiry into the facts
surrounding a decision to conduct TSP surveillance, however, would necessarily
confront the state secrets privilege. As discussed, facts concerning the program’s
“intelligence activities, sources, methods, or targets” can neither be confirmed nor
denied. ER 554; see ER 561. The D.C. Circuit concluded in analogous
circumétances that the “notion of deciding [the] constitutional question” of “whether
a warrant is required in certain foreign intelligence surveillances, and if not, whether

223

certain activities are ‘reasonable’” when the “record [is] devoid of any details that
might serve even to identify the alleged victim of a violation,” is not only
“impossible,” but “lﬁdicrous.” Halkin II, 690 F.2d at 1000, 1003 n.96.

The “special needs” doctrine independently supports the validity of the TSP.
“[W]here a Fourth Amendment intrusion serves special governmental needs, beyond
the normal need for law enforcement, it is necessary to balance the individual’s
privacy expectations .against the Government’s interests to determine whether it is
impractical to require a warrant br some level of individualized suspicion in the
particular context.” NTEU, 489 U.S. at 665-66. The “special needs” doctrine applies

in “a variety of contexts,” including warrantless searches used to detect and prevent

drunk driving, drug use by students and federal officials, airline hijackings, and
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terrorist bombings. See, e.g., MacWade v. Kelly, 460 F.3d 260, 263, 268 (2d Cir.
20006); Board of Educ. v. Earls, 536 U.S. 822, 835-36 (2002); City of Indianapolis v.
Edmond, 531 U.S. 32, 44 (2000). It is “settled” that the Government’s need to
“discover” and “prevent the development of hazardous conditions” can qualify as a
special need justifying warrantless and suspicionless searches. See NTEU, 489 U.S.
at 668.

In applying the “special needs” doctrine, reasonableness is determined by
conducting a “fact-specific balancing” of the Government interests underlying the
search and the associated intrusion into privacy interests. See Earls, 536 U.S. at 830.
Again, the state secrets privilege protects the information required for this fact-
specific inquiry, such as information concerning the nature of the al Qaeda threat;
facts supporting the need for speed and flexibility in conducting surveillance beyond
that traditionally available under the FISA; details concerning the TSP’s targeting
decisions, effectiveness in detecting and preventing terrorist attacks, and other
operational information; and other specifics concerning the scope and nature of TSP
surveillance. See ER 553-56, 560-62. Application of the special needs doctrine
therefore cannot properly be adjudicated in light of the state secrets privilege. Nor
is there any reason to suppose that plaintiffs’ First and Sixth Amendment claims are
less fact-dependent than their Fourth Amendment claim.

[REDACTED TEXT—PUBLIC TEXT CONTINUES ON PAGE 42]
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B.  Plaintiffs’ FISA Claim.

Plaintiffs’ FISA claim (see ER 504-05) fares no better. A violation of FISA
occurs if a person “intentionally—(1) engages in electronic surveillance under color
of law except as authorized by statute; or (2) discloses or uses information obtained
under color of law by electronic surveillance, knowing or having reason to know that
the information was obtained through electronic surveillance not authorized by
statute.” 50 U.S.C. 1809(a). Plaintiffs could not show that the TSP’s activities
qualified as “electronic surveillance” (see 50 U.S.C. 1801(f)) without delving into
state secrets concerning the means, methods, and targets of surveillance under the
TSP. Moreover, even if plaintiffs could establish thaf the activities atissue otherwise
fell within the scope of FISA, their claim that FISA precluded TSP
surveillance—thereby constraining the President’s ability to collect surveillance of
a foreign enemy during wartime—raises a grave constitutional question, the proper
resolution of which would necessarily require consideration of matters protected by
the state secrets privilege.

In wartime, the “President alone” is “constitutionally invested with the entire
charge of hostile operations.” Hamilton v. Dillin, 88 U.S. 73, 87 (1874). Congress
may not “interfere[ ] with the command of the forces and the conduct of campaigns”
because that “power and duty belong to the President as commander-in-chief.” Ex

parte Milligan, 71 U.S. 2, 139 (1866) (Chase, C.J., concurring). The President’s
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Commander-in-Chief powers include secretly gathering intelligence information
about foreign enemies. See, e.g., Totten, 92 U.S. at 106; Chicago & S. Air Lines v.
Waterman S.S. Corp., 333 U.S. 103, 111 (1948); United States v. Curtiss-Wright
Export Corp.,299U.S. 304,320 (1936). Asdiscussed, every court of appeals to have
decided the question has held that, even in peacetime, the President has inherent
constitutional authority to conduct warrantless surveillance of foreign powers within
or without the United States. See pp. 39-40, supra.

Congress may not “impede the President’s ability to perform his constitutional
duty.” Morrisonv. Olson, 487 U.S. v654, 691 (1988); see Youngstown Sheet & Tube
Co. v. Sawyer, 343 U.S. 579, 637-38 (1952) (Jackson, J., concurring). The
Constitution designates the President as Commander-in-Chief, U.S. Const., art. II,
§ 2, and “the object of the [Commander-in-Chief Clause] is evidently to vest in the
[P]resident * * * such supreme and undivided command as would be necessary to the
prosecution of a successful war.” United States v. Sweeny, 157 U.S. 281, 284 (1895).
In the context of the current conflict with al Qaeda—a foreign enemy that has already
attacked the United States—the President and his top advisors determined in the
aftermath of September 11 that the threat to the United States demanded that signals
intelligence be carried out with a speed and methodology that could not be achieved
by seeking judicial approval through the traditional FISA process (but which is now

occurring subject to the recent, innovative orders of the FISA Court).
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Moreover, the President’s constitutional prerogative to engage in surveillance
directed at al Qaeda is reinforced by Congress’s Authorization for Use of Military
Force (see pp. 3-4, supra), which recognized the President’s “authority under the
Constitution to take action to deter and prevent acts of international terrorism against
the United States,” and explicitly authorized the President to act against those
responsible for the attacks of September 11, 2001. See AUMF pmbl., § 2(a). The
President’s ability to “deter and prevent acts of international terrorism against the
United States,” as well as to detect and apprehend the individuals and organizations
responsible for the September 11 attacks, necessarily is dependent on his ability to
engage in foreign intelligence gathering.

For present purposes, the crucial point is that FISA must be construed in light
of the President’s constitutional authority in this realm, and the constitutionality of
any limits placed on the President’s authority to gather foreign intelligence against
the enemy in wartime cannot be measured without a precise understanding of the
program at issue and the threat it is designed to address. That inquiry would require
careful consideration of the nature and scope of the surveillance in question, as well
as the precise nature of the existing al Qaeda threat, including an examination of the

scope, targets, methods, and means of surveillance directed against that threat. As
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discussed above, however, the facts relevant to that inquiry are protected from
disclosure by the state secrets privilege.?
CONCLUSION
For the foregoing reasons, the district court’s decision should be reversed and

this case dismissed.

Respectfully submitted,
PAUL D. CLEMENT PETER D. KEISLER
Solicitor General Assistant Attorney General % [
GREGORY G. GARRE DOUGLAS N. LETTER Q U
Deputy Solicitor General THOMAS M. BONDY Q&J{;\/\y M .
ANTHONY A. YANG —
DARYL JOSEFFER Attorneys, Appellate Staff
Assistant to the Solicitor Civil Division, Room 7513
General U.S. Department of Justice
950 Pennsylvania Ave., N.W.
Washington, D.C. 20530
‘Telephone: (202) 514-3602
JUNE 2007

¥ Plaintiffs’ claim under the International Convention for the Suppression of the

Financing of Terrorism must be dismissed for similar reasons, even assuming
arguendo that plaintiffs have a private right of action to sue the Government for
alleged violations of the Convention. See, e.g., Iguarta-De La Rosa v. United States,
417 F.3d 145, 150 (1st Cir. 2005) (en banc), cert. denied, 126 S. Ct. 1569 (2006);
Diggs v. Richardson, 555 F.2d 848, 850 (D.C. Cir. 1976). Insofar as plaintiffs also
seek toraise an “expunction” claim (see ER 507), dismissal of that claim is compelled
on the same grounds. ‘
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STATEMENT OF RELATED CASES
Asnoted above, this Court has consolidated this appeal with Hepting v. AT&T

Corp., Nos. 06-17132, 06-17137 (9th Cir.).
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U.S. Constitution, Amend. IV

The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no warrants
shall issue, but upon probable cause, supported by oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
seized.

Authorization for Use of Military Force, preamble, § 2(a)

Whereas, on September 11, 2001, acts of treacherous violence were committed
against the United States and its citizens; and

Whereas, such acts render it both necessary and appropriate that the United States
exercise its rights to self-defense and to protect United States citizens both at
home and abroad; and

Whereas, in light of the threat to the national security and foreign policy of the United
States posed by these grave acts of violence; and

Whereas, such acts continue to pose an unusual and extraordinary threat to the
national security and foreign policy of the United States; and

Whereas, the President has authority under the Constitution to take action to deter
and prevent acts of international terrorism against the United States: Now,
therefore, be it

Resolved by the Senate and House of Representatives of the United States of
America in Congress assembled,

) %k 3k %

SEC. 2. AUTHORIZATION FOR USE OF UNITED STATES ARMED FORCES.

(a) IN GENERAL.—That the President is authorized to use all necessary and
appropriate force against those nations, organizations, or persons he determines
planned, authorized, committed, or aided the terrorist attacks that occurred on
September 11, 2001, or harbored such organizations or persons, in order to prevent
any future acts of international terrorism against the United States by such nations,
organizations or persons.

* 3k %k %k
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Foreign Intelligence Surveillance Act of 1978, as amended
50 U.S.C. 1801-1871

S0 U.S.C. 1801

§ 1801. Definitions

As used in this subchapter:

% 3k ok ok

(f) “Electronic surveillance” means--

(1) the acquisition by an electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication sent by or intended to be received
by a particular, known United States person who is in the United States, if the
contents are acquired by intentionally targeting that United States person, under
circumstances in which a person has a reasonable expectation of privacy and a
warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of the
contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States, but does not include the acquisition of those communications of computer
trespassers that would be permissible under section 2511(2)(i) of Title 18;

(3) the intentional acquisition by an electronic, mechanical, or other surveillance
device of the contents of any radio communication, under circumstances in which
aperson has areasonable expectation of privacy and a warrant would be required
for law enforcement purposes, and if both the sender and all intended recipients
are located within the United States; or

(4) the installation or use of an electronic, mechanical, or other surveillance device
in the United States for monitoring to acquire information, other than from a wire
or radio communication, under circumstances in which a person has a reasonable
expectation of privacy and a warrant would be required for law enforcement
purposes.

k ok 3k ok
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(k) “Aggrieved person” means a person who is the target of an electronic surveillance
or any other person whose communications or activities were subject to electronic
surveillance.

# sk ok ok

(m) “Person” means any individual, including any officer or employee of the Federal
Government, or any group, entity, association, corporation, or foreign power.

k sk sk ok

50 U.S.C. 1809

§ 1809. Criminal sanctions

(a) Prohibited activities
A person is guilty of an offense if he intentionally--

(1) engages 1n electronic surveillance under color of law except as authorized by
statute; or

(2) discloses or uses information obtained under color of law by electronic
surveillance, knowing or having reason to know that the information was obtained
through electronic surveillance not authorized by statute.

%k sk ok ok

50 U.S.C. 1810

§ 1810. Civil liability

An aggrieved person, other than a foreign power or an agent of a foreign power, as
defined in section 1801(a) or (b)(1)(A) of this title, respectively, who has been
subjected to an electronic surveillance or about whom information obtained by
electronic surveillance of such person has been disclosed or used in violation of
section 1809 of this title shall have a cause of action against any person who
committed such violation and shall be entitled to recover--
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(a) actual damages, but not less than liquidated damages of $1,000 or $100 per day
for each day of violation, whichever is greater;

(b) punitive damages; and

(c) reasonable attorney's fees and other investigation and litigation costs
reasonably incurred.

Title 18, United States Code

18 U.S.C. 2712

§ 2712. Civil actions against the United States

(a) In general.--Any person who is aggrieved by any willful violation of this chapter
or of chapter 119 of this title or of sections 106(a), 305(a), or 405(a) of the Foreign
Intelligence Surveillance Act of 1978 (50 U. S.C. 1801 et seq.) may commence an
action in United States District Court against the United States to recover money
damages. In any such action, if a person who is aggrieved successfully establishes
such a violation of this chapter or of chapter 119 of this title or of the above specific
provisions of title 50, the Court may assess as damages--

(1) actual damages, but not less than $10,000, whichever amount is greater; and
(2) litigation costs, reasonably incurred.

(b) Procedures.--(1) Any action against the United States under this section may be
commenced only after a claim is presented to the appropriate department or
agency under the procedures of the Federal Tort Claims Act, as set forth in title
28, United States Code.

* sk 3k ok
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