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UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA

UNITED STATES OF AMERICA, Gase No. CR 04-300-GAF
ORDER RE: MOTION TO DISMISS

_ Plaintiff,

V.
LARRY LEE ROPP,

Defendant,
y
INTROBUCTION

Inthe present case, a federal grand jury Indicted defendant Ropp for
allegedly attempting to intercept electronic communications in violation of 18
U.S.C. § 2511(1)(a} by installing a device, called a KeyKatcher, on the desktop
computer of Karen Beck af the Orange County offices of Bristol West
Insurance Group/Coast Nation Insurance Company. For purposes of this
motion, the parties agree that Ropp placed the KeyKatcher on the cable that
connects Ms, Beck’s keyboard to her computer's central processing unit
(CPU). As Ms. Beck composed e-mails and other messages by depressing
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keys on the keyboard (an act known to some of us as “iyping™), the KeyKaL}Pher
recorded and stored the electronic impulses traveling down the cable betheen
her keyboard and the computer to which it was attached. The KeyKatchel:in
this way, “eavesdrops” on the person typing messages into the computer.,

Alter the KeyKatcher has performed its "eavesdropping function,”
anyone who obtains possession of the device can recaver, from its memory,
the stored impulses and convert them to text. The KeyKatcher therefore
enables a person who has possession of the device to determine what
messages have been typed on the keyboard,

Defendant now moves to dismiss the indictment on the ground that,
even assuming that the factual allegations of the indictment are true, the
conduct alleged does not constitute an "interception” of “electronic
communications” within the meaning of Section 2511, and therefore does not
constitute a crime within the meaning of the statute. Althaugh the Court

-disagrees with the thrust of Defendant's argument — that no communication

was “intercepted” - the Court concludes that the motion should be GRANTED
because the transmission of keystrokes from a keyboard to a computer's
processing unit is not the transmission of an electronic signal by a system that
affects interstate commerce, and therefore does not constitute an “electronic
communication” within the meaning of the statute.
II.
FORMULATING THE ISSUE

Defendant contends that, given the definition of the key terms of Section
2511, the KeyKatcher does not “intercept’ "electronic communications® within
the meaning of the statute. See, €.9., Konop v. Hawaiian Airlines, Inc., 302
F.3d 868 (9" Cir. 2002), ceqt. denied, 537 1.8, 1193 (2003); United States v.
Smith, 155 F.3d 1051 { 9* Cir, 1988). According to defendant, the KeyKatcher
Intercepts electronic signals created by & computer keyboard as word
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processing documents, e-mails and other communications are belng prep&red,
but before they are transmitted, Defendant argues that the e-mails, and qijr
communications that were later sent (and not intercepted) are “electronic o
communications” under the act, but that the prm;ecution cannot base its case
on the interception of the key strokes that created them, According to
Defendant, this is because the interception must be contemporaneaus with the
communication and must involve transmissions that affect interstate or foreign
commerce. See, e.q., Smith, 155 F.3d, at 1057; Konop, 302 F.3d at §78.

The Government opposes the motion contending that Defendant has
misinterpreted the Wiretap Act. The Govermment argues that the electronic
signals from the keyboard to the computer were “electronic communications”
within the meaning of the Act because the KeyKatcher Yiterally strippled)
communication off a wire as the communication was being transmitted from
one point to another." (Opp'n, at2,) The Government contends that the
acquisition of the communication did not occur prior to, but during the
transmission of these electronic signals and that, therefore, the afleged
“contemporaneity” requirement has been met,

The Court concludes that neither party has squarely focused on the real
issue in this case. The Defendant contends that no interception occurred and
therefore gives insufficient attention to the meaning of “electronic
communication.” The Government is quite willing to accept defendant's
relative disinteres! in discussing “electronic communication,” in alt likelihood
because the ease with which the “no interception” argument can be overcome.
In that regard, no one disputes, for purposes of this motion, that the
KeyKatcher was installed on Ms. Beck's computer. Likewise, no one disputes
that the KeyKatcher intercepted the wire transmission of electronic signals as
they passad from Ms, Beck's keyboard into her computer. Further, the
Government does not, in its opposition, contend that the e-malls or other
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