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U.S. Department of Justice

United States Attorney
Eastern District of New York

United States Attorney’s Olffice
610 Federal Plaza
Central Islip, New York 11722-4454

Cct ober 11, 2005
BY HAND

The Honorabl e Janes Orenstein
United States Magi strate Judge
Eastern District of New York

Long | sl and Federal Courthouse

924 Federal Pl aza

Central Islip, New York 11722-4454

Re: In re Application For Pen Register
and Trap and Trace Device Wth
Cell Site Location Authority,
Magi strate's Docket No. 05-1093(JO

Dear Magi strate Judge Orenstein:

The governnent respectfully wites in reply to the
brief of am cus curiae Electronic Frontier Foundation (“EFF”) in
opposition to our notion to reconsider the Menorandum and O der
entered August 25, 2005, _ F. Supp.2d __, 2005 W 2043543
(E.D.N. Y. Aug. 25, 2005) (the “August 25 Order”), denying our
application for an order authorizing use of a pen register to
obtain information regarding the | ocation of cell-sites used to
process calls to and froma specified tel ephone nunber (“cell -
site information”). As detailed below, EFF s argunents are
unavai |l i ng.

A Overview
1. Statutory Interpretation

The governnent’s readi ng of the Conmuni cati ons
Assi stance for Law Enforcenent Act (“CALEA’), P.L. 103-313
(1994), to authorize the use of a pen register to collect cell-
site informati on under joint authority of 18 U S.C. 88 3121 et
seq. (the pen register/trap and trace statute, or “Pen/Trap
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Statute”) and 18 U S.C. 8 2703(d) of the Stored Comruni cations
Act (“SCA’), as anended by CALEA, is mandated by controlling
principles of interpretation.

CALEA established two overl appi ng regi nes regul ating
di scl osure of cell-site information. Under well-established
rules of statutory interpretation, the two regines nust be read
in a manner that gives effect to both. The governnent’s
interpretation gives effect both to the Pen/ Trap Statute and SCA
as anmended by CALEA by construing its prohibition on a cell-site
di scl osure order issuing “solely pursuant” to the Pen/Trap
Statute to be satisfied when such an order issues pursuant to
that statute, conplenented by the requisite and, by conpari son
nor e demandi ng factual show ng mandated by the SCA: nanely,
“specific and articul able facts showi ng that there are reasonabl e
grounds to believe that the . . . records or other information
sought are relevant and material to an ongoing crim nal
investigation.” 18 U.S.C. § 2703(d).

By contrast, EFF s argunent that the “solely pursuant”
cl ause of the Pen/ Trap Statute inplies legislative intent to
preclude any use of that statute in conbination with any other
authority to obtain cell-site information fails to give effect to
the SCA as anended by CALEA. And indeed, the Court of Appeals
for the District of Colunbia and the Federal Comuni cations
Comm ssion (“FCC’) have specifically so ruled in decisions on
whi ch EFF purports to rely, but omts fully to discuss. See
United States Telecom Ass’'n v. FCC, 227 F.3d 450 (D.C. Gr
2000), upholding in relevant part In the Matter of Comruni cations
Assi stance for Law Enforcenent Act (“In the Matter of CALEA"),

14 F.C.C R 16794 (1999).

2. Orders For Prospective Disclosure O Data

EFF is |likew se unconvincing when it insists that the
Court lacks authority under the SCA to order disclosure of cell-
site information on a prospective basis. As a threshold matter,
whet her the SCA aut horizes prospective disclosure is inmateri al
because the governnent’s application is not nade pursuant to the
SCA al one, but rather pursuant to the SCA in tandemw th the
Pen/ Trap Statute. By definition, the Pen/ Trap Statute authorizes
the collection of transm ssion-related call data prospectively
via pen register or trap and trace device. |In addition, nothing
in the SCA prohibits a court fromdirecting a tel ephone service
provider to furnish the government with “records or other
information,” such as cell-site data, see 18 U. S.C.
8§ 2703(c)(1)(B), as soon as the provider’s information systens
have recorded that data. Moreover, were any additional authority
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needed for the Court to direct prospective disclosure of cell-
site information, the Court already possesses it under the

Al Wits Act, 28 U S.C. 8§ 1651, which authorizes the issuance of
orders in aid of the Court’s jurisdiction.

3. Narrow Privacy Right Under CALEA

Nor is EFF persuasive when it argues that a person’s
privacy interest in cell-site information is so acute as to
condition the governnment’s access to that information on a show
i ng of probable cause equivalent to what the Fourth Anendnent and
Title I'll require in order to authorize interception of the
contents of conmunications. A person who uses the network of a
t el ephone service provider to make a call does not assune the
risk that others may be listening to what is said during that
call. But he does assunme the risk that information essential to
process that call nmay pass fromthe provider to | aw enforcenent.
Smith v. Maryland, 442 U.S. 735, 744 (1979).

In the wireless/digital world, cell-site information
is one of those types of data, as the D.C. Crcuit |ikew se found
in United States Telecom Ass’'n v. FCC, 227 F.3d at 459. In
enacting CALEA, Congress struck a balance in which although an
i ndi vidual may well prefer to keep his whereabouts confidential
when he uses a cellular tel ephone, he has no right to privacy
with respect to that information because he voluntarily discloses
it to his service provider in the course of placing or receiving
cellular calls. Thus, he assunmes the risk that his cell-site
usage may be disclosed to | aw enforcenent. CALEA authori zes
“expeditiou[s]” disclosures to the governnent of a person’s cell-
site usage under the Pen/ Trap Statute, provided that the
government al so neets the essential requirenent of the SCA
nanmely: an offer of specific and articulable facts denonstrating
reasonabl e grounds to believe that cell-site information woul d be
rel evant and material to an ongoing crimnal investigation. See
18 U.S.C. § 2703(d).

B. Detailed Analysis

1. The Pen/ Trap Statute And SCA Must Be
Read Jointly To Authorize Prospective
Disclosure O Cell-Site Information

EFF derides the governnent’s readi ng of CALEA s
anendnents to the Pen Trap Statute and SCA, as a “‘clown car’
theory of statutory interpretation.” EFF Br. at 6. But there
I's nothing comc in our approach. Application of well-known
canons of construction nandate 47 U. S.C. § 1002(a)(2)(B) to be
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read to prohibit disclosure of cell-site information if authority
for the disclosure is obtained “solely pursuant” to the Pen/Trap
Statute, but to permt it if the authority is obtained jointly
under the Pen/Trap Statute and 18 U S.C. 8§ 2703 of the SCA

There is no dispute that the SCA as anended by CALEA
governs “records or other information pertaining to a subscrib-
er,” 18 U . S.C. §8 2703(c)(1)(B), including cell-site information.
See EFF Br at 2-3; see also Order of the Court dated Septem
ber 19, 2005 (recognizing sane). EFF maintains, however, that 47
U S.C 8 1002(a)(2)(B) inposes a blanket ban on collection of
cell-site information prospectively because Congress “woul d have
made the connection explicit” if in enacting CALEA, it had
i ntended the “solely pursuant” clause of 47 U S. C
§ 1002(a)(2)(B) to be satisfied by governnment applications nade
under Pen/Trap Statute and the conplenmentary authority of the
SCA, as amended. EFF Br. at 6. The clainmed prohibition, how
ever, is illusory. The term*“solely” is not wholly prohibitive,
but rather, partially restrictive.

“The Courts are not at liberty to pick and choose anong
congressi onal enactnents, and when two statutes are capabl e of
co-existence, it is the duty of the courts, absent a clearly
expressed congressional intention to the contrary, to regard each
as effective.” Mrton v. Mncari, 417 U.S. 535, 551 (1974)
(enphasi s added); accord Pittsburgh & Lake Erie Railroad Co.

v. Railway Labor Executives’ Ass’'n, 491 U S. 490 at 510 (1989).
| f anything, this rule applies with even greater force where, as
here, the two statutes that created overl appi ng regul atory
reginmes were “not only . . . enacted on the same day, but [al so]
enacted as part of the sane legislation.” Auburn Housing
Authority v. Martinez, 277 F.3d 138, 145, 150 (2d Gr. 2002).

Congress did not express a clear intention in CALEA to
preclude the SCA fromregul ating access to cell-site informtion.
Rat her, Congress said that the government could not obtain cell-
site informati on based “solely” on the Pen/Trap Statute. 47
US C 8§ 1002(a)(2)(B). The plain and ordinary neani ng of
“solely” is “alone” or “singly.” Anerican Heritage Dictionary of
the English Language (4th ed. 2000). Accordingly, Congress not
only can, but nust be understood to have intended the governnent
to obtain cell-site informati on on a prospective basis so | ong as
it did not rely only on the Pen/ Trap Statute, but rather, on that
statute in conjunction with other authority. Not surprisingly,
this is exactly what the FCC and, ultimately, the DDC. Grcuit
hel d when they each rejected the clains of EFF (anobng ot her
intervenors) that 47 U . S.C. § 1002(a)(2)(B) prevented the FCC
fromrequiring service providers to assure that their equi pnent
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woul d al |l ow | aw enforcenent in possession of a valid court order
expeditiously to obtain cell-site information. See United States
Telecom Ass’'n v. FCC, 227 F.3d at 464 (in recognizing that 47
US. C 8§ 1002(a)(2)(B) contenpl ated disclosure of cell-site

i nformati on not obtained “solely pursuant” to Pen/Trap Statute,
FCC “sinply follow ed] the well-accepted principle of statutory
construction that requires every provision of a statute to be
given effect”), affirmng 14 F.C C R 16,794 at ¢ 44.1

Moreover, the cited rules of interpretation not only
require that 47 U S.C. 8 1002(a)(2)(B) be construed to provide
for disclosure of cell-site information on a prospective basis if
ot her, conplenmentary authority exists to permt it, but also
mandat e that SCA as anended by CALEA be interpreted to constitute
such other, requisite authority. Auburn Housing Authority v.
Martinez, 277 F.3d at 150. CALEA created two statutory reginmes
that overlap with respect to regulation of cell-site information.
The first is the Pen/Trap Statute, which subject to satisfying 47
US C 8 1002(a)(2)(B)’'s “solely pursuant” cl ause, authorizes the
government to acquire the informati on based on the governnent’s
certification of relevance to a crimnal investigation. See 18
U S.C. 8§ 3123(b). The second is the SCA, which as amended by
CALEA, authorizes the disclosure to the governnent of categories
of data, inclusive of cell-site information, upon an offer of
specific and articul able facts denonstrating there are reasonabl e
grounds to believe that the data is relevant and nmaterial. See
18 U.S.C. § 2703(d).

The overl apping statutes are each given effect, as
Morton and Auburn Housing Authority require, by conditioning
aut hori zation of the governnent to obtain cell-site information
via pen register or trap and trace device on an offer of specific
and articulable facts as 18 U.S.C. 8§ 2703(d) requires. The
“solely pursuant” clause of 47 U.S.C. 8§ 1002(a)(2)(B) is given
ef fect because the Pen/Trap Statute is not the sole authority
used to obtain the information. The SCA as anended is given

! “We agree with DoJ/FBI that [47 U . S.C. § 1002(a)(2)(B)]
does not exclude location information fromthe category of ‘call-
identifying information’” [to be made accessible to | aw enforce-
ment], but sinply inposes upon | aw enforcenent an authorization
requi renent different fromthat mnimlly necessary for use of
pen registers and trap and trace devices.” 1d. The counter-
argurments of EFF and others rejected by D.C. Circuit and the FCC
are in the intervenors’ brief, published at ww. eff.org/l egal/
cases/ USTA v_FCC/ 29999129 eff _epic_aclu calea brief_htm.
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ef fect because the governnent’s access depends on its nmaking the
showi ng required by 18 U. S.C. § 2703(d).

2. The Court Has The Power To Order Providers
To Disclose Cell-Site Informati on Prospectively

Cell-site information is used, inter alia, to route
calls fromtheir point of origin to their intended destination.
A pen register or trap and trace device obtains cell-site
information fromthe data streamthat a service provider uses for
“dialing, routing, addressing and signaling” of a subscriber’s
call.? The pen register or trap and trace device acquires this
information and transmts it to | aw enforcenent contenporaneously
with, if not always i mediately during, a cellular telephone
call.?

EFF asserts that the SCAis not to be used as authority
to order the disclosure to | aw enforcenent of cell-site
information on a rolling basis, i.e., prospectively, because the

: As anended by the USA PATRI OT Act of 2001 § 216, Pub
L. No. 107-56, 115 Stat. 272 (2001) (“Patriot Act”), “Pen
register” is now defined to nean:

a device or process which records or decodes dialing,
routing, addressing, or signaling information
transmtted by an instrunment or facility fromwhich a
wire or electronic communication is transmtted,

provi ded, however, that such information shall not

i nclude the contents of any communi cati on

18 U.S.C. § 3127(3). Simlarly, “trap and trace device” is now
defined to nean

a device or process which captures the incom ng

el ectronic or other inpulses which identify the
originating nunber or other dialing, routing,
addressing, and signaling information reasonably |ikely
to identify the source of a wire or electronic

comuni cati on, provided, however, that such information
shall not include the contents of any conmuni cati on.

} Federal agents with whom we have conferred report a | ag
of several mnutes or nore between the cell-site information
entering a service provider’s informati on system and that data
being relayed to | aw enforcenent via pen register or trap and
trace device.
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SCA governs di sclosure of “records or other information,” see 18
US. C 8 2703(c)(1)(B), which by definition are “retrospective”
(EFF Br. at 3) or “historical” (ld. at 4). EFF s semantics are
unper suasi ve.

As a threshold matter, in an era of electronic
comuni cations, every datum comruni cated el ectronically is
“retrospective” or “historical” once it is captured. Thus, a
court order to a provider to disclose cell-site information at or
close to the tinme that it enters the provider’s datastreamis
prospective in one sense but is otherwi se retrospective. It is
prospective with respect to the continuing obligation that the
order inposes on the provider to turn over data as it is
captured. That obligation, however, only accrues with respect to
cell-site information for a particular tine, after the provider’s
network has captured it in the course of processing a call.
Thus, the same datumthat is prospectively covered by a
di sclosure order is a “record” by the time that it nust be turned
over to | aw enforcemnent.

EFF t herefore denonstrates nothing of nmonment by arguing
that the SCA only applies to “recorded” information. For EFF
elides the critical, albeit easily-answered issue: whether SCA
carves out a distinction between records of current vintage and
earlier ones, governing disclosure of the latter but not the
former. Neither the text nor the history of the SCA as anended
by CALEA contains any such tenporal limtation.

Accordi ngly, under any one of several in pari materia
readi ngs of CALEA (see canon of interpretation authorities cited
above), SCA contains no inpedinent to its use in conjunction with
the Pen/ Trap statute to authorize the disclosure of cell-site
information. Nothing within the SCA prevents disclosure of cell-
site information on a prospective basis. The Court may therefore
reasonably base its authority to order disclosure on a prospect-
ive basis entirely on the Pen/ Trap Statute. For as is undisput-
ed, the sole function of equi pnent or processes installed
pursuant to the Pen/ Trap Statute is to acquire information that
is only transmtted over a service provider’s network after
i ssuance of an order authorizing their use.

It would al so be nore than reasonable, however, for the
Court to order the requested prospective disclosure on the basis
of the SCA as well as the Pen/Trap Statute. Reliance on 18
U S . C 8§ 2703(d) to authorize disclosure of cell-site information
prospectively advances Congress’ intent, as expressed in 47
US C 8§ 1002(a)(2)(B), to require the governnment to nake a
greater showing than is required for other information obtained
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prospectively via pen register or trap and trace device. See
note 1 above. As previously explained, an order issued under
joint authority of the Pen/ Trap statute and the SCA assures
greater accountability and privacy protection than an order

i ssued under the Pen/Trap Statute al one because the SCA adds the
requi renent that the court conduct an independent review of
“articul able facts” that the governnment nust specify. 18 U. S. C
8§ 2703(d). Because the SCA defines the additional show ng that
47 U.S.C. § 1002(a)(2)(B) requires for the governnent to obtain
di scl osure of cell-site information on a prospective basis, it is
reasonable for the Court to treat the SCA as conpl enentary
authority to the Pen/Trap Statute with respect to those
prospective discl osures.

Lastly, were additional authority required -- although
we respectfully submt that it is not — the Court has authority
under the Al Wits Act to order prospective disclosure of cell-
site information in accordance with the SCA as soon as it becones
avai l able to the service provider. The All Wits Act provides in
rel evant part that “all courts established by Act of Congress may
issue all wits necessary or appropriate in aid of their respect-
ive usages and principles of law.” 28 U S.C. § 1651(a) (enphasis
added). Under this statute, such a court has “the power to issue
such commands” as “nmay be necessary or appropriate to effectuate

orders that it has previously issued in its exercise of
jurisdiction otherwise obtained.” United States v. New York
Tel. Co., 434 U. S 159, 173 (1977). This power to issue
suppl enental orders in aid of the court’s jurisdiction “extends
to persons who are not defendants and have not obstructed
justice.” United States v. Doe, 537 F. Supp. 838 (E.D.N. Y. 1982)
(Ni ckerson, J.) (relying on United States v. New York Tel. Co.
434 U. S. at 174-75).

Thus, for exanple, between 1979 and 1986, when Congress
enacted the original version of the Pen/Trap statute,* the
governnment routinely applied for and received orders authorizing
the installation of pen registers in aid of investigations
al ready bei ng conduct ed under judicial supervision. See, e.d.,
United States v. Msko, 654 F. Supp. 402, 405 (D. Colo. 1987)
(pen register issued in 1984) (Matsch, J.). Currently, the
government routinely applies for and upon a showi ng of rel evance

4 In 1979, the Suprene Court decided Smth v. Mryl and,
442 U.S. at 741-45, which held that pen registers were not
subject to the warrant requirenents of the Fourth Amendnent
because persons have no expectation of privacy in the nunbers
t hey di al .
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to an ongoi ng investigation receives “hotwatch” orders issued
pursuant to the All Wits Act. Such orders direct a credit card
i ssuer to disclose to | aw enforcenent each subsequent credit card
transaction effected by a subject of investigation i mediately
after the issuer records that transaction. Likew se, courts
frequently issue orders pursuant to the All Wits Act that direct
di scl osure of evidence in furtherance of their jurisdiction over
cases of unlawful flight to avoid prosecution or confinenent.
Wil e the evidence sought by All Wits orders in such cases is
often pre-existing, see, e.qg., United States v. Doe, 537 F. Supp.
at 839 (ordering disclosure of 6 prior nonths of tel ephone tol
records), there is no legal inpedinment to issuing such an order
for records yet to be created. See, e.qg., In re Application of
the U S.A For An Oder Directing X To Provide Access to

Vi deot apes, 2003 W 22053105, No. 03-89 (Aug. 22, 2003 D. M.)
(directing that production of subsequently-created videotapes
made by security canmera installed in apartnent hallway).

Accordingly, the Court may use the AlIl Wits Act as a
basis in addition to the Pen/ Trap Statute or SCA to order
prospective disclosure of cell-site information, just as courts
prior to 1986 were free to use it authorize pen registers and
courts now are free to use it to order the collection of other
types of evidence in investigations under their jurisdiction.

3. Under Smth v. WMaryl and and CALEA,
There I's No Right To Privacy Wth
Respect To Cell-Site Information

EFF insists that the disclosure of cell-site informa-
tion to the government converts a cellular tel ephone into a
covertly-planted “tracking device” (Eff. Br at 6-7) and is
therefore an invasion of privacy that is illegal absent a Title
I 1l eavesdroppi ng order.

But EFF is not witing on a blank slate. Smth v.
Maryl and, 442 U. S. 735, 744 (1979) established that tel ephone
subscri bers voluntarily assune the risk that data associated with
their calls will be conveyed to | aw enforcenent. In Smith, the
Suprene Court held that tel ephone users had no subjective
expectation of privacy in dialed tel ephone nunbers and that any
such expectation is not one that society is prepared to recognize
as reasonable. See Smith, 442 U. S. at 742-44.

Smth's reasoning is as applicable to cell-site
information as it is to dialed tel ephone nunbers. First, as the
Supreme Court enphasized in Smth: “we doubt that people in
general entertain any actual expectation of privacy in the



Case 2:05-mj-01093-JO Document 12 Filed 10/11/2005 Page 10 of 13

10

nunbers they dial. Al'l tel ephone users realize that they nust
‘convey’ phone nunbers to the tel ephone conpany, since it is

t hrough t el ephone conpany swi tching equi pnent that their calls
are conpleted.” Smth, 442 U S. at 742. Users of cellular

t el ephones understand that they are broadcasting a signal to the
service provider so that it can |ocate themto conplete their
calls. Accordingly, users cannot reasonably expect that the

| ocation of the cellular antenna used to effect their calls wll
be kept secret fromthe service provider.

In addition, under Smith, whether a user has a
subj ective expectation of privacy is irrelevant. In Smth, the
Suprene Court explicitly held that “even if petitioner did harbor
some subj ective expectation that the phone nunbers he dial ed
woul d remain private, this expectation is not one that society is
prepared to recogni ze as reasonable.” Smth, 442 U S. at 743
(internal quotations marks omtted). It noted that “[t]his Court
consistently has held that a person has no |legitinate expectation
of privacy in information he voluntarily turns over to third
parties.” Smth, 442 U S. at 743-44. 1In Smth, the user
“voluntarily conveyed nunerical information to the tel ephone
conpany” and thereby “assuned the risk that the conpany woul d
reveal to the police the nunbers he dialed.” Smth, 442 U S. at
744. Simlarly, a cellular telephone user voluntarily transmts
a signal to the cell phone provider, and thereby assunes the risk
that the cell phone provider will reveal the cell-site
information to | aw enforcenent. A cellular tel ephone user
therefore can have no expectation of privacy in cell-site
i nformati on.

Moreover, when it enacted CALEA, Congress deliberately
left Smth s risk calculus intact. Accordingly, disclosure
w thout notice of cell-site information to | aw enforcenent
cannot, as a matter of |aw, be deened tantanount to the covert
installation of a tracking device -— I et alone one that requires
a warrant. One who assunes the risk that | ocation information
that he wishes to keep confidential nay be obtained to | aw
enforcenent has a choice. He can keep using a tel ephone, a pen
regi ster or trap and trace device that reveals his novenents or
wher eabouts -— or he can turn that cellular tel ephone off.

CALEA was a direct response to new i npedi nents to
i nvestigation by |aw enforcenent created by rapidly-energing
wireless and digital technologies. See H R Rep. No. 103-287
Part O at 14-15 (1994). Congress intended that it “provide | aw
enforcenment no nore and no | ess access to information than it had
in the past.” 1d at 22. To that end, CALEA enacted a definition
of “call-identifying information,” see 47 U.S.C. § 1002 t hat
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recogni zed that while under “plain old tel ephone service”
(“POTS”), a tel ephone was easily (and solely) identified by that
t el ephone’ s nunber, in the wireless environnent, a tel ephone is
identified by a variety of other factors, including “signaling
information.” United States Telecom Ass’'n v. FCC, 227 F.3d at
291.

Cel lul ar tel ephone networks carry calls between parties
by “*send[ing] signhals to the nearest cell site at the start and
end of the call.” United States Telecom Ass’'n v. FCC, 227 F.3d
at 291. Accordingly, when the FCC set standards by which the
t el ephone industry was to inplenent CALEA, it determ ned that
“signaling information” included cell-site information. On this
basis, the FCC directed the industry to build capabilities by
whi ch, when served with a proper order, a service provider could
expedi tiously nake avail able to | aw enforcenent information about
the cell sites used to carry those signals. |d.

EFF and others filed suit to challenge this interpreta-
tion. They were squarely rebuffed by the D.C. Grcuit, however.
Laudi ng the FCC s approach as both “reasoned and reasonable,” the
D.C. Grcuit endorsed the FCC s explanation that interpreting
“call identifying information” to include cell-site information
“conports with CALEA' s goal of preserving the same surveill ance
capabilities that |aw enforcenent agencies had in POTS |Id. As
t he FCC had expl ai ned:

“"[I]ln the wireline environnent’ . . . |aw enforcenent
agenci es "have generally been able to obtain |ocation
information routinely fromthe tel ephone nunber because
t he tel ephone nunber usually corresponds with |ocation
. In the wireless environnment, ‘the equival ent
location information’ is ‘the location of the cel

sites to which the nobile term nal or handset is
connected at the beginning and at the term nation of
the call.’”

United States Telecom Ass’'n v. FCC, 227 F.3d at 291-92 (ellipses
and enphases added).

Moreover, the D.C. Circuit so ruled only after earlier
inits opinion affirmng the continuing vitality of Smth v.
Maryl and after enactnent of CALEA. In United States Tel ecom
Ass’n v. FCC, (as here, see EFF Br. at 8), EFF clainmed that under
Smth, while callers have no reasonabl e expectation of privacy in
their tel ephone nunbers, they still had a right to expect privacy
with respect to other types of call-identifying information. The
D.C. Grcuit likewi se rejected this argunent, holding that
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“Smth s reason for finding no legitinmte expectation of privacy
in dialed tel ephone nunbers -— that callers voluntarily convey
this information to the phone conpany in order to conplete calls
—- applies as well to nuch of the information provided by the
chal | enged capabilities.” United States Tel ecom Ass’n v, FCC,
227 F.3d at 459.

The Court did not specify what “information provided by
t he chal |l enged capabilities,” falls outside Smth' s anmbit. The
| ater portions of United States Tel ecom Ass’ n, however, that
enphasi ze that cell-site location is the functional equival ent of
a location-identifying hardline tel ephone nunber, see 227 F.3d at
291-92 quot ed above denonstrate beyond cavil that cell-site
information is well within Smth s assunption-of-the-risk rubric.

Accordingly, EFF nerely reprises argunents here that
the DDC. Grcuit properly rejected before. Smth v. Maryland is
as applicable to cell-site information as it is to the hardline
t el ephone nunber that was the subject of the pen register in
Smth. One who does not wish to disclose his novenents to the
government need not use a cellular telephone. One who uses a
cellular tel ephone runs the sane risk as sonmeone who subscri bes
to hardline tel ephone service that on a proper show ng by the
government, the governnment will discover his whereabouts. The
only material difference between the two contexts is not of
constitutional dinmension, but rather, is nerely statutory, nanely
t hat under CALEA, while | aw enforcenent can obtain nost species
of call-identifying information pursuant to the Pen/Trap Statute
upon nere certification of relevance, in order to obtain cell-
site information, it nust first satisfy the “articul able facts”
standard of 18 U.S.C. § 2703(d).
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E. Conclusion

For all of the above reasons, the Court shoul d
reconsider its August 25 Order and grant the governnment’s request
for orders authorizing disclosure to it of cell-site information
with respect to use of the specified cellular tel ephone.

Respectful ly submtted,

ROSLYNN R. MAUSKOPF
United States Attorney

By:
Burton T. Ryan. Jr.
Assi stant U. S. Attorney
(631) 715-7853
Jonat han E. Davis
Assistant U.S. Attorney
(718) 254-6298

cc: Cerk of the Court (JO
El ectronic Frontier Foundation



