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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. IPU, Room 3041

Contact: CRY | Ext

aApproved By: Miller David Ian M’I |
1 DECLASSIFIED BY 65179/DMH/KSR/RW

Drafted By: | i N a5-31-2007 b2
BTE
Case ID #: {(U) 263-HQ-0-U - 666 {Pending) b6
b7C

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING§# 2579
OGC/IOB# 200

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

De om 3
Decl On: 7

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1548

Reference: (U) 278-HQ-C1229736-VIO Serial 1548

278-HQ-C1229736-VIO Serial 1949 b2
b7E
Details: (U) Upon review o ivision’s captioned report
of a potential IOB violatiomn, IIS did not find the matter

indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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U.S. Departme, s Justice

Office of the Inspector ©lon !

Washingion {20, s

DATE: January 29, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation ALL FBI INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE D5-31-2007 BY 65179 /DMH/KSR/RW

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002617 b6
Subject: J gzc
ivision bIE
0. 263-0-U-666
CMS No. 26%9-
2519

U

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - INVESTIGATIONS DIVISION - Complaint Form

689-2007-002617-M

Received By: Date Received: 01/04/2007 How Received: A
SUBJECT:' I SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: [ 1 B.O.P.No.: b6
phone: {) - Z1P D/L No.: b7C
Work: , Offenses: 689

02
Phone:[ﬁ ~J ZIP:

SUBJECTJ *J SSNO:

Title: SA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home:| B B.O.P.No.:

Phone: () - ZIP: D/L No.:

Work: Offenses: 689

Phone: AAJ ZIP:
Details:
The FBI provided information repoxrti a possible IOB matter involving information
improperly received. IOB #2006@
Miring an authorized investigazion, the FBI properly served a National Security Letter (N5l
on an electronic communication service provider for information regarding the target of the
FBI investigaijon. In response, the FBI obtained information beyond the scope of the NSL.
The FBI] |Pivision identified the problem and indicated that the excess information

will be removed from the stand-alone computer, sequestered and stored pending further
determination.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the I0B,

ALLEGATIONS: 689 1I0B Violation

Occurrence Date: 03/17/2006 TIME: b%g
CITYi l State:l I Zip: b
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G

iﬁlb/
Referred to Agency: Date Sent: Component: FBI .
Patriot Act: N Civil Riaghts: N Component Number: 263-0-U-666, 2679
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

b6
A search of the OIG database revealed another matter involving[::::::::]#2003-00875—M: b7C
involving[7

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - sent to AD Kaiser, FBI/INSD. (yht)

ALL FBRI INFORMATION CONTAINED

HEREIN I3 VUNCLASSIFIED

DATE 06-06-2007 BEY 55179/ DMHAKSR /BW
Page 1 of 1
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SEC 203109811
FEDERAL BUR U OF INVESTIGATION por (
- {
Precedence: ROUTINE Date: 09/11/2006
. _ b2
To: Inspection - Attn: IIS, Room 11861 -~ b7E
General Counsel Attn: NSLB, Room 7975 ESC
From:
CI-1
Contact: SA
- LLL INFOBMATION CONTAINED
Approved By: HEREIN IS UNCLASSIFIED EXCEPT
WHERE 3HOWH OTHERWISE
Drafted By: B g:;\
"case”In“#:”>%§ 278—HQ—C1229736‘V10v///'/ \ DATE: 05-31-2007
% 278] ] - CLASSIFIED BY 55179 /DMH/ESR/RY
B - FEASON: 1.4 {c,d)
Title: () SA | DECLASSIFY ON: 05-31-2032

SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

-Synopsis:-(g) To report possible IOB error.

v ski Der om : G-

Decl ! : 2031
bl
Details: b2
b7E
b6
(s)y 1. b7C
(s) 2
><) 3. Possible IOB Error: bl
(S)
:)Qi 4, Descriptlon of IOB Error (including any reporting
delays) .
{(S)
bl
p7D

N MMQM?IAW SECRET)%20310911

Doyl 1

b6

p7C
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To:

Re -

Inspection From:
i)g(? 278-HQ-C1229

SEC;E;7;;0310911

36-V1IO0, /11/2006

>

bl
b2
b7E
b7D

SE;;§}¢320310911

2



(U) -

SECQE?7¥20310911
b2

To: nspection From: b7E
Rei ... { 278-HQ-C1229736~VIO, 0%9/11/2006

LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 24

sncﬁgi;/20310911
3



(Rev. 01-31-2003)

ngﬁér
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE L2 Date: 12/18/2006
To: olE Attn: SAC
b7C CDC
ssal
SA|
Counterintelligence Attn: UC CD-2C
ALL INFORMATION CONTAINED
Inspection Attn: IIS HEREIN I3 UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

From: Office of the General Counsel
NSLB/CILU/Roop—29472 L
Contact: AGC

Approved By: Thomas Julie m() DATE: 05-31-2007
CLAZSIFIED BY 65178/DMH/KIR/EW
I REASON: 1.4 (c)
Drafted By: | | qu, DECLASSIFY ON: 05-31-2032

() -~ Case ID #«N 278-HQ-C1229736-VIO~ (Pending)
Title: INTELLIGENCE _QVERSIGHT BOARD
o MATTER 2006

Synopsis: >§ It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Deri T G-3
De ify H 5X1
. . ) b2
I:U:I Administrative:v% This electronic communication (EC) contains p7E
information from fhe following sources: (1) EC dated 05/11/2006 b6
from thE;;?r:lField Officqd Lo OGC reporting a b7C
potentia matter; (2) National Security Letter issued by

[ KHated 4/17/2006; _and (3) telephone conversations between

SA| |and AG on 10/22/2006 and 12/15/2006.

y V30-
“-T:' _Reference: .. . >< 278-HQ-C1229736" Serial 1629

b6
b7C

01G/DOJ REVIEW:

FB! INVESTIGAT!
© 0IG/DOJ INVESTIGATION: __\/
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To:l__—:|From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

Details: }‘g By EC dated 09/11/2006[______ Jrequested that OGC
£

review th acts of the captioned matter and determine whether it
warrants reporting to the IOB. As explained below, in our

opinion, the FBI is not required to report this matter to the IOB.

o On 04/17/2006[:;;;::;]issued an National Security
Letter (NSL) pursuant to 18 U.S5.C. 2709 seeking subscriber
information for a telephone number relating to a subject of an
investigation. On 09/06/2006,:]obtained the NSL results
from the service provider. AfTer a review, on 09/11/2006,
determined that the service provider not only provided the
subscriber information as requested pursuant to the NSL, but also
provided additional information, such as, all outbound telephone
calls placed through the service provider'’s system‘:jdid
not review or listen to the unsolicited records.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI'’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the

S ET
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To 1 From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/18/2006

Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 1681lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709. L_ |

S M‘,_£§§<; In this investigatioJ:::::::]issued a lawful NSL
to the servic

provider, and received in response information
both within and beyond the scope cf the NSLl kequested h2
subscriber information for a telephone number relating to the b7E

subject. However, due to service provider error, additional

information was provided{ huickly determined that the
additional information was beyond the scope of the NSL 1

did not review or listen to the unsolicited records erroneously
provided by the service provider. The erroneously provided

information should be segregated to protect the fotential privacy

interests of United States persons. Further should
contact the service provider and ask whether € unincentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB'. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

'”W:;§§:It is noted that in the past third-party errors were
reported to the IOB. However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to the OGC,- but are

not reportable to the IOB.

3
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To:|:I-“rom: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

LEAD(s): -

Set Lead 1: (Action) b7E

AT

(U)I;:hould contact the service provider and ask
whether € improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential I0OB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Msgs. Thomas

b6
picC

I0OB Library
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE _ Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS| | Exy

Approved By: Miller David Iam)wm & Y] ALL INFORMATION CONTAINED
D \\A»d HEREIN IS UNCLASSIFIED

Drafted By: DATE 05-31-2007 BY 65179 /DMH/KSR/RY
Case ID #:  (U) 278-HQ-C1229736-VIO (Pending) b6

b7C
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2

INSD/IIS TRACKINGH# 2854

OGC/IOB# 2oos|::|

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1629 b2
278 Serial 28 b7E

278-HQ-C1229736-VIO Serial 1941

Details: (U) The Internal Investigations Section (IIS) received

an EC fro ivision dated 09/11/2006, reporting a possible
IOB error. ased upon a review of the referenced EC it is the b7E
IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted

by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



(Rev. 01-31-2003)
M/zowmm
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)
From: Inspection .
Internal Invegtd i IPU, Room 3041
Contact: CRS Ext.
' - DECLASSIFIED EY 65179 /DMH/KSR/RW
Approved By: Miller David Iani@i%? ON 05-31-2007 /
Drafted By: b2
b7E
Case ID #: (U) 263-HQ-0-U - 670 (Pending) i?c
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2854
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

S . “vmt>g§ Deri om 2 -
De y Ont 20117

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1629

Reference: (m 278-HQ- 6-VIO Serial 1629
278 erial 28
278-HQ-C1229736-VIO Serial 15941 -

Details: (U) Upon review of[:::::;:pivision's captioned report  °'F
of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. 1IIS only addressegs allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme. »f Justice

Office of the Inspector General

Waushington, D.C. 20536

DATE: January 25, 2007
TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation v
ALL FBI INFORMATION CONTAINED
HEREIN I3 TNCLA33IFIED
DATE 05-31-2007 BY 65179 /DMH/K3R/RW
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division b2
b7E
SUBJECT: OIG Complaint No. 2007002557 e
Subject:[_ |
FBI No. 263-0-U-670 | I
FBI CMS No. 2854

HEn

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OI1G Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agéncy, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment






