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To: Inspection 
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A t t n : / i n t e r n a l I n v e s t i g a t i o n s 
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SA 
Attn SA 

1 

From: Counterterrorism 
ITOS 1/CONUS 4/Team 15 
Contact: IA 

Approved By: 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHEPE SJHQJM OTHERWISE 

J4 
D r a f t e d By: f 
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Case ID # (S) 

^/H-HQ-C1229736-VIO (Pend ing ) - U £ Z . 

1073946 

T i t l e : (S) 
ATE: 05-30-2007 
LASSIFIED BY 65179/DHH/K5R/RTJ 
EAS0N: 1.4 (c,d) 
ECLASSIFY ON: 05-30-2032 

( U 1 ! S i r v i o l a r M n . K e P ° r t P ° S s i b l e I n t e l l i g e n c e O v e r s i g h t Boa rd 

(U) 

( S ) D e t a i l s : 

(U) The Case Agent was SA 

(S) ^ ^ - T h e na"ie of the subject is 

(S! 

CiL£ 
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(U) 

(U) 

(U) 

LEAD(s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(W For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

J&) For information. 

Set Lead 3: (Info) 

M[ 

^ X T For information. 

Set Lead 4: (Info) 

•• 
') For information. 

(U) 

SE^ET 
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(INSP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

b2 
b7E 
b6 
b7C 

im 
hridav. March DM WWti fr-Sft PM 

[INSP) (FBI) 
(FBI)I 
RE: IOB Matter 

JEM: 
iFBTf 

]FBI) 

( S J 

(S ) , 

b l 
b7A 

SECRE1 
RECORI 

Hil FY! 

b7E 
b l 
b6 
b7C 
b7D 
b7A 

As far as I know, the collected material, which came to us in a CD Rom, is still at thd lin a 1A envelope The CD did 
contain the info we requested (ie subscriber, header info, and IP logs) so we kept it but did not do anything further with 
what we believed to be "content" until we heard back from ITOS1 and the NSLB lawyers... which we never did To this day 
I can not say for sure that what was additionally on that CD was actaul content as the couple I "opened" were in a foreiqn 
language and I did not proceed any further. a 

If you need to follow up in 
longer the assigned case agent as he has left the 

| the case agents are: | 
for FBIHQ. 

1 nd SA is no 

If you need anything further from me, please call me on my cell at 

Thanks 

b2 
b7E 
b6 
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Original Message-

[ 

c 
i-riaay, March 03, 

(S) 

From: 
Sent: 
To: 
Subject: IOB Matter 
Importance: High 

Q g ^ P C T 

|(INSP) (FBI) 
77556 8:35 AM 

JFBI) 

b6 
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ALL INFORMATION COBTAINED 
HEREIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

o i - ^ r . r - - r b l 
b7A 
b2 
b7E 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1 . 4 ( c , d ) 
DECLASSIFY OH: 05-30-2032 

RE 
U ' 8 " n u - U I 2 z 3 / j o - v i u serial 11&2) 

By way of introduction, I handle the IOB matters for the Inspection Division. 

I know you are no longer i r T J b u t I have a question about the violation in the above serial. There's no problem - the 
provider was at fau l t but wRaTwas done with the overcollected material'? 

uonduct Review Specialist 
Initial ProcessingJJoit/JJg/INSD 
Phone: 202-324T 
Room 11865 

US/INSD 

bo 
b7C 
b2 
b7E 
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Precedence: ROUTINE 

To: Counterterrorism Attn: 

Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 

SSA 
SA[ 
CDC 

SA 
CDC 

Inspection 

From: Office of the General Counsel 
NSLB/CT1 
Contact: 

IIS 

ALL INFORHATIOH CONTAINED 
HEEEIN IS UNCLASSIFIED EXCEPT 
WHEFE SHOOT OTHERWISE 

Counsel 
N S L B / C T T . m /T .y i Rr.r.nn T g n l a 

UC 

Approved By: Thomas Julie F| 

Drafted By: 

$m 
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278-HQ-C1229736-VIOMPending) 

T i t l e : Wf 

DATE: 05-30-2007 
CLASSIFIED BY 6S179/DHH/KSP./OT 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-30-2032 

IGHT BOARD INTELLIGENCE 
MATTER 2006-

Synopsis: Jt&\ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

Reference: £̂<f 278-HQ-C1229736-VIO serial 1152 

Details:o83^ The referenced serial from Counterterrorism 
Division requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. 
As explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 

OIG'DOJ PEViEW: 

S&REI 

Bi »NVEaTlGAT1Qir7r,,_/,,/!. 
W&Jj£j:2. 
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To: 
Re: 

Counterterrorism From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

1§L 

bl 
b7A 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) S 
Inspectors Gener 
Community compon 
Inspection Divis 
the General Coun 
intelligence act 
unlawful or cont 
Directive. This 
reporting of any 
General's Guidel 

ection 2.4 of Executive Order 12863 mandates that 
al and General Counsel of the Intelligence 
ents (in the FBI, the Assistant Director, 
ion (INSD), and the General Counsel, Office of 
sel (OGC), respectively) report to the IOB 
ivities that they have reason to believe may be 
rary to Executive Order or Presidential 
language has been interpreted to mandate the 
violation of a provision of The Attorney 
ines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 

(SI-



(U) 

SEbatfr 

To: Counterterrorism From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including electronic communication 
transactional records in the custody of electronic communications 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709). NSLs may be issued in ^nf^rTli +-" w-n-h c-t-̂ i-nt-̂ Y-y 

bi requirements, including 18 U.S.C. § 2709. 

(U) y^K ^ e r e ' during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider for transactional records. In response to the properly 
served NSL, the FBI inadvertently obtained information beyond the 

b2 scope of the NSL (email content information) . FB3) I 
b 7 E identified the problem, and properly sequestered the email 

content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

:u 3hould contact the carrier (or coordinate 
through| ~ pnd ask whether the improperly or 

b2 unintentionally acquired information should be returned or 
b7E destroyed with appropriate documentation to the file. 

SECZ&l 



To: 
Re: 

SESTET 

Counterterrorism From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For information. 

Set Lead 2 (Action) 

A' 

1 
(U 

throu gh[ 
should contact the carrier (or coordinate 
md ask whether the improperly or 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

S e t Lead 3 : (Action) 

Zl 
b2 
b7E 

AT 

(U) For information. 

b6 
b7C 

Set Lead 4: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

' IOB Library 

•• 
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Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

3 Ext 
From: Inspection 

Internal Investigations Section, IPU, Room 3041 
Contact: CRS ' ' 

Approved By: Mill 

Drafted By: 

Case ID #: 

Title: (U) 

e r D a v i d IaTpdJu|^M' ^3=*^ /i 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-30-2007 BY 65179/DMH/K3R/RW 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 07 b 2 

OGC/lOB# 2006| | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1152 
278-HQ-C1229736-VIO Serial 1946 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 02/07/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

•• 
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SEC^ET//20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 
Attn: SAC (Personal Attention) 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. TPU. Room 3041 
Contact: CRS 

Room 30< 

Approved By: Miller David Ian&ffis\ 

Drafted By: 

Ext 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Case ID # : 

T i t l e : (U) 

(U) 263-HQ-O-U - 652 ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRAC£INGJL_L8 0 7 
OGC/lOB# 2006 

DATE: 0 5 - 3 0 - 2 0 0 7 
CLASSIFIED BY 65179 /DIIH/KSR/RW 
REASON: 1 .4 ( c , d ) 
DECLASSIFY ON: 05-30-2032 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Derivec 
Declj On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1152 

Reference: >S£ 27S-HO-n 9?Q7^-WTr> go-^^i i ] c2 

( S ) ^u-Hg-ui^y/Jb-VlU yerial 1946 

bl 
b7A 
b2 
b7E 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, lis did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED THEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEC^STTV 20320117 



U.S. Departme jf Justice 

Office of the Inspector General 

DATE: January 24, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002521 
Subject: I I 

b2 
b7E 
b6 
b7C 

division 
FBI No. 263-0-U-652 
FBI CMS No. 1807 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

j I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01G INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002521 -M 

Received By: Date Received: 01/04/2007 How Received: 

SUBJECT: 
Title: SA 
Component: FBI 
Misc: ^ _ _ _ _ ^ 
Home: I 
Phone : () -

Work : 

Pay Plan: 

EOD Date: 

Phone: |_ 

ZIP: 

ZIP: 

SSNO 

D . 0 . B . 

Alien No. 

F.B.I.No. 
B.O.P.NO. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: 
Title: INTEL 
Component: FBI 
Misc : 
Home : 

Pay Plan: 
EOD Date: 

ZJ 
Phone: 
Work: 
Phone: 
Confidential: 

ZIP 

ZIP: 
Revealed: 

SSNO 
D . 0 . B . 

Alien No. 
F.B.I.Mo. 
B.O.P.NO. 

D/L No. 

Authority: none b2 

Details: 

Information received FBI/INSD rppnrfinn^a possible in IOB matter involving inadvertently 
obtained information. IOB #2006 

Durinq an authorized investigation, the FBI properly served a National Security Letter (NSL) 
en tin i.. Iec"ironic -communication service provider for transactional records . In response, the 
FBI obtained information beyond the scope of the NSL. The FBI 
problem and properly sequestered the content information. 

Hidentified the 
b2 
b7E 

It is the opinion of the Office of the General Counsel that this matter is not retable to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/04/2005 
CITY ]_ 

TIME: 

State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

r 
Referred to Agency: Date Sent: Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-652, 1807 

Sensitive: N Whistleblower: N Consolidated Case Number: 
Remarks: 

P r e d i c a t i n g m a t e r i a l c o n t a i n s c l a s s i f i e d i n f o r m a t i o n t h a t w i l l be s t o r e d i n a s e c u r e 
c o n t a i n e r w i t h i n OIG/INV/HQ. 

1 / 2 4 / 0 7 - S e n t t o AD K a i s e r , FBI / INSD. ( y h t ) 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DMH/KSR/RU 

Paae 1 n f 1 
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SECRETT^CON/NOFORN 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(S) 

Precedence: IMMEDIATE 

To: General Counsel 

Inspection 
Operational Technology 

Attn: 

Attn: 
Attn: 

Date: 05/19/2006 

National fipinirif.y Law Branch 

Internal Investigation Section 
DES/DITU 
UC 

Attn: Squad 11 
SA 

From: Counterterrorism 
CXS/ECAU/Room 4 34^ 
Contact: IA| 

b2 
b7E 
b6 
b7C 

Approved By: Hulon Willie T \P T̂  I X 
Lewis John E (\t>_ J H 

Drafted By: [ 

(U) Case ID #i i&C 27fl-Hn.nmoiig.vTn f"^^-' tysT* 

ALL IHF0RMATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 0 5 - 3 0 - 2 0 3 2 

(S) 

(U) T i t l e : >SQ REPORT OF POTENTIAL TOR M S T T B P 

z N IA r 
SSA 

b l 
b7A 
b2 
b7E 

(U) (U) X 
b6 
b7C 

b l 
b6 
b7C 
b7A 

•SynopsiWf-"-)^ To document the minimization nf a pr iH 0 ^ 3 i 
collection on t-hp PinMT-a^ reoJ 

b l 
b7D 
b7A 

b6 
b7C / I 

dlJ°!]oi 

Iff / ^ 

http://27fl-Hn.nmoiig.vTn


SECRET7^5JEC€N/NOFORN 

(U) 

(U) 

To: 
Re-i-

Operational Technology From: Counterterrorism 
278-HQ-C1229736-VIO, 05/19/2006 X 

Administrative: J^^Q^^SX^ This document is classified 
SECRET//ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency. 

(U) 

<u> 
b2 
b7E 

&-m ZsC bl 

^ ' ^J&Hv^ Electronic Communications Analysis Unit (ECAU) is 
subordinate to the Communications Exploitation .ĝi-i--i <~m 

/ Cj \ C Q U n t e r t e r r m - i am n-itr-i a-i <-m I 

/ inti LOllowmg a n a l y s i s was conduc ted 
1 based on q u e r i e s of l o g i c a l i n t e l l i g e n c e d a t a b a s e s a v a i l a b l e t o 

b l 
b7E 
b2 

ECAU. 

D e t a i l s : <Q/ /nr/nt?) J 
b l 
b7D 
b7A 

SECRET/QgCON/NOFORN 
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!REX?6Re 

To 
Re 

SECRET/nReON/NOFORN 

.Operational Technology From: Counterterrorism 
278-HQ-C1229736-VIO, 05/19/2006 X 

(S/ /OC/NF) 

) U p o n f l i r t - h p r i m r P i t - i r r a H ^ n T 7\ 

IS] 

A ^ J - --> - ^ T ^ -: »^ ^ J * - 1 — • » -

S ECRKP5TORCON/NOFORN 


