U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

MS. MARCIA HOFMANN August 6, 2007
ELECTRONIC FRONTIER FOUNDATION

SUITE 650

1875 CONNECTICUT AVENUE, N.W.

WASHINGTON, DC 20008

Subject: NATIONAL SECURITY LETTERS/USE
FOIPA No. 1073946- 000
Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/652a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next tc the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
B(b)(1) B(b)(7)(A) 0(d)(5)
= (b)(2) D(b)(7)(B) D) 2)
o(b)(3) B(b)(7)(C) agk)(1)
B(b)(7)(D) O(k)(2)
B(b)(7)(E) O(k)(3)
O(b)(7)(F) Bk)(4)
®(b)(4) O(b)(8) o(k)()
=(b)(5) a(b)(©) ak)©)
®(b)(6) ak)(7)

2502 page(s) were reviewed and 2434 page(s) are being released.

® Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA)]. This information has been:

® referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.

00 The enclosed material is from the main investigative file(s) in which the subject(s) of your request
was the focus of the investigation. Our search located additional references, in files relating to other



individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main
file(s). Because of our significant backlog, we have given priority to processing only the main
investigative file(s). If you want the references, you must submit a separate request for them in writing,
and they will be reviewed at a later date, as time and resources permit.

X See additional information which follows.

Sincerely yours,

DLl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

This is the second interim release of documents. Set forth below is a list of the documents being
released with this letter:

263-0O-U- volume 5

263-0-U- volume 7

263-0-U- volume 12

263-0-U- volume 15

263-0-U- volume 19

263-0-U- volume 25

OIG-Exigent Letters/2004 #3

OIG-Exigent Letters/2005 #4

OlG-Exigent Letters/2004 #5

OIG-Exigent Letters/2005 #6

OIG-Exigent Letters/2003 #7

OIG ¢- Data-NSL-Usage (1-3-6-3) - volumes 2 and 3
OlG-Data-NSL-Usage- volumes 4, 12, 13, 15 and 19
OlG-Sample EC (1-17-06)

OIG-EC-NSL (12-1-03)

OIG-Item 6 (8-20-06)

OIG-Briefing Congressional- volumes 8 and 11
OIG-Briefing Material Congressional- volume 3
CTD-CD- volumes 4,6,7,9, 10, 11, 12 and 14
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential,

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;



(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

(k)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Wednesday, March 14, 2007 5:49 PM

To: HQ-DivO9-NSLB

Cc: KAISER, KENNETH W. (INSD) (FBI (INSD) (FBI)
Subject: Audit of NSL

UNCLASSIFIED

NON-RECORD

As some of you may have heard, the Director has ordered a special inspection of all field offices'

b6 use of NSLs. Inspectors are hitting the field offices on Friday and will work through the weekend

b7C sampling files that are known to have NSLs and those that are not known to have NSLs. We
need a lawyer or 2 to be on call for any questions that might arise.l | can you get those
names to I

Also, there is some likelihood that DoJ will want to send NSD lawyers out to at least a few of the
field offices next week to observe the process. if that happens, | would like to pair an OGC
attorney with each NSD attorney. So, we may need a few people to take trips next week. | will
know more on Friday.

Thanks,

VC

UNCLASSIFIED

ALL INFORMATION CONTATHED
HEEEIN I3 MHNCLASSIFIED EXCEFT
FEEREQEHABHEQURERNWISE172 duh/k3r/prs
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From: I OGC) (FBI)

Sent: i 152 AM

To: (OGC) (FBI)
b6 Cc: | (OGC) (FBI)

Subject: RE: Accuracy of NSL reporting requirements
b7C SENSITIVE BUT UNCLASSIFIED

NON-RECORD

however you decide to handle this is fine with me. I'm just concerned
with accurately capturing the correct information for reporting purposes.

b2z
b5

b6

b7C Paralegal Specialist

b2 National Security Law Branch
Office of the General Counsel
Room 7975/ext

----- Original Message-----
From: [ ] (OGC) (FBI)
bo Sent: ,Mwmfoos 8:58 AM
To: OGC) (FBI)
b7cC Ce: L __X(0GC) (FBI)

Subject: RE: Accuracy of NSL reporting requirements

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| am not sure that these problems aren't our fault, since the field presumably is using
our standard ECs. Can you check our website and see if you think there are problems with
the standard ECs we have there because that's where the change needs to come, probably.
If our forms are okay, and the field is not following the forms, then 'l send an email to the
field letting them know the problems.

b6

b7C I I and | were going to go back through the ECs to make sure they were completely
correct. We changed them after the new Patriot Act but there were still some problems so we
still need to go over them word for word and make sure we have all the kinks out of them.

From: (OGC) (FBI)
Sent: Tuesday, April 11, 2006 12:16 PM
bo To: J(OGC) (FBI)

b7C Cc: . J(OGC) (FaI)
Subject: Accuracy of NSL reporting requirements
ALL INFORMATION CONTAINED

SENSITIVE BUT UNCLASSIFIED HEREIN I35 UNCLASSIFIED
NON-RECORD DATE 06-33%-2007 BY 65179 dmh/ksriprs




b6
b7C
b2
b5

bo
b7C
b2

o0 o0

This is a follow-up to my conversation with you last week re sending an

EC to the CDCs for a more accurate reporting in NSL ECs.

If you can help me by getting this out | would greatly appreciate it and time
wouldn't be wasted making calls to the field or sending e-mails to clarify

what's in an EC.

I |

Paralegal Specialist

National Security Law Branch
Office of the General Counsel
Room 7975/ext

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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o0 o0

SEC\ET

b6 Message. txt
b7C  MessageFrom: (FBI)

Sent: 5, 2004 10:47 AM
b2 7o (0GC) (FBI)
b7F subject: T POss1ble TOB Violation

RECORD 278-hq-c1229736 Serial 401

OTN —

b7C ~ ves, the information was sent tol Itol l At that point the

B2 information was not reviewed. The package was sealed up and sent toi in
order to be archived.

b7F Thanks for your help.

_____ O M —-————
b6 From:ﬁmﬂ% (oGC) (FBI)

Sent. 004 9:35 aMm
b7C To: (FBI)

subject: : SsiDle T0B Violation
b2

b7E
RECORD 278-hq-c1229736 Serial 401

L1

b6 I'm following up on my email to you earlier this week. I would appreciate it
if you, or someone else on your behalf, can answer the question below so that
b7C I can close this IOB,

b2
Assistant General Counsel
Counterterrorism Law Unit I
National Security Law Branch
office o General Counsel, FBI, JEH, Room 7975
bé 202—324-| | DATE: 06-25-2007
. CLASSIFIED BY 65172 duh Jksriprs
b7C  ----- Qriqinal Messades---- REASON: 1.4 (c)
b2 From: (06C) _(FBI) DECLASSIFY OH: 06-28-2032
Sent; ;)(()4 2550 PM =~ : “ s
To: FBI
b7E Subject: Tolation
RECORD 278-hq-c1229736 Serial 401
bl S B
b6 I am trying to close out a possiblé TOB violation that you notifi i
case ID # 278-HQ-C1229736 VIO Serial 401 (03/04/2004), coicerning
b7C copy attached.
Can you please verify for tI |d1'd forward the information
collected from the NSL to and that has in fact sealed and archived
b2 the NSL info as you stated that you planned to do in the last paragraph of you
b7E ALL INFORMATION CONTAINED Page 1

HEFEIN I5 UNCLASIIFIED EXCEPRT
WHERE SHOWN OTHERUISE

SECRRJ


http://1i.no

b6
b7C
b2

SECRET

Message.txt
EC?

E—

Assistant General Counsel
Counterterrorism Law Unit I
National Security Law Branch
office q General Counsel, FBI, JEH, Room 7975
202-324

DERIVED FROM: G-3 FBI Classi
COunterInte111gence I

uide G-3, dated 1/97, Foreign

DE i G-3 FBI Classification Guide G-3, date ign
CounterIntelligen :

DECLASSIFY ON: 202906
SECRET

DERIVED Classification Guide G-
CQunterInte111gence Inves
DECLASSIFY ON:

, Foreign

Page 2

SECRET
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bo6
b7C

b5

b6
b7 C

b6
b7C
b5
b2

Message.txt

Sent: Friday, July 01, 2005 12:55 PM

MessageFrom: LAMMERT, ELAINE N. (0GC) (FBI)
Sent; i 12:57 Pm
To: iggg) (ERT)
¢l 1 (OGO (FRID: 1
0GC FBI)
Bubject: RE: NSL signature
UNCLASSIFIED
NON-RECORD
From (oGe) (FBI)

To LAMMERT, ELA;NE N. (OGC fEBT\
Vol nff\SEDTQ-

SUB]eCE: RE: NS5L 51gnaEure

UNCLASSIFIED
NON-RECORD

YOGC) (FBD)

counterterrorism Law Unit E

71

----- original Message-----

From: LAMMERT, ELAINE N. (0GC) (FBI)
Sent: Friday, July 01, 2005 8:51 AM
To: HQ-Div09-NSLB

Subject: NSL Signature

UNCLASSIFIED
NON-RECORD

Page 1

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-33-2007 BY 65179 dmh/ksriprs



o o0

Message. txt

Just a reminder that Julie is out until 7/11/05. Please advise your clients
that NSLs need to carr% valerie Caproni on the signature Tline and the EC
e approval and state that the General counsel (not

needs to have her on t
the Deputy General Counsel) has approved the request. Thanks.

UNCLASSIFIED
UNCLASSTIFIED

UNCLASSIFIED

Page 2
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bo
b7C
b2
b7E

b7D
b6
b7C

From: OGC)(FBI)

Sent: _nmm@g.uuo_zcmlsm PM

To: (CTD) (FBI)

Cc: JOGA)

Subject: NSL overcollection

| spoke to my Unit Chief today concerning NSL overcollection issue in order to
clear up contradictory opinions on this matter which have been circulating through NSLB.
My Unit Chief advised that as long as the case agent has issued an d therefore
properly obtained the information that was inadvertently providec‘ﬁﬁ‘n response
to the first NSL, you will be covered. There is consequently no need to draft an EC

reporting the NSL overcollection as a potential |IOB matter.

| am sorry for any unnecessary paperwork the previous guidance may have

generated. NSLB and OGC apparently are contemplating whether or not they should draft
written policy with respect to these carrier error/overcollection issues (and other potential
IOB issues). | believe that having written guidance on these matters would greatly help the
field, CTD and NSLB and voiced that opinion to my Unit Chief.

ALL INFORMATION CONTAINED
HEFEIN I3 THNCLASSIFIED
DATE 06-23-2007 BY 65179 dmh/ksr/prs
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NSL GUIDANCE BY NSLB

DATE:

TO:

SUMMARY

10-26-2001

EC:
All Divisions

Summarizes recent changes to FCUIT legal authorities
relating to NSLs, and describes implementation
procedures.

- Advises of 2001 Patriot Act signing

- States and explains new standard predication

- Explains statutory delegation authority

- includes redline version and clean version of 3 statutes
governing NSLs (ECPA, RFPA, FCRA)

10-1-2003

EC:
FO, CTD, CD

Guidance on preparation, approval and service of NSLs
to obtain Credit Reports in IT cases pursuant to 15
U.S.C. § 1681v of FCRA.

- Introduction to Procuring Credit Information

- General Policy on the Use of NSL Authority

- The Mechanics of Producing NSLs

- NSL Preparation Assistance

3-4-2005

b6
b7C

Email to CDCs
from

Full credit reports in CI cases are available through grand
jury subpoenas

Followup to email sent 2-25-2005 which stated that full
credit reports in FCI cases with no nexus to terrorism is
inappropriate. No 1681v full credit report in a CI matter
but can get a 1681u NSL for limited credit information.

ALL INFORMATION CONTAINED

HEREIN I5 TNCLASIZIFIED

DATE 07-11-2007 BY 65172 dmh/k=sr/prs







