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Now that I've opened this can of worms: 

First, I wasn't trying to accuse! I°f glibness. I was just trying to 
stiumlate some honest debate, discussion, etc. 

I initial advice is pretty sound. And I like! I think 1 notion 

Let me hasten to add that while I think 1 = 1 gut reaction was a good one, I 
also think the additional discussion has been healthy. I wish we had time to do 
more of it. 
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DERIVED BROM: G-3 FBI Classification Guide G-3, dated 1/97, 
Foreign Counter Intel lilWnce Investigations 

DECLASSIFICATION EXEMPTION 1 
SECRET \ 

DERIVE 
Foreign Counterlntellig? 

DECLASSE 
SECRET 

G-3 FBI Classification Guide G-3, dated 1/97, 
;e Investigations 
[CATION EXEMPTION 1 

DERIVto/ROM: G-3 FBI Classification Guide G-3, dated 1/97, 
Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 
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DERIVED FBDM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
CounterIntelligenceN/nvestigations 

DECLASSIFICATION EXEMPTION 1 
SECF 

DERIVEIX FHDM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
CounterIntelligencV Investigations 

DECLASSIFICATION EXEMPTION I 
SECRE1 

DE^iyat) FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DEOLABSIFICATION EXEMPTION l 
SECRETS 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 
SECRET 

DESRI^D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SEC RE 

DBiRDPED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 
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-Original Message 

1 (OGC) (FBI) 
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Subject: FW: Question . . . 
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(VTION EXEMPTION 1 

f i c a t i o n Guide G-3 , da ted 1 / 9 7 , Fore ign 

C o u n t e r i n t e l l i g e n c e I n v e s t 
l c a t i o n Guide G - 3 , da ted 1 / 9 7 , Fore ign 
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SuTde G-3, dated 1/97, Foreign 
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"bl 
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Typical NSL Retention and Database Use 

Phone Records: 
NSL toll billings records are typically uploaded into Telephone Applications (TA) after 
receipt ..Asubselof-Counterterrorism information4s iiploaded into (S j for 
analysis. The information can also be uploaded from TAto other applications (such as 

| I for analysis. NSL-derived toll billings records are also placed in Automated 
Case Support (ACS) with case information. ACS information is uploaded into 
Investigative Data Warehouse (IDW). 

Phone Records 
Telephone 
Applications 

ACS (Case 
Information) 

bl 

Other applications 

IDW 

Email Records: 
NSL electronic transactional information is typically entered into ACS upon receipt. 
ACS information is uploaded into Investigative Data Warehouse (TDW^ 

[ 2 1 Gounterterforism email information-ean be manually entered into (Sj Email 
information may in some cases be entered into spreadsheets and other databases for 
analysis. 

b l 

Email Records ACS 
IDW 

Spreadsheets 
/Databases 

(S) 
b l 

Financial and Credit Information: 
Financial and credit information is typically entered into ASC upon receipt. ACS 
information is uploaded into Investigative Data Warehouse (IDW). Financial and credit 
information may in some cases be entered into spreadsheets and other databases for 
analysis. 

Financial/Credit 
Information 

ACS 

X 
Spreadsheets 
/Databases 

IDW 
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Effect of Closing a Case in ACS: 
A case is closed when all investigative and legal activity has ceased. It is still as 
accessible as it was while it was opened. Documentation is placed in ACS to indicate 
that the case is closed. Action leads cannot be set from closed cases. Records are 
maintained according to the records disposition schedule for the particular file 
classification or the General Records Schedule. Criminal cases are kept for a minimum 
of 20 years and intelligence for 30 years before disposition. 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 

To: All Field Offices 

Counterintelligence 

From: National Security Branch 

Date: 03/02/2007 

Attn: ADIC 
SAC 
CDC 
FCI Supervisors 

Attn: AD Bereznay 
DADs 
Section Chiefs 

Contact: 

Approved By: Hulon Willie T 

Drafted By: 

202-324 
1073946 
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ALL IMT0KMA.TI0N COWTAIHED 
HEREIN IS OTCLASSIFIED 
DATE 0 6 - 0 8 - 2 0 0 7 BY 65179/DHH/KSR/RCT 

Case ID #: 319X-HQ-A1487720-OGC 

Title: GUIDANCE ON USE OF FAIR CREDIT 
REPORTING ACT NSLS IN COUNTERINTELLIGENCE INVESTIGATIONS; 
REVIEW OF FAIR CREDIT REPORTING ACT 
NSLS ISSUED IN CY 2006 IN 
COUNTERINTELLIGENCE INVESTIGATIONS 

Synopsis: Provides guidance on the statutory restrictions 
controlling the issuance of national security letters (NSLs) to 
obtain full credit reports in counterintelligence investigations. 
Directs Counterintelligence Division (CD) and Field Office 
personnel involved in counterintelligence investigations to . 
review NSLs issued pursuant to the Fair Credit Reporting Act 
(FCRA) to determine if full credit reports were improperly 
requested or received; and to report the results of such review. 

Details: The FCRA provides for the protection 
information assembled by credit reporting agen 
provisions of the FCRA, 1681u and 1681v, autho 
obtain information from credit reporting agenc 
of national security investigations. Section 
the FBI to obtain the identity of all financia 
which the consumer maintains or has maintained 
1681u(b) authorizes the FBI to obtain consumer 
information, that is, the name, address, forme 
of employment, and former places of employment 
This information can be obtained when "sought 
an authorized investigation to protect against 
terrorism or clandestine intelligence activiti 

of personal 
cies. Two 
rize the FBI to 
ies in the context 
1681u(a) authorizes 
1 institutions at 

an account; 
identifying 

r addresses, place 
of the consumer, 
for the conduct of 
international 

es." 
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To: All Field Offices From: National Security Branch 
Re: 319X-HQ-A1487720-OGC, 03/02/2007 

Section 1681v of the FCRA was added by the 2001 USA 
PATRIOT Act. This section authorizes the FBI to obtain full 
consumer credit reports. However, NSLs can be issued pursuant to 
this section only to conduct investigations related to 
international terrorism. The FBI may not use an NSL to obtain a 
full credit report in a counterintelligence investigations 
absent an international terrorism nexus. 

Nonetheless, it has come to the attention of the 
National Security Branch (NSB) that in some instances full credit 
reports for counterintelligence investigations unrelated to 
international terrorism have been obtained or requested under a 
FCRA Section 1681v NSL. The request or receipt of such 
information in this context violates FCRA statutory requirements. 

Therefore, receiving offices are directed to review 
FCRA NSLs issued in CY 2006 in the context of a 
counterintelligence investigations unrelated to international 
terrorism in order to determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to the National Security Law Branch (NSLB) as a 
potential Intelligence Oversight Board (IOB) violation 
(regardless of who was at fault). NSLB will determine whether in 
fact the incident should be reported to the IOB. 

Further, if such information has been obtained 
improperly, the information should be sequestered with the Chief 
Division Counsel pending the issuance of the IOB opinion by NSLB. 
The EC that is issued by NSLB will provide guidance as to how the 
information is to be permanently handled. Most likely, NSLB will 
suggest that the information be returned to the credit reporting 
agency. 

AN EC TO NSB AND NSLB DOCUMENTING THE RESULTS OF THIS 
SEARCH IS MANDATORY, EVEN IF THE SEARCH IS NEGATIVE. RESULTS OF 
THIS SEARCH SHOULD BE SENT WITHIN 30 DAYS FROM THE DATE OF THIS 
EC. 

You may direct any questions concerning this matter to 
lat 202-324-NSLB attorney -n 

2 



To: All Field Offices From: National Security Branch 
Re: 319X-HQ-A1487720-OGC, 03/02/2007 

LEAD (S) : 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

Receiving offices are directed to review FCRA NSLs 
issued in CY 2006 in the context of a counterintelligence 
investigation and determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to NSLB as a potential IOB violation. Further, the 
results of such review must be reported by EC to NSB and NSLB 
within 30 days of the date of this EC. 

•• 
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From: 
Sent: 
To: 

Cc: 
Subject: 
SECRET^^ 
RECORD xxxx 

](OGC) (FBI) 
30 PM 

QGCUFBI); 

I _ IQGC) (FBI) 
Comprehensive EC and Issue List 

OGC) (FBI) 
(OGC) 

All, 
In case it comes up while I'm out, attached is the latest version of the Uber EC and the 
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will 
need to be inserted once the shorter ECs go out. Hopefully that won't need to happen until I 
come back. 

Comprehensive NSL National Security 
EC.wpd (65 K... Letter Cheat... 

^ERJVEafROM: G-3 FBI Classification Guide G-3. dated Iffl^-ForeioiTcounterlntelliaence 
Investigations 
DECLASSIFICATION EXEMFTIOt 
SECRET 

DECLASSIFIED BY 65179.,'DHH/KSR/RIJ 
OH 0 6 - 0 8 - 2 0 0 7 
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