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March 20, 2007
House Judiciary Committee Holds Hearing on FBI Patriot Act Misuse

CONYERS:

Good morning. Committee will come to order.

We're here for a hearing on the inspector general's independent report on the FBI's use
of national security letters.

Nearly six years ago, in the immediate aftermath of September 11th, the Department of
Justice told us that they needed significantly enhanced authority, while promising the
members of this committee in no uncertain terms that these new tools would be carefully
and appropriately used.

Two years ago, when the Patriot Act was reauthorized, they promised us there was not
a single instance in which the law had been abused.

Now, to underscore the importance of the reasons that we're holding this hearing, many
of us remember the times in the past when the power of our government has been abused:
in one war, led to the suspension of habeas corpus; another war, the notorious Palmer
raids; in World War II, the internment of Japanese Americans; in the Vietnam War, the
secret spying and enemy list.

In my view, we are now in a period where we risk a continuation of these deplorable
acts and effect genuine harm to the Constitution and the rule of law.

One week ago, the inspector general told us that the exact opposite was true of the
promise that had been made that there was not a single instance when the Patriot Act was
being reauthorized that the law had been abused.

One tool in particular, the national security letters -- essentially, secret subpoenas
issued without any court review -- was used repeatedly to invade the privacy of law-
abiding Americans outside the law and proper legal process.

This was a serious breach of trust. The department had converted this tool into a handy
shortcut to illegally gather vast amounts of private information while at the same time
significantly underreporting its activities to Congress.

CONYERS:

We learned that the number of national security letter requests had increased from
8,500 in the year 2000 to in excess of 143,000 from the three-year period between 2003
and 2005.

The Department of Justice consistently provided inaccurate information to Congress
concerning the national security letters, failing to identify at least 4,600 security letter
requests to us.

The security letters were routinely issued without proper authorization, and outside
statutory and regulatory requirements.

The inspector general found that more than 60 percent of the investigatory files they
looked at included one or more violations of FBI policy.



But worse, the inspector general found even more widespread abuses concerning the
so-called exigent letters, that is emergency requests for telephone and other data. An
exigent letter, as opposed to a national security letter, is meant to obtain information in an
extreme emergency, like a kidnapping when the bureau has already sought subpoenas for
the requested information. But the FBI issued these letters in nonemergencies as a means
to bypass the requirements of the national security letter procedure.

And so, as if it wasn't troubling enough, in many instances the bureau attempted to
issue after-the-fact national security letters to cover their tracks on their use of exigent
letters.

The inspector general specifically found that the exigent letters were ordinarily issued
when there was no emergency present, and very often when there was not even a pending
investigation.

More often than not, the letters were issued based on promises that subpoenas were in
the process of being issued when that was not the case, and even though some subpoenas
were never issued at all.

CONYERS:

The Federal Bureau of Investigation made numerous factual misstatements in the
letters, which were frequently issued in violation of the statute as well as the attorney
general and FBI guidelines.

The recordkeeping was so poor that it was impossible for the I.G. to document how
and why all these problems occurred.

And what disturbs me most is that the abuse and misuse of these security letters is not
an isolated instance. It appears to be apparent of a pattern which the Department of
Justice has violated not only our trust, but the very laws which they are charged with
enforcing.

And so I hope -- from the approval of the notorious torture memos to warrantless and
illegal surveillance to wrongful smearing of able U.S. attorneys, this Department of
Justice has squandered its reputation for independence and integrity.

The attorney general needs to understand that with power comes responsibility and
with authority must come accountability.

I would like now to turn to the distinguished gentleman from Texas, the ranking
member of this committee, Mr. Lamar Smith.

SMITH:

Thank you, Mr. Chairman.

Mr. Chairman, I appreciate your holding this hearing on the inspector general's report
on the FBI's use of national security letters. The inspector general should be commended
for conducting a thorough audit as directed by Congress in the Patriot Act
reauthorization.

The report raises concerns as to the FBI's internal recordkeeping and guidelines for the
use of NSLs in terrorism and espionage investigations.

It is clear from the report that these deficiencies are the result of the poor
implementation and administration of national security letter authority. In other words,



the problem is enforcement of the law, not the law itself. Timely corrective measures by
the FBI and effective oversight by the Justice Department and Congress will ensure
proper use of this important law.

The inspector general's report found that the FBI's database for tracking NSLs
significantly underestimated the number of NSL requests, resulting in inaccurate reports
to Congress on the FBI's use of NSLs.

From 2003 to 20035, the FBI issued a total of 143,074 NSLs. This compares to 739
exigent letters to three telephone companies issued contrary to national security
investigation guidelines. The exigent letters represent 1/200th of the national security
letters issued.

Although the use of these unauthorized letters is disconcerting, the FBI discontinued
this practice last year.

The inspector general makes two other very important findings.

First, there is no evidence that anyone at the FBI intended to violate the law or internal
policy. This is a significant finding because it confirms that FBI agents acted in good
faith and sought to comply with the law, even as they worked under severe time
constraints and with an urgent desire to thwart terrorist activities.

Second, as detailed by the inspector general, NSLs are a critical tool in fighting
terrorism and keeping our country safe. The information acquired through NSLs is
valuable to international terrorism and espionage investigations and has allowed the FBI
and intelligence agencies to identify terrorists and spies, the sources of their financing,
and their plans to attack or harm our national security.

SMITH:

In addition, the FBI shares important information gathered through NSLs with other
intelligence agencies, joint terrorism task forces, and state and local law enforcement
agencies.

To do their job, the FBI must be able to collect important information about suspected
terrorists and spies while complying with the law and freely share such information with
key partners.

In response to extensive oversight efforts conducted last Congress, the Patriot
Reauthorization Act added critical new safeguards. For instance, an NSL recipient can
challenge the request in court, nondisclosure orders require supervisory approval, and the
recipient may disclose the NSL to an attorney.

I applaud the administration's response to the inspector general's report and expect the
administration to follow through on its promise to act quickly to remedy the deficiencies
identified by the inspector general.

Mr. Chairman, on September 11th, 2001, the United States was attacked. More than
3,000 people lost their lives. Members of Congress overwhelmingly approved important
new counterterrorism tools for our nation's law enforcement personnel and updated
existing authorities to meet the terrorist threat.

We must continue to demonstrate responsible leadership on the NSLs and other
important national security issues.



Of course, we need to be vigilant to make sure these problems are fixed, that the
inspector general's recommendations are implemented, and that our civil liberties and
privacy are protected.

Mr. Chairman, I'll yield back the balance of my time.

CONYERS:

And I thank the gentleman for his statement.

I'd like now to recognize the chairman of the Constitution Subcommittee, Jerry Nadler,
for two and one-half minutes.

NADLER:

Thank the chairman.

I'd like to thank Chairman Conyers for holding this important hearing on the FBI
abuses of national security letters. We are here today in response to the Department of
Justice inspector general report that found widespread abuses of the FBI's authority to
issue national security letters.

And NSL can be issued to third party, such as a health insurance company or an
Internet service provider, ordering them to reveal all their information about you and your
transactions, and the third party is prohibited from telling you or anyone else about the
order. That's the so-called gag order provision.

So you cannot object to an NSL directed at your information in court, as you couldto a
subpoena, because you don't know about it. And the third party may have no interest in
going to court to protect your rights or your privacy.

While last year's reauthorization of the Patriot Act did make some changes to the NSL
provisions, these changes were essentially meaningless. For example, the court is now
authorized to modify or set aside the gag order only if it finds there is no reason to
believe that disclosure would endanger national security, diplomatic relations, or
anyone's life or safety. But the court must accept the government's assertion of harm as
conclusive, so this protection is meaningless.

Some of us had predicted that the unrestricted authority of the FBI to issue NSLs
would be abused. And unfortunately our worst fears have now been realized.

The 1.G.'s audit found the NSLs have been used by the FBI to collect and retain private
information about American citizens who are not reasonably suspected of being involved
in terrorism.

During the last Congress, we predicted that unchecked power would lead to rampant
abuse. That's why I proposed the Stop Self-Authorized Secret Searches Act two years
ago. This bill would have restored some pre-Patriot Act provisions: that an NSL could
not be issued unless the FBI made a factual, individualized showing that the records
sought pertain to a suspected terrorist or spy. It would have given the recipient of a
national security letter an opportunity to obtain legal counsel, the right to challenge the
letter, and a nondisclosure requirement -- a real right to challenge it.

NADLER:



It would have given notice to the target of the NSL if the government later seeks to use
the records obtained from the NSL against him or her in a subsequent proceeding. And it
would have given the target an opportunity to receive legal counsel and challenge the use
of those records.

The bill would also have authorized the FBI to obtain documents that it legitimately
needs while protecting the privacy of law-abiding American citizens.

The abuses by the DOJ and the FBI are proving that these legislative fixes are a
necessary check on the investigatory power. We do not trust government always to be run
by angels, especially not this administration.

It is not enough to mandate that the FBI fix internal management problems and
recordkeeping, because the statute itself authorizes the unchecked collection of
information on innocent Americans. Congress must act now to fix the statute authorizing
the abuses revealed in the 1.G. report and to hold those responsible for these abuses and
violations accountable.

Thank you. I yield back.

CONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Arizona, the ranking minority
member of the Constitution Subcommittee, Trent Franks, for two and one-half minutes.

FRANKS:

Well, thank you, Mr. Chairman.

Mr. Chairman, today our task is a vital one: to check and balance our sister branch of
government through oversight and to ensure citizens' rights are being properly
safeguarded.

Today's subject is somewhat delicate because we must all walk a fine line. In our grave
and critical responsibility to prevent jihadist attacks upon American citizens, we must
also be careful to strike the proper balance between vigilance and fighting the enemy on
the one side of the scales and the preservation of citizens' rights on the other.

The report of the inspector general that we review today is hopeful. We see that while
there are human imperfections in the FBI's operation, there was an overall finding that the
FBI is indeed carrying out its duties responsibly, there being no evidence of any
intentional or deliberate act to violate the law; and that NSLs are performing their vital
function as a valuable tool in national security investigations.

FRANKS:

To put today's hearing in perspective, we should keep in mind that the issuance of
NSLs under the Patriot Act is a relatively new process, given that the Patriot Act is only a
few years old and that this new use of NSLs will necessarily require a careful
examination of their best and most appropriate use in this early period.

Certainly, we will have to work out the kinks, given that we are most likely in the
business of fighting terror for a long time to come.



While the FBI's practices have had their shortcomings, it appears that these are
problems that can be easily resolved. And this is good news. Many of the issues that we
must review today are administrative in nature and, to some extent, unavoidable.

Government is a human institution, and it is therefore, by definition, imperfect. Those
of us who have run corporations know that a perfect audit is a very rare occurrence,
particularly on the first go-around.

Most business do internal audits -- perhaps many, many internal audits -- to discover
where human judgment has fallen short and where to improve before being audited by an
outside source.

This is an arduous but necessary task, and one that I hope we do well here today, and
prospectively.

The FBI has vowed that it will make all the adjustments that Mr. Gonzales and Ms.
Caproni have recommended. We look forward to the realization of this goal.

And with that, I thank the witnesses for joining us today, and we look forward to
hearing your testimony.

And thank you, Mr. Chairman.

CONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Virginia, Bobby Scott,
chairman of the Crime Subcommittee, for two and a half minutes.

SCOTT:

Thank you, Mr. Chairman.

Mr. Chairman, we all believe that it's important to be aggressive in fighting terrorism,
and also aggressive in maintaining privacy and freedoms. And I don't believe we should
operate on the premise that we always give up freedom in order to obtain security.

SCOTT:

But for us to provide appropriate oversight, we have to have accurate information.
Unfortunately, there are indications that we have received clearly inaccurate reports after
the significant use of secret, invasive processes that do not appear to be necessary to
advance terrorism-related investigations.

Whether it's a secret NSA wiretapping in violation of the FISA law or inappropriate
use of the national security letters, we are discovering that what is actually occurring is
quite different from what we were being told. And we cannot evaluate the ongoing need
for NS A (sic) letters without accurate information.

There's also a clear indication of intentional misuse of the word "exigent" letters to
telephone companies as emergency information when, in fact, no emergency existed.
Somebody obviously knew this was a problem. There were, in fact, reports to Congress
and oversight boards. And we need to find out who these people are.

With these disturbing indications, Mr. Chairman, I hope the testimony of the witnesses
today will reveal who is responsible for these abuses and who should be held accountable
for false reports to the Congress.

Thank you, Mr. Chairman. I yield back.



CONYERS:

Thank you so much.

Another Virginian, the ranking minority member of the Crime Subcommittee, Mr.
Randy Forbes?

FORBES:

Mr. Chairman, I'd like to thank you and the ranking member, Congressman Smith, for
holding this important hearing today and also for our witnesses for being here.

Y ou know, the subject matter of this hearing makes for great theater, but when the
show is over, we have the task of finding the facts and making sure the proper balance is
struck and implemented to protect our citizens.

That we will do. And hopefully we will do it without the negativism and the
emotionalism that seems so prevailing in public policy today. Pounding our fists makes
great sound bites, but it does not stop terrorists or protect the privacy rights of our
citizens.

It's clear that national security letters are important tools in international terrorism and
espionage investigations conducted by the FBI. The inspector general's report, which
details the audit of 77 case files in four field offices, shows a disturbing pattern: In 60
percent of those cases, the FBI's files were found to in violation of the FBI's internal
control policies for issuing national security letters.

FORBES:

While the audit conducted concluded that there was no evidence of any intentional or
deliberate act to violate the law, it's also clear that changes need to be made to the FBI's
procedures so that they reflect the scope and intent of the law rather than the evolution of
general practice.

I look forward to hearing from the FBI about what procedures were in place during the
time of the inspector general's audit; and how, given the inadequacies identified by the
inspector general, the FBI plans to correct this.

Mr. Chairman, I yield back the balance of my time.

CONYERS:

Thank you.

All other opening statements will be included in the record.

Mr. Glenn A. Fine, inspector general at the Department of Justice, a post held since he
was confirmed by the Senate on December 15th, 2000. Mr. Fine's worked for the
department's Office of Inspector General in a variety of capacities since January 1995.
He's had several years in private practice, and also served as an assistant United States
attorney in Washington, D.C.

We're also privileged to have with us the general counsel of the Federal Bureau of
Investigation, Ms. Valerie Caproni, a position she's held since August 2003.

Prior to that, Ms. Caproni served as an assistant United States attorney in the Eastern
District of New York, as a supervisor at the Securities and Exchange Commission, and
also worked in private practice.



All your statements will be made a part of the record in their entirety. And we will
have a five-minute time for each of you.

CONYERS:
And we ask Inspector General Glenn A. Fine to begin our testimony.
Welcome to the committee.

FINE:

Mr. Chairman, Congressman Smith and members of the Committee on the Judiciary,
thank you for inviting me to testify about two reports issued by the Department of Justice
Office of the Inspector General, regarding the FBI's use of national security letters and its
use of Section 215 orders to obtain business records.

The Patriot Reauthorization Act required DOIG to examine the FBI's use of these
authorities. And on March Sth, we issued reports detailing our findings.

Today I will summarize the key findings from our reviews, focusing my comments on
the national security letter report.

Under five statutory provisions, the FBI can use national security letters -- NSLs -- to
obtain, without review by a court, records such as customer information from telephone
companies, Internet service providers, financial institutions and consumer credit
companies.

Although most of the statutory provisions regarding NSLs existed prior to the
enactment of the Patriot Act, the act significantly broadened the FBI's authority to use
NSLs in two primary ways.

First, it eliminated the requirement that the information sought must pertain to a
foreign power or an agent of a foreign power, and substituted the standard that the
information requested must be relevant to or sought for an investigation to protect against
terrorism or espionage.

Second, the Patriot Act significantly expanded approval authority for NSLs beyond a
limited number of FBI headquarters officials to the heads of all FBI field officers.

Our review examined the FBI's use of NSLs from 2003 through 2005. The OIG will
conduct another review, examining the FBI's use of NSLs in 2006, which we are required
to issue by the end of this year.

In sum, our review found widespread and serious misuse of the FBI's national security
letter authorities.

In many instances, the FBI's misuse violated NSL statutes, attorney general guidelines,
or the FBI's own internal policies.

FINE:

We also found that the FBI did not provide adequate guidance, adequate controls or
adequate training on the use of these sensitive authorities.

Before describing the main findings of our report, however, I believe it is important to
provide context for these findings.

First, we recognize the significant challenges the FBI was facing during the period
covered by our review. After the September 11th terrorist attacks, the FBI implemented






