(Rev 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection b6

Internal Investigatijions Section, rPU, Room 3041 b7C
Contact: CRS Extl |
ALL INFORMATION CONTAINED

HEREIN IS UNCLAISIFIED
DATE 05-31-2007 BY 65179/DMH/KSR/RW

Approved By: Miller David IaQﬁud@%‘

Drafted By:

/ Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 155 b2
OGC/IOB# 2007
Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1794
278-HQ-C1229736-VIO Serial 1987

Details: (U) The Internal Investigations Section (IIS) received

an EC from| dated 10/25/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b2
is the IIS’s opinion the incident described therein is b7E

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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(Rev. 01-31-2003)
“SESRET//20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: . Attn: (Personal Attention) E%E
bé
From: Inspection b7¢C
Internal Inv i iong Section, IPU, Room 3041
Contact: CR Ext.
Approved By: Miller David Ian%['\ DECLASSIFIED BY A5179/DNH/KSR/RW
i ON 05-31-2007
Drafted By:
Case ID #: (U) 263-HQ-0-U - 682 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3155 b2
OGC/IOB# 2007
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
- Deri m :
U E&< D Yy oOn: 7
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1794
Reference: (U) 278-HQ-C1229736-VIO Serial 1794
278-HQ-C1229736-VIO Serial 1987
Details: (U) Upon review of captioned E?E

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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‘ (Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION ; .

Precedence: ROUTINE Date: 10/30/2006
To: General Counsel Attn: NSLB
Inspection Attn: 1IIS
Counterintelligence Attn: CD-2A, Room 4133
Attn: CD(¢
b2 From:
b7E
Esc Contact: SA LL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED EXCEPT
Approved By: WHERE SHOUN OTHERWISE
Drafted By:
o ,".\ Dl
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) — { 1"\ %
(U) 278 16104 [(Dandincal R Sa
bl (8) -
DATE: 05-31-2007 .
1 CLASSIFIED BY 6€5179/DMH/KSE/REW
i T1t1e>“< POT PLVING g prasom: 1.4 fo,d)
. SA b7C  DECLA3SIFY OM: 05-31-2032
SSA
, , bl
1§) _ _Synopsis: g of carrier b7D
N, Z
e { Deriv 3
(U)o ,><§ Declassj s 2031
Reference: (U) Conversation with CDC on 10/18/2006.
iU)'"“Détails: ------ é}ﬂ{; The following informatj ' i i in b6
response e quarterly EC from CDC b7C
requesting Intelligence Oversight Board reporting be brought
to the attention of the 0GC and Inspection Division.
sy | ]
bl
b6
b7C

SE T

”"’110?
9ol e




o ®
SEGRET "

To: General Counsel From: b7E
Re: (U) 278-HQ-C1229736-VIO, 10/30/2006

bl
b6
(8] b7C
. , bl
(s] linitiallv requested NSI. subsc:;hﬁr b2
informationl| b7E
b6
b7C
—_—]
13J4, raceived a reply to the NSL |

| In addition to]
1 |
I 1 were received. | | bl

informati received was incorrectly given by | b2
[ | nol information was requested. None| | E;g
| freceived have been uploaded dinto ACS or

placed in the file of the sub

ned I
[::fff:ffffrmis:ake 18 being reported within the mandatory 14-
ay reporting period.

I—’__
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Shefer
b2

To: General Counsel From: b7E
Re: (U) 278-HQ-C1229736-VIQ, 10/30/2006

LEAD(8) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) Information is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) At CD-2A: Read and clear.

Set Lead 4: (Action)

b2
b7E

AT

(U) Information is being provided to CDC for
whatever action is deemed appropriate.
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(Rev. 01-31-2003)

b2
b7E
b6
b7C

S
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/12/2006
To: Attn: SAC
CDC
SA
Counterintelligence Attn: SSA CD-2A
Inspection Division Attn: IIS, CRS

ALL INFORMATION CONTAIMED

. HEREIN IS UNCLASSIFIED EXCEPT
From: Office of the General Counsel WHERE SHOWN OTHERWISE

NSLB/CILU/Roop—1847
Contact: AGC

Approved By: Thomas Julie E@D\) DAETE: 05-31-2007
| | CLASSIFIED BY 65179/DHH/KSR/RY

REASON: 1.4 (c,d)
Drafted By:| | DECLASSIFY ON: 05-31-2032

CaSEWIDW#fMEEQi 278—HQ—C1229736—VIO’/7Sending)

_Title: | INTELLIGENCE_OVERSTGHT BOARD b2
MATTER 200%
..... Synopsisy Field Office requested that
the Office’of ‘the General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligence i%E
Oversight Board (IOB). It is the opinion of OGC that the

incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U) Deti From =
De ity Om: 1
“Administrative: . This electronic communication C) contains b2
information fromz the EC dated 10/30/2006 from to OGC b7E

reporting a potential IOB matter.

Reference: >< 278-HQ-C1229736-v10 -{19%

-wDetaiIS¥“:>§i By EC dated 10/30/2006 requested that OGC
review an incident and determine whetR€T 1t warrants reporting to
SEET

B -‘ o b6 . _
0IG/DOJ REVIEW: DATE: /- -2 b7C

FBI INVESTIGATION:__* an
OIG/DOJ INVESTIGATION: ~




(3)

sacl?%
To: I::lFrom: Office of the @eneral Counsel

Re: 278-HQ-C1229736-VIO, 12/12/2006

b2
b7E

the TOR.

(S} Upon review of the documents provided to

it was learned that the information provided, pursuant to
the NSL, exceeded that which was requested. The error by
was apparently a misunderstanding on its part as to the nature o
the request, since requests for| ]information and
subscriber information are requested separately by the FBI.

S :Rﬁ:l |reDorted that ﬁhey returnedl

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report

bl

b7C
b2

b7E
b7D

bl
b2
b7E
b7D



SEE%
b2

To: From: OCffice of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/12/2006

(V)

fS],‘ any improper collection under an NSL as a potential IOB matter.

* By letter dated 11/13/2006, the Counsel to the IOB agreed that
‘third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to

the IOB.

15) (ME){; In the instant case i ction of information bl
by the FBI”"was3 not the fault of FBIffi::fifjbOnce the case agent b2
discovered that he had received information beyond the scope of b7E
the NSL request, the case agent immediatelf se?uestered the b7D

information, returned said information to and reported the
matter to OGC.




To:

Re: Z78-HQ-C1229736-VIO,

sr:?(r

12/12/2006

b2

From: Office of the General Counsel b7E

bl

b7E
b7D

to ensure that the

LEAD(s):
Set Lead 1: (Information)
INSPECTION
AT WASHINGTON, DC
{U) For information.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{(U) For information.
Set Lead 3: (Action)
AT
AN ~Vis requested td
appropri

CcC.

144

1- Ms. Thomas

1- IOB Library

SECRET

b6
b7C

cols are in place to prevent similar types of
disclosures in the future.



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB b6
b7C
From: Inspection
Internal Investi i i IPU, Room 3041
Contact: CRS Ext
A d By: Miller David Ia \[1\- 4 ALL INFORMATION CONTAINED
pprove Y Thee pv‘M (' %/z/}/ HEREIN IS UNCLASSIFIED
Drafted By: I I DATE 05-31-2007 BY 65179/DMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC] 58 b2
OGC/I0B# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-H0Q-C1229736-VIO Serial 1798 b2
278[ff]c75104 Serial 450 bTE
278-HQ-C1229736-VIO Serial 1988

Details: (U) The Internal Investigations Section (IIS) received

an EC fro ivision dated 10/30/2006, reporting a possible

IOB error. ased upon a review of the referenced EC it is the

IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.
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(Rev. 01-31-2003)
sﬁ?;zf//20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention) b2
b7E

From: Inspection b6

Internal Invegtigations Section, IPU, Room 3041 b7C

Contact: CRS | Ext | |
Approved By: Miller David Ian DECLASSIFIED BY 65179/DMH/KSR/RU

4 ON 05-31-2007

Drafted By:
Case ID #: (U) 263-HQ-0-U - 683 (Pending) b2

Title: (0) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3158
OGC/IOB# 2007

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

AAAAAAAAAAAAAAAAAAAAAAAA R i From : G-
Decla ? 0117

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1798

Reference: (U) 278-HQ-C1229736-VIO Serial 1798
278 C76104 Serial 450
278-HQ-C12298736-VIO Serial 1988

Details: (U) Upon review oflq Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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U.S. Departme. )f Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 26, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

FROM: Glenn G. Powell DATE 05-31-2007 BY 65179 /DMH/KSR/RI

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002584 b6
Subject] | b7C
FBI No. 263-0-U-683 i
FBI CMS No. 3158

1 [

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



DIVISION - Complaint Form

b2
689-2007-002584 -

D15 - INVESTIGATIONS

OIG NO.

Received By:: Date Received: 01/08/2007 Hew Received: A
SUBJECT:I I SSNO:
fitie: SA Pay Plan: D.O.B.:
omponent: FRI EOD Date: Alien No.:
iisZ: F.B.I.No.:
{iome : B.O.P.No.:

‘hone: () - ZIPl I D/L No.:
vork: , , ‘ Offenses: 689
hone: (202* 21Pp:

SUBJECT:[i | SSNO:
Jitle: SSA Pay Plan: D.O.B.:
omponent: FB3T E0D Date: Alien No.:
ilsc: F.B.I.No.:
iome: I ] B.O.P.No.:
hone: () - 2TP: D/L No.:
Jork: , , Offenses: 683
’hone: (202) ZIP:

CHPLAINANT: | | SSNO:
‘itle: ATTY Pay Plan: D.O.B.:
lomponent: FBIT EOD Date: Alien Nc.:
lisc: F.B.I.No.:
fore: I I B.O.F.Nc.:
hone: () - Z21p: D/L No.:
lork: , ,

*hone: (202) ZIP: .
lenfidential: Reveaied: Authcrity: none

b6

b7C

b2

AAAAAA § b2

"he National Security Letter (NSL) requested subscriber information, however the reply'fauh
the NSL provided toll records. Ncne of the toll records were uploaded into FR2I databases

and the erroneously provided information was reported within the mandatory 14 day reporting
period.

It is the opinion of the Office cf the General Counsel that this matter need not be reported
Lo _the IOB. ‘dz)
e

————————————————
e

LLEGATIONS: 689 1I0B Violation

ccurrence Date: b2 TIME:
:ITYI I b7E Stare: Zip:
T

"iSPOSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G

Yl
eferred to Agency: Date Sent: Component: FBI
‘atrict Act: N Civil Rights: n Component Number: 263-0-U683, 3158
ensitive: N Whistleblower: N Consolidated Case Number:

DATE: 05-31-2007

FBI INFQ.

CLA3SIFIED BY 65179 /DMH/ESR/RY
FEASON: 1.4 (c)

DECLAZSIFY ON: 05-31-2032

Paace 1 of 2 Drintad N1 /28 /2007 7.32.99

bl



YIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2C07-002584-M

b2

Remarks:

Predicating material contains classified informaticn that willi be maintained in a secure
container within OIG/INV/HOQ.

21/26/07-Sent to Kaiser/FBI/INSD. (dz)




F2-96" (Rev 03 21-2005)

égh‘éT

FEDERAL BUREAU OF INVESTIGATION

Yie

i

Precedence: ROUTINE Date: 05/03/2006
To: Inspection Attn: IIS, Room 11861
General Counsel V‘ Attn: NSLB, Room 7975
o J |"\
From:
b2
b7E Contact: SFO |
bo DATE: 05-31-2007
b7C  Approved By CLASSIFIED BY 65179 /DMH/RSR/RY
REASON: 1.4 {c,d)
Drafted By: DECLASSIFY ON: 05-31-2032
- .. —
Case ID # 278-HQ—C1229736—VIO-\3§5 ALL INFORMATION CONTAIMED
— HEREIN IS UNCLASSIFIED EXCEFT
Title: (U) SF b6 WHERE SHOUN OTHERWISE
SSRA I b7cC
iU) INTELLIGENCE QOVERSIGHT BOARD (IOB) ERROR
S§66§§1§1;>§<: To report possible IOB error, unauthhorized,
unintentiénal“collection of information.
- 34
Details
bl
b2
p7g (S) 1.
bé
b7C
(S) 2.
‘UT““}KS 3. Possible IOB Error: Unintentional collection of
information.
bl (S)
N H '
S 4. Description of IOB Error (including any repérting
U) ayg). Financial records were furnished , pursuanGAGomafNational
{ 3__“§§§urlty Letter (NSL) for individuals other than the subject of the
~ (5
s Mtrae il /?/‘ SE‘?(T

Cpe

Ju., ) qoilm bs




° °
LK SE§>ém

b2 ' To: ngpection From:
b7E Re:""iﬁi 278-HQ-C1229736-VIO, 05/03/2006

(S) A National Security Letter for financial records of

r_cantianad—suhject was requested

(s) 1

bl
b6
b7C (S) _J
b7D
(L) T%Records were received by writer and held until the analysis
b6 of those records was able to be conducted. During the course of the
b7C analysis writer found records that were_in the pames of individuals
other than the captioned subject. SSRA was advised of
this.
s) | |
bl
b6
b7C )] I
b7D
(V) After speaking with ADC an
bé of 0GC, the records not pertaining to captian have been
b7C separated, segregated and sealed none of
EgE those records_have been uploaded Into ACS or other FBI record
systems. ADC jand provided guidance on how to
handle this matter.

SECR%:
2
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To: Inspection From:
ARe;-:>§<ffz78—HQ—c1229 36-VI0, 05/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

{(U) For action deemed appropriate.
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