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(U) Synopsis: ^S^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) X Derivi 
Decla "On: 016 

Reference : ^^C 278-HO-C12297Tfi-VTr> fior^i i 6 0 2 (Pending) 
bl (S) (Pending) 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: t ^ By pipr*i-T-on,jc {yinnmin-ir?ai--ir>Ti fieri Aat-arl aiifpiat- 23, 2006 and 
•--'-•-- " • • • ___| Division | j reported to the referenced above, the£ 

b2 OGC's National Security Law Branch (NSLB) and the Inspection Division this 
b 7 E potential IOB matter. 
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(C) Re: X^) 278-HQ-C1229736-VIO, 10/20/2006 

BACKGROUND 

an 0*3 
Security Letter" (NSL) to the provider in order to obtain subscriber 
information and toll records fnr fho •-«•»<-» iHant-ifinH telephone numbers 

JDivision repeiwH the results of the 
I "~- a reviewing the 

for the period of 

:ordj 

OS) L 
•(C) NSL 

record tnj 
questi* 'was subscribed by two separate jnd-i vidua ia Hur^r, «-v.c 
requested period of coverage 

J learned that one of the tele(S)ae numbers in 
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|did not provide any toll information outside 
the period requested in t,«, !JSL. 

(S) 
ANALYSIS 

Jr&l As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity does not require 
IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe.may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. -12333, if 
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such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.1 For the FBI, OGC submits 
reports to the IOB.2 

<U> id" 7 
J NSIG (Introduction) (£ ) 

at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 
techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.3 

?S9 In this instance, 
relating to two telephone numhAT-g that- MPTO 
to by the subject 

sought information 
hfl i aired to be subscribed 

J The provider 
responded by submli_ Lilly Subscriber intormation outside the scope of 
the request for one of the telephone nnmharH The information """"'"" ~---.... iei 
provided indicated that | I the subscriber of one of l"' 
the telephone numbers was the target of a duly authorized 

(S) 
1 _jts5 See EC from Inspection Division to All Divisions; Title: 

Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

? \^) See M ^ at 4. 
3 ̂ SJt^See also id. at 5, identifying reportable matters as 

including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives: 
of the Constitution: (̂» — 
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(5) initiating a form of 
-eiuuLiuiuu yiifveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a .FISC Order. 
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