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Precedence: ROUTINE Date: 06/01/2005
To: Inspection Attn: 1IIS
Counterterrorism Attn: AD

Attn: SAC, cDC

From: General Counsel

Counterterrorism Taw Ini+ TT
Contact:
i?E Approved By: Thomas Julie F
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bl Drafted By:
W Case ID #: XS 278-HQ-C1229736-VI0 — - /., /
(s)
Title: {8}~ Sa
(o SSA
POSSTIBLE INTELLT ENCE OVERSIGHT BOARD MATTER
b2 IOB 2005

{mn “""“3ynopai's:‘"""""‘h< It is the opinisii of the Office of the General
Counsel (OGC) that this matter need not be reported' to the
Intelligence Oversight Board (10B), but, rather, that a record of
this decision should be maintained in the investigative control
file for review by the Counsel to the IOB.
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To: _Ingpection From: General Counsel
Re: 278-HQ-C1229736-VIO, 05/10/2005

)
provider, SA € subscriber information
did not correspond with that of the target
Subsequent research has revealed _lcorrect]
phone number to be| | The error appears to have been

the result erroviding incorrect
informatio ake by Sal

R WKB(Immediatel upon reviewing the subscriber
............ information, SAE:ﬁdiscontinued hig jew of the records.

At no time did he nrhis.sunn:uLFaﬁ_jgmﬂ:fff;;W view the
Rather, he has

—=sTuDmMITTEX CIIE tesulis of the NSL to 0OGC, for final disposition.

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/1981, if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative vioclations so that the Counsel to the IOB may
review them upon request.
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To: Inspection From: General Counsel

Re 278-HQ-C1229736-VIO, 05/10/2005
{0y IS( In the instant matter, SA erroneously
issued an NSL §2E_2E_lBEQESQQL_DhQne_nnmbe; However, he did so

in good faith,

r

|

urther, immediately upon rev1ewing the subscriber

information, he discontinued his review of the records and
properly sequestered the information.

LIRS, Consequently, based on the above analysis, this
matter will be treated by OGC as essentially administrative in
nature. In accordance with the above guidance, OGC will maintain
a record of this matter for possible future reference by the
Oversight Board and forward to OIPR to be sequestered.
Inspection is also requested €O maintain a copy of this opinion,
documenting the nonreportable nature of this issue.
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DIVISION
Synopsis: (U) To seek guidance regarding possible IOB violation.
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o On June 18, 2003, FBIHQ advised Division to
b2 discontinue serving subpoenas because of the statutory provisions
b7E requiring authorization by the Attorney General (AG).
b3
tUJ"'W”””>§< | |Division in turn contacted the United
States Attorney’s Office, Western District of| |and requested
that all pending requests for Grand Jury subpoenas be suspended until
further notice. NSLs will be used to identify in the

b2 interim.

T | Z§<; lwas unaware that the term "Criminal
proceeding" had been interpreted by the AG Guidelines to include
Federal Grand Jury (FGJ) subpoenas and proceedings.

Division has disseminated this guidance internally and will ensure
future compliance with the AG Guidelines regarding this issue.
I . .
o requests that FBIHO consider and determine
whether the AG authority within itself fulfills the
AG approval requirement.
LEAD(s) :
Set Lead 1: (Discretionary)
INSPECTION
AT WASHINGTON, DC
(U} Review information and advise FBI as to any
findings on this matter.
b2 . .
bIE Set Lead 2: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON D.C.

(U) Review information and advise FBI as to any
findings on this matter.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOSI\CONUSII

(U) For information.
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Precedence: ROUTINE Date: 06/07/2004

To: Attn: SAC

Counterterrorism Attn: ITOS I/CONUS TII

Director’s Office Attn: Office of Professiocnal
Responsibility

From: General Counsel

National i nch/BPm 7974
Contact:l

Approved By: Curran John F

DATE: 06-04-2007
CLASSIFIED BY 55179 duh/ksr/prs
REAZON: 1.4 (c/d)

Drafted By: DECLASSIFY ON: 05-04-2032

CaseID-#:3&] 278-HQ-1229736-VIO

.NTYtIe¢wmm§i) INTELLIGENCE OVERSIGHT BOARD b2

(IOB) MATTER 2003

SyﬁﬁpgiS:WW)Eﬁ: It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI’'s Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.
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Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
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(U) Pursuant to Sections 1806(b), 1825(c), and
1845 (b) of the FISA, FISA-derived information may not be
disclosed for law enforcement purposes or used in a criminal
proceeding without prior authorization of the Attorney
General. Pursuant to a memorandum of the Attorney General
dated March 6, 2002, the issuance of a grand jury subpoena
falls within the definition of a "criminal proceeding" as that
term is used in the FISA. Thus, a subpoena containing FISA-
derived information requires prior authorization of the
Attorney General before it is disclosed or used in a criminal
proceeding.

(U) Section 2.4 of Executive Order (EO) 12863,
dated September 13, 1993, requires the General Counsel for the
Intelligence Community, including FBI/OGC, to report to the
IOB intelligence activities that they have reason to believe
are unlawful or contrary to executive order or presidential
directive.

e &Y Pursuant to the FISA, a grand jury subpoena
containing FISA-derived information may not be disclosed
without prior authorization of the Attorney General. The
Division served a federal grand jury subpoena
containing FISA-derived information on a third party without
obtaining the Attorney General’s prior authorization. It is
the opinion of Office of General Counsel that this constitutes
a violation of the FISA that must be reported to the IOB.

oy - ~-(§&Y Based upon the above analysis, and consistent
the reporting requirements of Section 2.4 of E.O. 12863, OGC
will prepare a cover letter and an LHM to report this matter
to the IOB. That correspondence will also advise the IOB that
this matter will be referred to the FBIs Office of
Professional Responsibility.

Lead(s) :
Set Lead 1: (Action)
COUNTERTERRORISM DIVISION
AT WASHINGTON, DC
(U) For information.

Set TLead 2: (Action)
SE T
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DIRECTOR'S OFFICE
AT OPR FO, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)
b2
b7E
(U) For action deemed appropriate.
1 - Mr. Curran
b6 1 4
b7C 1 |
1 -—NSLB I0B Library
**EFOOTNOTES* *
i1~ (U) See EC from Division to the General
b2 Counsel,

b7E dated 06/27/03, Case ID# 278-HQ-1229736-VIO, titled
"Intelligence Oversight

Board Matter (IOB) | Division, " hereinafter
cited as __I
EC."
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To: General Counsel Attn: National Security Law Branch,
Room 7975
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Contact: SA
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Case ID-#: D 278-HQ-C1229736-VIO - 820

Title: & - mINTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopsis: —$8)_ Possible IOB error for non-compliance with a

requirement of the National Foreign Intelligence Program Manual
(NFIPM) .
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LEAD(8) 2
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) General Counsel to take action requested above.
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