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SECRET 
Working \opy Page 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 04/20/2005 it 

From: 

Attn: lis 
Attn: NSLB 

i-H 

Contact: 

Approved By:| 

b2 
b7E 
b 6 Dra f t ed By: 
b7C * 
b l C a S e I D # : j^k aVB-hg-ci^ms-VIO fading) 

lt*r -Landing) 

-" -

mi '***WKT OF POSSIBLE IOB VIOLATION 
(S) 

b v n w ? f ^ : ^ ^ E C t 0 report „ w „ ^ i . T ™ ..,_, by writer in investigation! 

(S) / X <D) Decla, 

^ T O t - £ £ g y ifor "" ̂  ™Fr ^ nf/"/a»os 
containing toll records recektseH ' 

pn committed 
b l 
b6 
b7C 

(S) 
(U) 

SvS^tlSl A P ° t e n t i a l I 0 B ViQl^inn purred d „ r ^ 

b l 
b7D 

b l 
b6 
b7C 

(S) 

r e c o r d s 

• rwriter prepared" a NSL for 
. service 

guesting subscriber information 
' A response to the NSL was 

[ tit 

bl 
b6 
b7C 
b7D | 

I 

(S) 
ALL IHF0RHATI0II COHTAIHED 
HEREIH 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b l 
SECROT 

S e r i a l : 823 
3 8 DATE: 06-01-2007 

CLASSIFIED BY 65179dmh/ksr/pES 
REAS0H: 1.4 (c/dj 
DECLASSIFY OH: 06-01-2032 



Eage 

13) 
U p o n reading the subscriber information, w-i-it-P-r. 

.g. reallzect the n a m e w a s not iHon t-,i f j.a.hi..a ™\tq 

<S) 
uxib! m q i L U l l f e r e n c e petweeTfl" 
was t h e nuber 
W r i t e r t h e n cY 
number T 

3 (Note: There is only 
and! | which 

lyuMdU 
• W 

(SJ n uacaoase tor this 

Opun max mac ion or tnis error, writer telephoned CDC 
|and advised him of these details. CDCI 

requested writer prepare a report of possible IOB violation. 

<S) >&£ Writer was unable to dpt-.*>-mii no i f 
telephone number was the result of I 
incorrect- information or a mistaken 3i 

pr 
th 

incorrect 
providing 
the writer 

(U) s*^l Waiter has enclosed the results of the NSL for 
destruction as they are not needed for, or related to, the 
current investigation. 

LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For i n f o o n l y . 

b l 
b7D 

b l 
b6 
b7C 
b7D 

b7D 
b l 

SECRET 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Date: 06/01/2005 

Counter :errorism 
Attn: IIS 
Attn: AD 
Attn: SAC, CDC 

Prom: General Counsel 
C o u n t e r t e r r n r i a m T.a„, TT„-J 

Contact: 
b2 
b7E 
b6 
b7C 
bl 

Approved By: Thomas Julie F 

Drafted By: 

ini Case ID # : $S< 278-HQ-C1229736-VIO -
(S) 

T i t l e : ^tfr j< SA 
m ss/| 

/ 

POSSIBLE_I 
IOB 2005 

IENCE OVERSIGHT BOARD MATTER b2 

(U) SSZj'^Khit tlthe^in±^ °f t h S ° f f i c e o f t h e General 

this decision shoullbe mainti ined^n^ne^nve^iga^ 1 1 ^ 1 ° ' 
file for review by the Counsel to the IOB. 9* t l v e control 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(D) Reference:>£ 278-HQ-C122973S-VIO Serial 823 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

Details: 

"!~>CU "f '^-••.ilikC 

DATE: Q6-Ql--2Dtn b6 
CLASSIFIED BY 65179dfflh/ksr/pES b 7 c 

REASON: 1.4 (c/d) 
DECLASSIFY ON: 06-01-2032 

l€J . ft 
i . 

A 
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(U) 
To: 
Re: 

SECRET 

i n s p e c t i o n From: Genera l Counsel 
J ^ 278-HQ-C1229736-VIO, 05/10/2005 

b l 
b7D a , 
b6 3 ) 
b7C 

p r o v i d e r , SAQ Jieaimfctu Lllab t h e s u b s c r i b e r i n f o r m a t i o n 

b l 
b6 
b7C 

did not correspond with that of the taraetf 
Subsequent research has reveale 
phone number to be | 
the result I _ 
information—or mistaken! 

Ih 
Icor rec t^ 

e e r r o r a p p e a r s t o have been 
Iprovid ing i n c o r r e c t 

.Ibv qn i fc — 3 . 

iJOQ Immediately upon reviewing the subscriber 
b6 JTT, information, SA| 1 discontinued hia review of the records. 
b7C <U) 

At no time dif* "*> »r ^ ° qnnnr-iH ryr, SSAIT 

'—OT3S 

_]J view the 
J Rather, he has 

jjiuiLLWU Llle results ot tne NSL to OGC, for final disposition. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 
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J&SRE SESRET 

IDJ To: Inspection From: General Counsel 
Re: ;$S3 278-HQ-C1229736-VIO, 05/10/2005 

b6 
b7C 
b7D 

(0* £»£ In the instant matter, SA 
issued an NSL for an incorrect nhono nnmhar 
in good faith,!" 

F ZD I 

I erroneously 
However, he did so 

b7D 

urther,immediately upon reviewing the subscriber 
information, he discontinued his review of the records and 
properly sequestered the information. 

101 y&0. Consequently, based on the above analysis, this 
matter will be treated by OGC as essentially administrative in 
nature. In accordance with the above guidance, OGC will maintain 
a record of this matter for possible future reference by the 
Oversight Board and forward | to OIPR to be sequestered. 
Inspection is also requestea to maintain a copy of this opinion, 
documenting the nonreportable nature of this issue. 
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b7C 
b3 FGJ 

ALL INFORMATION COHTAIHED 
HERZIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Inspection 

From: 

SECkET 
Working Sopy 

Date: 06/27/2003 

Attn: ITOS I, CONUS II, Team 6 

tei 
Page 

Attn: 

Attn: 

Contact: 

Unit Chief 
National Security Law Unit 

Approved By: 

Drafted By: 

DATE: 06-23-2007 
CLASSIFIED BY 65179 dmh/kar/jhf 
PEASOH: 1.4 (c,d) 
DECLASSIFY OH: 06-23-2032 

Case ID #: (U)__22B-HQ-122 973 6-VIO (Pending) 
(U)| 1278-0 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 
DIVISION 

Synopsis: (U) To seek guidance regarding possible IOB violation. 

Details: (S) [ 

Case ID : 278-HO-C1229736-VIO 
k2 | |278-0 
b7E 

4-
S e r i a l : 110 

95 
SE M~° -°' 
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SQRET 
Working Copy 

^>g£ On June 18, 2003, FBIHQ advised 

Page 

Division to 
b2 discontinue serving subpoenas because of the statutory provisions 
b7E requiring authorization by the Attorney General (AG) . 1 I 
b3 

b2 
b7E 

X ' ' ,£s\ | |Division in turn contacted the United 
States Attorney's Office, Western District of . |and requested 
that all pending requests for Grand Jury subpoenas be suspended until 
further notice. NSLs will be used to identify 
interim. 

in the 

(U) 
dinq" hi 

was unaware that the term "Criminal 
ad been interpreted by the AG Guidelines to include proceeding 

Federal Grand Jury (FGJ) subpoenas and proceedings 
Division has disseminated this guidance internally and will ensure 
future compliance with the AG Guidelines regarding this issue. 

XL 
whether the AG authority within 
AG approval requirement. 

requests that FBIHQ consider and determine 
itself fulfills the 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review information and advise FBI 
findings on this matter. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON D.C. 

(U) Review information and advise FBI 
findings on this matter. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOSI\CONUSII 

(U) For information. 

as to any 

as to any 

SEckKT 
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SECRET 
Working\Copy Page 

Precedence; 

To: 

ROUTINE Date: 06/07/2004 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Director's Office 

Attn: SAC 

Attn: ITOS I/CONUS III 

Attn: Office of Professional 
Responsibility 

From: General Counsel 
National .g"^1^*-" Ta'" Pi-a^h/p™ 7974 
Contact: 

Approved By: Curran John F 

Drafted By 

(U) CaseID#: 

(UJ 
X 278-HQ-1229736-VIO 

T i t l e : *tf INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2 0 0 3 

DATE: 06-04-2007 
CLASSIFIED BY 55179 dmh/ks r /p r s 
REASON: 1.4 (c /d) 
DECLASSIFY 0U: 06-04-2032 

b2 

^Synopsis:>S*^ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<u> 

(U) 
Reference: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
UIHERE SH0T31I OTHERWISE 

2 7 8 - H Q - 1 2 2 9 7 3 6 - V I O 

(U) 

(S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: £s£ By electronic nnmmuninafinn fRP) ria1-.f>H nfi/37/m 
(cited below) il', | |Division| ^ | 
reported a possible IOB error in conjunction withl I 

bl 
b6 
b7C 
b3 FGJ 

Case ID : 278-HQ-C1229736-VIO 
SESTET 

Serial 516 



ZRE1] SEC 
WorkingNCopy Page 

(U) Pursuant to Sections 1806(b), 1825(c), and 
1845(b) of the FISA, FISA-derived information may not be 
disclosed for law enforcement purposes or used in a criminal 
proceeding without prior authorization of the Attorney 
General. Pursuant to a memorandum of the Attorney General 
dated March 6, 2002, the issuance of a grand jury subpoena 
falls within the definition of a "criminal proceeding" as that 
term is used in the FISA. Thus, a subpoena containing FISA-
derived information requires prior authorization of the 
Attorney General before it is disclosed or used in a criminal 
proceeding. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated September 13, 1993, requires the General Counsel for the 
Intelligence Community, including FBI/OGC, to report to the 
IOB intelligence activities that they have reason to believe 
are unlawful or contrary to executive order or presidential 
directive. 

b2 
b7E 

jf83C Pursuant to the FISA, a grand jury subpoena 
containing FISA-derived information may not be disclosed 
without prior authorization of the Attorney General. The 
| jDivision served a federal grand jury subpoena 
containing FISA-derived information on a third party without 
obtaining the Attorney General's prior authorization. It is 
the opinion of Office of General Counsel that this constitutes 
a violation of the FISA that must be reported to the IOB. 

* ' £&£ Based upon the above analysis, and consistent 
the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an LHM to report this matter 
to the IOB. That correspondence will also advise the IOB that 
this matter will be referred to the FBIs Office of 
Professional Responsibility. 

Lead(s): 

Set Lead 1: (Action) 

COUNTERTERRORISM DIVISION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Action) 



ECW] 
i noNf 

SECRET 
Working xZopy Page 

DIRECTOR'S OFFICE 

AT OPR FO, DC 

(U) For action deemed appropriate, 

b2 
b7E 

Set Lead 3: (Action) 

1 
b6 1 
b7C i 

1 

(U)For action deemed appropriate, 

Mr. Curran 

Nbijhs ma i i i c r a r y 

b2 
b7E 

**FOOTNOTES** 

II': (U) See EC from 
Counsel, 

Division to the General 

dated 06/27/03, Case ID# 278-HQ-1229736-VIO, titled 
"Intelligence Oversight 

Board Matter (IOB) | ~"|Division, " hereinafter cited as 
EC 

SECRST 



FD-962 (.lev. OS-fTMOOS) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 
4 \\5<p 

04/22/2005 Precedence: ROUTINE 

To: General Counsel 

From 

Date: 

Attn: National Security Law Branch, 
Room 7975 

b2 
b7E 
b6 
b7C 

10 

Contact 

Approved By 

Drafted By: 

CaseID #: 

SA 

(U) 

278-HQ-C1229736-VIO - 820 

Title: > S £ ^INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Svnops±'s--:-->?frSjC Possible IOB error for non-compliance with a 
requirement of the National Foreign Intelligence Program Manual 
(NFIPM). 

ALL INFORMATION CONTAINED 
Deri^d^Froni : G-3 HEREIN I S UNCLASSIFIED EXCEPT 
Dejsiarssi ' fy^pn: XI WHERE SHOOT OTHERWISE (U) J*(-

(U) Enclosures:( 

Details: 

Telephone records requested by General Counsel. 

(S) 

b6 (S) 

(U) b 7 c
M 

bl 

2. 

3. 

(S) 

Possible IOB Error. 

mi- J&fĉ  4. Description of IOB Error (including any reporting delays). 
(S) 

(U| faf I ^ ^ "I drafted an NSL I I which 

bl 
b6 
b7C 
b7D 

(S> 

Idrafted an N S L T 
contained an incorrect telephone number. | 

J responded to the NSL and delivered the 
records that corresponded to the incorrect number on the NSL. 

SfcET SECRET 

DATE:., 06-D4-2007 
CLASSIFIED BTr'65179dmh/ksr/pES 
REASON: 1.4 ((c) J 
DECLASSIF/ ON: 06-04-2032 



SECR ̂T b2 
b7E 

To: General Counsel From: 
-Re r->fS) 278-HQ-C1229736-VIO, 

in) 
04/22/2005 

•£»( Per instructions f 
04/21/2 005 to L ^ ^ _ _ H J CDC 

in her e-mail dated 
the acquired 

telephone.records are enclosed along with copies of the original NSL 
and cover EC to be forwarded to OIPR. All the communications that 
contain the incorrect number were permanently charged out and removed 
from ACS "in I Toff ice. I I contacted the| 
office and requested the removal | -•• | rrom 
ACS. 

SECRET 



[Ul 

SECIcsi. b 2 

. 1 b7E 
To: General Counsel From: 

R e : £ S < 278-HQ-C1229736-VIO, 04/22/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) General Counsel to take action requested above. 

•• 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

m 
bl 
b6 
b7C 
b2 

Precedence: ROUTINE 

To: Inspection 

Date: 05/06/2005 

Attn: 

Attn: 

Internal Investigation 
Section 

From: General Counsel 
National Security Law Branch/CTLU I/LX1 
Contact: 

Approved By: Thomas Julie F 

Drafted By 

CaseID #:$g$ 
(S)[ 

2 78-HQ-C122 9736-VIO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
SAl I , 
I OB MATTER -'(41X05-

Synopsis: (U) It is the op±n±Oif of the Office of General 
Counsel (OGC) that this matter must be" reported to the 
Intelligence Oversight Board (IOB) and the Office of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the 
necessary correspondence to the IOB. 

ALL INF0RHATI0N CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

278-HQ-C122 973 6-VIO-82 0 

D i v i s i o n 
b2 
b7E 
b l 
b6 
b7C 
b l 
b6 
b7C 
b7D 

(S) 

(S) 

D e t a i l s : p8Q As r e p o r t e d by t h e 
i n t h e A p r i l 22, 2005 e l e c t r o n i c communication, on December 6, 
2004,1 I 

(U) 
a National Security letter (NSL)J 
an incorrect telephone number. \ 

Special Agent (SA) -} drafted 
1 which contained 

b6 
b7C 

' • / -

0I3/D0 J Review 
FBIINVESTft'A^;, 
QPRUCIN1 

SECRET 

[re ff/fif. 
VEST:/ 

, <2?/} 

b6 
b7C 

DATE: 06-04-2007 
CLASSIFIED BY S5179dmh/ksr/pES 
REASON: 1.4 ((c)) 
DECLASSIFY 0U: 06-04-2032 



SECRET 

To: Inspection Division From: General Counsel 
(U) Re: ->3£ 278-HQ-C1229736-VIO, 05/06/2005 

bl 
b6 
b7C 
b7D 

Jresponded to the NSL and 
delivered the telephone records that corresponded to the 
incorrect number listed in the NSL. Upon review of the telephone 
records, it was discovered that they belonged to a different U.S. 
Person. 

<m 

(U) 

inj-

£&^ When the error was discovered, the telephone 
records were sealed along with the original NSL and forwarded to 
Headquarters together with a report of the incident. (See 278-HQ-
C1229736-VTO Series 820). These records will be forwarded to the 
Office of Intelligence Policy and Review (OIPR) All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS). 

Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB. For 
the reasons discussed below this matter needs to be reported. 

The Electronic Communications Privacy Act (ECPA), 
18 U.S.C. I 2?09 authorizes the issuance of a National Security 
Letter for telephone subscriber information, telephone toll 
billing records and electronic communication transactional 
records for telephone numbers used by the subject of the 
investigation. The USA PATRIOT Act, P.L. 107-56, authorizes the 
issuance of an NSL for a subject upon a certification of 
relevance to an authorized investigation to protect against 
i n t e r n a t i o n a l t - p r r n r i s m <->T- r l a n H o a H n o ^ n f o l H n o n P o j ^ l - ^ n h - i o o 

b5 

(U) Section 2.4 of the Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, the 
Assistant Director, Inspection Division, and the General Counsel, 
OGC, respectfully) report to the IOB all information "concerning 
the intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive." 


