U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

MS. MARCIA HOFMANN July 5, 2007
ELECTRONIC FRONTIER FOUNDATION

SUITE 650

1875 CONNECTICUT AVENUE, N.W.

WASHINGTON, DC 20009

Subject: NATIONAL SECURITY LETTERS/USE
FOIPA No. 1073946- 000
Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Form OPCA-16a:

Section 552 Section §52a
®(b)(1) R(b)(7)(A) ad)(®)
B(b)(2) O(b)(7)(B) o()(2)
®(b)(3)__Rule 6(e), Federal Rules ®(b)(7)(C) adk)(1)

of Criminal Procedure (FRCP) ®(b)(7)(D) o(k)(2)
R(b)(7)E) a(k)(3)

B(b)(7)(F) a(k)(4)

®(b)(4) a(b)(@) o(k)(5)
B(b)(5) Q(b)(©) a(k)6)
= (b)(6) Bk)(7)

1502 page(s) were reviewed and 1138 page(s) are being released.

® Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice, 1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



O The enclosed material is from the main investigative file(s) in which the subject(s) of your request
was the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main
file(s). Because of our significant backlog, we have given priority to processing only the main
investigative file(s). If you want the references, you must submit a separate request for them in writing,
and they will be reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Enclosed is the first interim release of documents. Set forth below is a list of the documents being
released with this letter:

263-0-U-volume 8
263-0-U-volume 10
263-0-U-volume 14
263-0-U-volume 17
263-0-U-volume 18
263-0-U-volume 20
263-0-U-volume 22
263-0-U-volume 23
CTD-section 1
CTD-CD-volume 1
CTD-CD-volume 15
CTD-CD-volume 16
CTD-CD-volume 17
CTD-CD-volume 18
CTD-CD-volume 20
CTD-CD-volume 21
CTD-CD-volume 22
CTD-CD-volume 23
CTD-CD-volume 24
CTD-CD-volume 25
CTD-CD-volume 26
CTD-CD-volume 27
OIG-Exigent Letters/2005 # 1
OIG-Exigent Letters/2003 # 2
Model Letters et. al.
0OIG-Data-NSL-Usage-volume 18
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, { E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process; ‘

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the

person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS])
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]
ALL INFORMATION CONTAINED

MRS NAME HEREIN IS UNCLASSIFIED

Eﬁ'r{.z Ié“:&{ggﬁ?“ OF POC] DATE 06-07-2007 BY 65179/DMH/KSR/RW
’ .

[NAME OF COMPANY] 1076786

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended), you are hereby directed
to provide the Federal Bureau of Investigation (FBI) the names,
addresses, and length of service and electronic communications
transactional records, to include existing transaction/activity
logs and all electronic mail (e-mail) header information (not to
include message' content and/or subject fields), for the below-
listed [e-mail/IP] address holder(s): :

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]

or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. 1If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above-described subscriber(s) or accounts. A service
interruption or degradation may alert the subscriber (s)/account



users(s) that investigative action is being taken. If you are not
able to fulfill your obligations under this letter without
alerting the subscriber/account user, please contact the FBI
prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]
In accordance with 18 U.S.C. § 3511(a) and (b) (1), you

have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the



right to challenge the nondisclosure requirement, if set forth
above.

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_ depending on whether service is personal or through a
delivery servica)]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]



(Rev. 08-28-2000)
gl

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SSA {SQUAD SUPERVISOR]

(if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]

[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179/DMH/KSR/RW
[CDC NAME] ON 06-07-2007
[SSA NAME] 1076786
Drafted By: [LAST, FIRST, MIDDLE: INITIALS]

(U) Case ID #: ( [CASE FILE NUMBER] (Pending)
[ SUBJECT]

[AKA [ALIAS] (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]

[CO: OFFICE OF ORIGIN]

Title:

()

Synopsis: (U) (NSLETR) Approves the issuance of an Electronic

Communication Privacy Act (ECPA) National Security Letter (NSL)for
electronic communications transactional records; provides reporting

data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.
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To: DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ) [CASE FILE NUMBER, 00/00/2007]

E§{: m : G-3
Declassify On: ears based on
informati in_the EC]

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007]
Reference: Eﬁé [CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e-mail/IP]
address holdey(s) listed.

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON~-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These electronic
communications transactional records are being requested to [Fully
state the relevance of the requested records to the investigation].

o R ) This electronic communication documents the [APPROVING
OFFICIAL’ 8}

proval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on [NUMBER OF] [e-mail/IP
address(es)] from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the electronic
communications service provider to provide the records [perscnally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The electronic
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

e

2



(U}
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To: .  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2007]

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested
the information, To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
cases where Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(S) Brief statement of the facts justifying my certification
in this case:

[Option 2 -~ Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination
to an agency of the United States, only if such information is
clearly relevant to the authorized responsibilities of such agency.

(U} Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].

SE






