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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION,
Plaintiff,

V. Civ. A. No. 06-CV-1708 (CKK)

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

November 19, 2007
FOUNDATION
1

Subject: SYSTEM DCS-3000 and RED HOOK

FOIPA No. 1056287- 000 and FOIPA#1056307-1

Dear Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protectinformation which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
betow and explained on the enclosed Form OPCA-16a;

Section 552 Section 552a

B(b)(1) D(B)7)A) - O(d)s)
Bb}2) O(b)N7)(B) D()2)
O(b)(3) B(bN7)(C) O(k)(1)
B(bN7)D) D(k)(2)

B(b)(7)E) D(k)(3)

DLN7)F) - D(k)4)

O(b)(4) a(b)(8) S D(k)S)
B(b)(5) © O(b)E) - O(ke)
R(b)E) SO

763 page(s) were reviewed and 494 page(s} are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

G referred to the QGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

0 You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.5. Department of Justice, 1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Informaticn Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.
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O The enclosed material is from the main investigative file(s) in which the subject(s} of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given pricrity to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as lime and resources permit.

B See additional information which follows.

Sincerely yours,

Srlall

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Recerds Management Division

Enclosure(s)

Please be advised that this is the sixth interim release as ordered by the court on May 7, 2007 for
documents concerning surveillance systems known as DCS-3000 and Red Hook.

The first page of this correspondence reflects that 763 pages were reviewed for this release. There were
actually 831 pages reviewed, however, after a review by the technical operations group that manages the system, they
determined that 68 pages of this material was not responsive to the request.

A decision has noi been made concerning your request for a waiver of fees. We will he corresponding
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents.
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cents per page for duplication.

No fees are assessed for the first 100 pages. If it is determined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly. '
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION,
Plaintiff,
V. Civ. A. No. 06-CV-1708 (CKK}

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U5, _epartment of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

December 17, 2007

Subject: SYSTEM DCS-3000 and RED HOOK

FOIPA No. 1056287- 000 and FOIPAR1056307-1

Dear Ms. Hofmann : .

" The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Tite 3,
United States Code, Section 552/552a. Deletions have been made to protectinformation which is exempl from disclosure,
with the appropriate exemplions noted on the page next to the excision. in addition, a deleted page information shest was
inserted in the file to indicale where pages were withheld entirely. The exemptions used to withhold infermation are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
®(b){1) B{L)THA) THd)(5)
2(b)(2) O{RN7IB) ()03
O(b){3) ' @(b){7)(C) o)1)

- R(O)7HD) B(k)2)

B(L)7HE) 2{(3)

Q(B)TNF) D{x)(4)

O{b)(4) 5(b)(8) afk)(s)

B{b)5) ' B{o}9) : 0(k)(6)
B (D)6} D(k)7) -

659 page(s) were reviewed and 659 page(s) are being released.

0 Document(s) were located which originated with, or conlained information concerning olher
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response o you,

O referred to the OGA for consultation. The FB! will correspond with you regarding this
imocrmation when ine consuiiation is finisned.

O You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Disector, Office of Information and Privacy, U.S. Deparment of Justice, 1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this tetter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cile the FOIPA number assigned to your request so that it
may be easily identified.
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O The enclosed mawrial is [rom the main investigative file(s} in whic.. ..ie subject(s} of your request was
the: focus of the invesiigation. Cur search located additional references, in files relaling 10 other
individuals, or matlers, which may or may nol be about your subject{s}. Our experience has shown,
when ident, references usually contain information similar o the information processed in the mam file(s).
Because of our significant backiog, we have given priofity to processing only the main investigative file(s),
If you wanl the references, you musl submil a separale request {or them in writing, and they will be
reviewed at a later date, as time and resources permit,

& See addilional information which foliows.

Sincerely yours,

DLl

David M. Hardy

Seclion Chief

Record/Informalion
Dissemination Section

Records Managemeni Division

Enclosure(s)

Please be advised that this is the eighth inlerim release as ordered by the court on May 7, 2007 for
documents concerning surveiifance systems known as DCS-3000 and Red Hook.

The first page of lhis correspondence reflects that 639 pages were reviewed for this release. There were
acluaty 1,022 pages reviewed, however, afler a review by the technical operations group that manages the system,
they determined that 363 pages of this malerial was not responsive to the request.

A decision has not been made concerning your requesi for a waiver of fees. We will be corresponding
with you concerning that request in the near future. In the inlerim, we are providing you with 1he enclosed documents.
Pursuant to Title 28, Code of Federal Regulalions, Section 16.11, there is a fee of fen cents per page for duplication.
No fees are assessed for the first 100 pages. ¥ it is delermined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly.
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION,
Plaintiff,

Y

v. Civ. A. No. 06-CV-1708 (CKK)
U.S. DEPARTMENT OF JUSTICE,

Defendant.
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LS. wepartment of Justice

Federal Bureau of Investigation
Washington, D.C. 20335

JANUARY 14, 2008
ESQ. MARCIA HOFMANN '
ELECTRONIC FRONTIER FOUNDATION

TIA

454 SHOTW

STREET
SAN FRANCISCO CA 941 10

Subjact; SYSTEM DCS-3000and RED HOOK
FOIPA No. 1056287- 000 and 1056307-1
Dear Requester:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United Stales Code, Section 552/552a. Deletions have heen made 1o protect information which is exempt from
disclosure, with the appropriate exemplions noted on lhe page next to the excision. In addition, a deleted page
informalion sheet was inserted in the file o indicale where pages were withheld entirely.  The exemptions used to
withhold information are marked below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

&(b)1) BONTA) S(d)5)
B()2) a{b)(7HE) 0()(2)
O{b)(3) =(0){7)(C) otkK1)

8(0)(7HD) ak)(2)

B(ONTHE) O(k)3)

SOYTI(F) E1(k)(4)
Ofb){4) ob)e) a(k)(5)
B(b)(5) a(bye) &(k)(6)
(b)(6) . BT

1181 page(s) were reviewed and 585 page(s) are being reieased.

T Documenl(s) were Incated which originated with, or contained information concerning other
Gavernment agencylies) [OGA). This information has been:

O referred to the OGA for review and direct response to you.

0O rafarrad a the OGA fae concullation . The FRI will carraanond with viut remardins thie
infarmation when the consullation is finished.

D You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Departiment of Justice, 1425

New York Ave., NW, Suite 11050, Washinglon, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and \he lefter should be clearly marked "Freedom of Infarmation
Appeal” or "Information Appeal.” Please cite the FOIPA number assigned to your request so thal it
may be easily identified.

O The enclosed matesial is from the main investigative file(s} in which the subjeci{s} of your request
was lhe focus of the investigation. Our search located addilional references, in files relating to glher
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indiviguals, or matters, which may or may nol be about your subject(s,. Cur experience has shown.
when ident, references usually contain information similar to the information processed in the main
file{s). Because of our significan! backlog, we have given priorily to processing only the main
investigative file(s). If you want the references, you must submit a separate reques! for them in writing,
and they wiil be reviewed at a iater dale, as time and resources permit.

& See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosure{s}

Please be advised this is the ninth interim release as ordered by ihe court on May 7, 2007 for
documenls concerning surveillance systems known a DCS-3000 and Red Hook. ‘

The first page of this correspondence reflecis that 1,181 pages were reviewed for this retease. There
were actually 1,490 pages reviewed, however, after a review by the lechnical operations group thal manages the
syslem, they determined Lhal 309 pages of this material was not responsive to the request,

A decision has not been made conceming your request for a waiver of fees. We will be corresponding
with you concerning lhat request in the near future. in the.interim, we are providing you with the enclosed documents,
Pursuanl lo the Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cenls per page for
duplication. No fees are assessed for the first 100 pages. If it is determined that you do not qualhiy for a fee waiver,
duplication fees will be assessed accordingly.



