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1.0 CERTIFICATION RESULTS 

!U) $8} Based on the certification review of the DCS 3000, several significant information assurance deficiencies were found. 
These findings are based on document review, interviews of both system administrators and users, and actual testing. 

(U) Since time limits prevented thorough testing of the DCS 3000, a sufficient sampling was made to draw conclusions about 
practices, capabilities and deficiencies. Tests were performed in priority order taking account the sensitivity of information contained 
therein and the importance for immediate continuity of the system in a time of crisis. 

(U) $ $ The major deficiencies were in the areas of I 

(U) All of these deficiencies indicate a lack of proper infrastructure for the information assurance of the DCS 3000. Some of 
these are a direct result of the certification testing, and others are a result of interviews with both users and system administrators as 
well as review of existing documentation. 

1.1 Testing Constraints 

(U) Security should ensure that procedures, policies, and practices are in place to ensure data confidentiality, integrity, and 
operational availability of the DCS 3000. 

(U) With the exceptions noted in the Section 3.0, all tests were performed in the test environment. In addition to the 
certification and accreditation team members present at the tests, test team participants included the CSSO, lechnical project manager 
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and program sponsor. Test dates and participants are listed in Section 2.0 of this document 
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1.2 Major Findings 

(U) Numerous findings have been identified for the DCS 3000. These fall into both the technical and the policy/procedural 
areas. The following sections summarize the major findings. 

1.2.1 Technical Findings 

*********CAUTIONARY REMARK********** 
Suggestions for mitigating changes are included in several finding descriptions. The system owner/administrator must 
assume full responsibility for making such changes correctly. Before making any changes, the system components should be 
completely backed up. The suggested changes should be researched to determine if there are more current fixes available. 
Caution is advised as to the proper order in which the changes are made, as they are usually not independent of each other. 
Finally any changes should be made in compliance with current configuration management guidelines. 

(U) The following tables briefly summarizes the technical findings: 

August 27, 2002 

(6) 

F 



System Security Plan (SSP) 
DCS 3000 
Appendix F - Pre-Test Results and Finding 

1.2.1 Technical Findings 

(TJ) JSJ The following table briefly summarizes the technical findings. These findings are serious and numerous. 

.Not i 

DISASRROSScai t 

'•(U) VS-03 AuditTxt 

b2 
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2. W, VS-03 Files.Txt 

3.m-j£ VS-03 Registry.txt 

4.C) VS-03 Accounts.txt 
Users.txt 
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ISS System Scanner 
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h 
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Set permissions as follows: 

jkey is set 

VS-01 Workstation 
Vulnerabilty Report 
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(U) The following table briefly summarizes additional technical findings: 

CISCO Secure Scanner 

urn-

2 mi 

X> 

dr 1 

NS-CS-01 

NS-CS-01 

CSS Vulnerability 
Report 

CSS Vulnerability 
Report 

Operating System Manual Testing 
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1. ttJ> & SI-03 Refer to page 23 of this 
document. 

1.2.2 Procedural/Policy Findings 

<rj) • $*0 The following list identifies the policy and procedural findings: 

None found. 

2.0 TEST SCHEDULE 

(U) Testing was scheduled to occur between August 22,2002 and August 23,2002. Data entry, analysis and final editing of 
this document occurred between August 27,2002 and August 31,2002. 

(U) The following table lists the test script groups and the dates that testing, results recording and analysis was completed for that 
group. 

(U) 
'lust Script \nd Result Kiln 

DISA Windows 2000 SRR scripts 

ISS Vulnerability Scan (System) 

CISCO scanner software 

1 csting Completed 

8/22/02 

8/23/02 

8/23/02 

KrsulU f \IMKMKI 
Recorded C omplett d 

8/27/02 

8/27/02 

8/27/02 
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3.0 TECHNICAL TESTS AND TEST RESULTS 

(U) The following pages describe the actual tests performed. The tests are grouped as in the previous table. The order of the 
groups is essentially the sequence in which they were performed. 

(U) Each test case includes a Test Description, the relevant Requirements, the desired Test Preparation, a table of Test 
Procedures and Results, and Analysis of Results, and finally a Pass/Fail table. 

(U) Several test cases used automated vulnerability scanner test scripts. The results of these scans provide the detailed 
vulnerabilities, i.e., those specific items that must be fixed by modifying the system or determining the history of prior changes. 
These detailed results are the basis for several of the major findings reported herein. They are not included in this document, as they 
are directed towards system administrators whose job it will be to make the DCS 3000 adequately secure. However, they are 
available on request They include: 

1) (U) Security Readiness Review (SRR) scripts, Windows 2000 .est results and iindings 

2) (U) ISS System Scanner test results and iindings 

3) (U) CISCO SYSTEM scanner test results and Iindings 

4) (U) Manual test scripts and iindings 

(14) 



System Security Plan (SSP) 
DCS 3000 
Appendix F - Pre-Test Results and Finding 

BANNERS AND LABELS TEST SCRIPTS AND RESULTS 

(U) Test Case BL-01: Test for Standard Security Warning Banner 

(U) Description: This test determines if the standard security warning banner appears prior to login on both servers and workstations. 

(U) Preparation: The system administrator shall send a system alert message to all users to save work and logout to allow testing. 
All workstations attached to the system network must be powered-up. They should not be logged on. 

(U) Procedure: 

Sup 

1 

PrfH.'1'duru 

Press CTRL+ALT+DELETE keys to 
unlock the console (if locked) and to 
initiate the login process on the Primary 
Domain Controller. Login using a valid 
user ID and password. Logout and lock 
console. 
For each of a sample of workstations 
using an NT-based operating system in 
several locations, power up and press 
CTRL+ALT+DELETE to initiate the 
login process. Login using a valid user 
ID and password. Look for the warning 
banner. Shutdown. 

Expected Outcnme 

Standard warning banner should appear at 
a point prior to login. 

Date Tested 

8/23/02 

Acluul Ouleume 

As expected (The standard FBI banner 
does exist.) 

rUI Pass/Fail: 
Requirement Pass/Kail <'niruitcnt 
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