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fife #I-31-M03) 

.Precedences ROUTINE 

•ifoi O p e r a t i o n a l T e c h n o l o g y 

Security. 

Bates OS/2/2006 

Attn i 

Attn s 

Froms S e c u r i t y 
I n t o r r n a t I f " a•»«-,{vayt.-̂ mty-5.~ f̂.au -̂'S t a t i D B / g g ¥ -
COAtOCt* | | .202-| | 

Approvftti Bv ± I 

' © r a f t e d By? 

£*y; -&ij&yJ}-£-v<i-

HiliE 

• ? ' / K IS; #$ 319U-HQ-1487677-SECD.*- ^ / c 

Tifeles IT SYSTEMS SSCUEITY. EISK ANALYSES 
IMPORC-lliTIOM ASSURANCE SECTIOH (IAS) 
ACCREDITATION UNIT <AU) 
Aî iiiC?Ji JiAiiiJri• v,r-C.3,l-n-<iPyCr I. J.Offl S Y S I Q K js0wG iO>w'S**3000 f-

SECURITY O-mHACTESISTIC-AND TIER LEVEL 
DESIGNATION FOE DCS-3000 

f-DUi 

si Designate tins 3CS-3000 Tier Level, l<S©de of 
Operation., determine the Confidentiality, integrity* 
Availability. Levels-, Boundary description, .and name the'- key 
Certification and Accreditation' Team Members.. 

j&dmisttiiFfcrA'fciv** BCS.-38'OO Accreditation Botmdary Diagram, 
Sated 05/1/2-G06. 

Details* As- a :ra€rult -of correspondence andrneetirigs with the 
Accreditation P.epreseiicat ive-j Information System Security 
Managerj inrcirmatical System- Security Officer, Certification 
Rsgir̂ sfitfsfcafcive, the. DCS-3'000. Program Manager and Systems 
Administrator, the -fol'Iowi-nci security characteristics and Tier 

.The Levels.of Concern (LoC; are MeeiiasEti for 
Confidentiality,' Medium for' Integrity, ®,nd Medium for 
Availability. 'DCS-3000' is & Sensitive but "Jrielaaaified (SBU'J 
system, operating in the. System' High Mode of Operation-. The: 

ALL DIFOEHATION COBTAIBED 
HEBEHST IS DECLASSIFIED 
DATE 05-29-2007 BY 65179 DHH/TAH/KSR/JE #1056287-000 



TOE Operational 'lejchraologv From; Eecuri tv 
Re s 31911- HQ -1481611 - SSCD, ' 0 $j 2/2006 

with the FBI Cer t i f ieat ioi i . and Aeer&difcati'Gii Haiidtoo6k. 

The l l^g^QtS-appl ica t ion eruit^'was deygioped 'to 
a s s i s t L&W &fd5faiiliijf't;'n:S§e3i.qi©s {LEA} 'wfcfch, <?e4î <£feS,rig and 
processirig dacis for court-ordered ElesfcroRie Siirv&illsaee 

I 1 
The DCS-3CI00 app i i ca t ioa smite c o n s i s t s of -five {S> 

eompoaeat appl-ieatsioas' r es td ipg on one- or saore works t a t iotas, 
Th& coffi©on©Bfc.s of 'the DCS e-uit© used .to support a p a r t i c u l a r 
reiqiiireseitt depend siaoii t he type p£ s-orveillazifce t o be 
csaauctedj the- switch, prcr-ridiaig the data* the 
t^lecoiwinsicat ipss se rv ice provider? -&Rd, ava i l a b i l i t y "of 
ggtlipffiaH-fc &fc £-ta<8 f i e l d O f f l £ i < 

The Ce r t i f i c a t i on and- Accredits ticsc Team. Meniiers 
a r e : 

System' 0%saeri: 
Information Systetfi Securi ty Officer3 
SystEis Administratori 
Information gystsm Sfccsurity Haj^ger:. 
"Cert i£ i c a t ioa Representst iv« s 
Accreditation- •Efecreseatati^eE 

b 6 
b7C 



To.: Operational -Technology From: Seeuritv 
Re; 319U-H0-1487S77-SEC35,- OS/2/2006 

LEAD is) 3, 

Set Lead Is (Info) 

Notify the XSSM If. there are any changes to 1X3-3000 
that could impact its designation of th® Tier li®v©lr L«y©l0 of 
Concern., Mode oS Operation and .accreditation boundary. 

Sat Lead 2± l̂afcs) 

SECURITY 

for information only. 

GC* I I b 6 

b7C 
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ALL IHFOKHATIOH COHTAIHED 
HEEEIH IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179 DHH/KSR/KK 



Iwv, S^SkJCWJ) 

Precedent e s R0UTIHE 

To-, Operational Technology 

S e c u r i t y 

0 S / Q 1 / 2 Q G 6 

Attain 

From? S e c u r i t y 
irrn/aPYrS F-501 

Ap#rav#& By ££•$ e*jFj-f*#*l 

:mlm 
<t*z. 

• a 

b 6 
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.Case ID # t 3lSli~-HQ"A14e?£~7-S£CD J&^AAJ^ ""^^ 

T i t l e * IT SYSTEM SBOJftrTY KISK: ANALYSES 
IMFOSMATIOI? ASSURANCE SECTION (.IAS) 
ACCKBEbrTATfOaSt. UHIT (AU) 
ACCREDITATION DECISION: fiRANT APPROVAL 
TO'OPBRASS (AXO-J WITH COStDITICPS FOE DIGITAL 
;COLLECTIOS SYSTSM 3000 (DCS-3000) 

S y n a p s i s s G r a n t a n &TQ w i t h c o n d i t i o n s ; for D'CS-aOOO foa 
p e r i o d .of 3 y e a r s - . 

S e f e r e m c e s 313D~HQ-~-A14S.7S77~SS-CD S e r i a l .3 00 

A d m i n i a t r m t i v a s R e f i e r e a c e s ; 
(l.'j-Syst.em S e c u r i t y P l a n $£SP) , d a t e d : 0 4 / 2 8 / 2 0 b S ' 
(.2) S e c u r i t y T e s t .Report.:, d a t e ' 0 5 / 2 6 / 2 0 0 6 . 
(3) Risk-. ManageiTgsnt Ma t r i x . iSJf*?} ,' d a t e d 0S/0 .1 /500S 
f 4 ) R i s k ' Kaaasjerrieat P l a n imP).r d a t e d 06/.01/20-06. 
£5'}Plan' ox Ac t iox i a a d M i l e s t o n e (POA.SMJ , d a t e d 

•CM?/ 0 1 / 2 0 0 5 

J D e t a i l ^ s The: s e c u r i t y £ d v i s i o n 1 -s A c c r e d i t a t i o n .Din.it iMJ) eos iducSed 
a revie-v^ of- t h e ' Q & r t i f icat i 'Oft Documen t s , r a f e r e a c e a b o v e , f o r t h e 
DCS-30'0-0 in - a c c o r d a n c e w i t h t h e r e q u i r e r a s r i t s s e t : f o r t h .by s r a r e a u . . 
D e p a r t m e n t a l , •SSafcional p o l i c y , «u,id t h e FBI C e s r t i C i c a c i o a a a d 
A c c r e d i t a t i o n Handbook . The D e s i g n a t e d A c c r e d i t i n g ' A u t h o r i t y ( D M ; 
g r a n t s axs ATQ w i t h c o E d i t i o r s s f o r a p e r i o d , o f 3 y e a r s s t a r t i n g on 
0 6 / 0 1 / 2 0 0 6 a a d e x p i r i n g : - c m 0^ /01 /2QQS, 

ALL IMF0RHATI0H C0HTAIHED 
HEKEUT 13 DECLASSIFIED 
DATE 05-29-2007 BY 65179 DHH/TAH/KSR/JB 

http://Din.it


To.: Operational Technology Proms Secrur.itv 
Re: 319U-HQ-A14876:77-S'BCB, 06/01/2006 

The .accreditation boundary of the DCS-300Q includes the. 
UCS~3;Q9Q application suits that consists of five (5) component 
applications residing on on© or mare workstations. The componantiS-
?*•.•& ^Ktfa TV^C eft!.'i -i"£t *ta&zjrt *nF1' £t*fcv*.**».r'->,v3- a 'nft**""f' :* r*̂ 1*"̂  ftl" T'-P*** -̂*!̂  •H-^ht^at'iS" r ^ ^ f ^ n - * ^ 
<M*X.- l * X j . w ^-rH~ :t? S^\MM L* -w- Lb£>v*bi« b y £> id. str Xjry»-.i* IM wl Jjtr54.li. *M'tOtS* •wi..niC3th. tit. W i ^ y t - j k tit. *ttiu:ni»t4iiif SA-st' .^"'t.t itU'tit 

upon the type, of -stiryeillance to be conducted,, the switch providing 
the data., the telecwTmunicatiohs service provider, and availability 
of. equipment at the1 field office. 

The:-DCS-3-0CC Is operating at the Sensitive But 
Unclassified level: i« the -System-High mode of operation. The system 
"BMB been designated as Tier 2 system that- operates at a Medium- level 
of concern {LoC3- fox Confidentiality, Integrity, and Availability« 

The foliaisiifig Bisŵ ari.5r.es the risks associated with 
Management:., -Operational, and Technical controls of'DCS-3000. 
•Additiorsal details aire contained in Eisk Management Blan (IMP)', 
Reference HI t 

jfeiagigemfimt Controls-8; S?o open Management control 
vulnerabilities were identified within this previous EMM'; however., 
during the security review it was discovered that the system-had;.not 
undergone a full -security asses anient in over 4. years. Therefore, it: 

is recoismended the system undergo a full security aeeessts-eht within 
ISO days, 

Operational Controlss Although the- previous fiMM identified 
no reT^aining vulnerabilities• with-in this control, it was- identified 
during the security-.review .that' system security documentation 
contained' discrepancies -that needed to. foe addressed- Ifeese 
discrepancies' have been documented within: the -DCS-3,000 'SSP Errata 
' sheet , 

Tetsteaic*! C&sfcsolst Only two vulnerabilities remain within 
this-area, Vt^nsrabllity #5, ha.s been deetsed. accepted risk. 
Vulnerability #7 is beting- researched' by the system owtiex and has. 
-been addressed within the POA5M., Reference CSV, 

In. conciue-ioia-j Maed- on the findings of 'the security - review and the 
defined sd.-9rat.i0n plan, in addition to the existing' mitigations as 
. identified''in FOAM* the Accreditation Unit recommends an'-Approval To 
Operate for- 3 years with -the following conditiona-i 

1, &• -full security assessment i>e .cotRpleted within IftD 
days to-ensure appropriate security-controls, have beea isapiepeRted. 
that address' changes', in the. architecture that have occurred. 

2.. All, vulnerabilities be successfully resolved or 
mitigated within the ISO' day period.-

2 

http://Secrur.it
http://Jjtr54.li
http://ri.5r.es
http://sd.-9rat.i0n


To: Operational Teehnol&gv From: Securitv 

. Failure to meet theae conditions will result invalidation 
of: this ATO ana require full re-certification and r«~aeereditatioa 
of .the DCS->3000 *y«t*rn. 

.Any manor change(3) to DCS--30O0 shall .be brought to th«r 
attention of the- information. -System .Securifey Manager CI-§SM}.. 

3 



TOi Operational Technology Proms' Security 
Se: 315U-HQ-Ai48?S??-SE€D'i 05/01/2006 

C,I3M>LS) : 

Set Lead It (Action) 

OPERATIOHMi TECHNOLOGY 

C o o r d i n a t e - w i t h ISSM to . r e s o l v e o u t s t a n d i n g POA&M a o t i o n d 
and c o o r d i n a t e fusil sscnjirtty assessment Of UK* DCS-3000. I n 
a d d i t i o n , - i f tnajor efcarsgeg « r s made t.o t h e sys tem c h a r a c t e r i s t i c s 02 
. a c c r e d i t a t i o n , boitadary d u r i n g t h e ATO p e r i o d , p l e a s e n o t i f y t h e 
I n f o r m a t i o n System Sa'c-arity Manager flSSM) . 

B®t Lead 2 s (X&£b} 

j*r w&saiMaKaa, D C 

Coordinate, with System Owner to resolve" oatstandiag POa&M 
actions asd. set. up full svsteia security assessment, .Report- status 
of POA&M to Aecreditatioti tfcit. 

CCi 

b6 
b7C 
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