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Case ID #: 315U-HQ-14

Tiple: 10 SYSTEME SECURITY RISK ANALYSES
IHPORMATION -h*hﬁﬁlub SECTION {IA8)
ACCREDITATION 12IT (AU
DIGITAL COLLESTION ngTE% 10060 (DOS-3000)
AﬁLn“ﬁITéTIu DESISION:

SECURITY CHARACTHERISTIC AND TIER LEVEL
DESICGNATION FORE DOS-3000

Synopsis: ﬁegign&te the D{Z-3000 Tier Level, Mode of
Operation, dastermine the Confidentiality, Integrity.
&vailaﬁilitv tevels, Boundary description, and name the xev
Certification and Aa&:&aitatzar Team Members.

Adminietrastive: DUS-I000 Acsoreditatlon Boundary Diagwam,
dated 08/173008,

Petalle: carrespondence and meetings with the
"Acorsditat ive, Information System ﬁ=ﬁu*lhy
Hanagsr, N "-‘a"'L'” £y :u_}:ﬂ_c&r, f:LILJ_::LFEl'lQ"i

Raeprasenkbal s Frogram Manacger and Svetemn
Aadmind 3 atmrity oharacteristiocs and Yier

gLy &
Leavel have b 0l agresd wpon.
The Levels of Concern (LoC) are Medium for
ialivy, Medium for Integrity, and Medium for
t-. DoS-3000 18 & Sensitive bubt Unclassified {8BI)
rating in the System High Mods of Operation. ”hé

A

ALL INFORMATION COWTAIMED
HEBEIN I3 UNCLA3IIFIED
DATE 05-22-2007 BY 65172 DMH/TAM/KSR/ATR #1056287-000
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The QPa 3980 application guits comElBtE of £ ive {5}
ﬁﬁﬁpﬁﬁ&ﬁt applications residing on one orf more workstabtions.
Tha components of “he BOS suite used bo auyy&rt a particulsr
*aqulramhrt depend upon the type of surveillance to be
uwﬂﬁhu»&ud the switch yw?*laln the uaba, the
cEizcommnications seyvics pv@vxﬁer and svsilsbility of
aquiphent ah the field office

The Cerfificarion and Accreditstion Tesm Morbers

S
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Inlors harzﬂﬁ System FeoUTIT %&nagmr:
Cercification Pa@r539ﬂ35t1¥
Acursdication Repressntative

b6
b7C

foa

b2
bTE




To: Operationsl T

Technelogy From: B&curiey
Re: 319U-H3-1487§77

~SECT:, - D5/272008

¥

PGSR .20 [
Notify the X

fhat could impact dis

£ there sre any changes to DOS-3004
nation ¢f the Tiey Level, Levelsg of

and agoreditarion boundary.
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RCS-3000 Accreditation Dlagram

DCE-3000 Acereditation
Bousizry
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 0g-01-2007 BY 65179 DNMH/KAR/TK




iRt §1-31-3003)
Precedence: ROUTINE Date: 06/0172008
To: Operational Techaology Abtn:

Semuriny Attns

Foomz  Seous
1““**mﬂ+l
Contact:

hoproved By:
Drafted By:

Case ID #: I13U-HO-Ri1EBTE77-8

Ticier [T “¥b”$ﬂ SR daImf RISK ANALYSE
THFORMATION ASSURANCE SECTION ,Aﬁﬁ
ACCEEDTTATION UNIT A
APCREDITATION DECISION: GRANT ADPROVAL
TO OPERATE (ATD) WITE CONDITIONS FOR DIGITAL
SATIRATION SYSTEM 3000 (DOS-3000)

Bynopeis: UGrant an ATO with conditions for DOS-3000 for a
pariad of I vazrs.

Rafarence: 119U-HO-AI4876877-8ECD Serial 360

Adminigtrative: HReferences: S
{3§Sgsyar Securicy Flan ’SnP} dated 047/28/2008
{¥i@ecurity Test Report, date OB 282008
{3:Rink May agem&n: Matrmw iR} . dated 06/031/2006
{4}Risk Managsment Plan (EMP), darsd ﬁﬁfsagaﬁﬁ&
(3}Flan of Bction and Milestons (POASM), dated
NEFOL1F2004

Detailis: The Security Ddvisicnts Acersdidation Undv {0 dondyoned
g review of Dhe Tertii 1ﬁarloa Dozuments, raisrence above, Ffor che
DES-30048 in adseordanss with the reguirvemesnts seb Lorih by Bureau..
§E§artméntalg~‘atianal policy, and ﬁhe FRY Cerbificarion and
Acereditation Handbook. The 3&alq ted Acorediting Authority [(DAR:
grante an R*Q.ﬂ“tk conpditions for a pEllOd of 3 vears starrting on
GESOL/200E and supliring on DESOL/Z003,

ALL INFORMATIOM COWNTAINELD
HEBEIN I3 DNCLASSIFIED
DATE 05-29-2007 BY 651792 DMI/TAM/KSR/JB
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To: Operatipnal Tedhnology from: Security
Re: 219U-H0-R1487877-85CD, 96/01/2008

. ccraulbablma poundary of the DCS-32606 inciudes the
DOZ«3444 agplication suits *ﬁa* conaists of five {8} cowmponent
azpl:aa”lcns residing on ong OF move workstations. The componentsa

=
af the ZOE gsuite used Lo SUPROTL A particuiar reguirsment depand
&
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apen The type of surveillance to be conducted, the switch providing
the data, the telecoumnmicationz meyvice providey, and availlabilicy
£t

of sguipment at the field office.

_ The DOS-3000 1e opevating af fhe Benmitive Bub
Unclassifisd level in the Syvstswm High node of operaiion, e RysTan
has besn designsted gs Tier 2 EYELEm that operates at a Mem&um lewsl
of conoern {LTafl for Confidentiality, Integrity, aaod Availability.

The following summarizes the risks associated with
Management, ”Bifat_ﬂraL, snd Techuical coatrols of DOS-3000.
additional debails are contained in Risk Management Flan (EMP),
hefereéncs {4]

E23 f

ﬁﬁn&g&m&mﬁ Contioig: No open Managemsnt oontrol
vulnersbiliciss WS i ified within the previcus R howers,
during the saourity review i wes discoversd baz the gygstep had oot
undergone = fuﬁ&_aecurzzy assaggnent in over 4 vears. T?aré:am“; it

18 recompended the system undergo & full security ssbebsment within
180 dava.

Cperational Controls: Although the previcus RMM idencified
ne remaining vulnerabilities within thig control, it was identified
during the security review that aysten s&cgrity‘ﬁ@c umentation
contained discrepancies that needed to ba addressed ?hasa
digerepancies have been documented within the DOS- 3% G B8P Brraca
Sheet.

Technieal Contrzols: Only £wo vulnerabilities remain within
chis area. vntxﬁrahi1iﬁy 4% haz been desmed accepted risk.
Vuln&*iﬁlllt; #7 iz being ressdyvched by the syeiem owiey amd has
‘heen addresssd within the POASM, Refzrence {(B),

In sonclusion, basged on the Iindings of the gecurity review and the
defined migration plan, in addition £ Uhe axisting mitigations as
didentified in POAM, the Accrsditaticn Unde recommends an 3pproval To
Opsrate for 3 years with the following comditions:

2% %

. A full mecurity sssessment be complsted within 188
davs to ensure &ppr“px:aze seﬂur;uy counbtrols have bhesn ;mplamantgé
that addresg changes ip the srchitecture rhat have coourred.

, 2. &EZ}?‘ nerabilicies be sudcessfully resslved oz
mitigered within the 182 day period.
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Tz u§ﬁra:1cna¢ Tecnnology From: Bescurity
Rer 3313U-HR-AI487877-88CE, 98/0172008

. Faildre teo meet theae conditions will result invelidation
of thiz ATC and reguire full re-certification and re-aceredizasion
of the DOS-3000 syatem,

Aoy major changeis) to DOS-3000 shall be brought to the
attenticon of fThe Information BysTen S&ﬁur by Manager {IS5M:,




Tos perational Technology Proom:  Security
Re: 315‘?11‘ ~HU-Bl4B87877- kEu.z, BB/1/2008

LEBD(s):
8Set Lead 1: (Action)

CEERATIONAL TECHNOLOGY

e e

IEEH te resclve outstanding »’CA&H acticne
and :&arﬂx“at& £:11 mecuvity assessment aof rﬂﬁ m€$~<ﬁ in
&dditlau, 18 mador changss 2rs pade to the aysten gqaract:riabi-a oz
coreditsbion botndsry Juring the ATO p&rﬂsd please notify the
Iafarmtluz: Bystem Escurity Hanager {(I3SM).

Set Lead 2: (Info)

AP WABHINGTON, DO

'Cﬁﬂfﬁiﬁatﬁawith System Owner to resolve outstanding Paa&ﬂ
actions and s=i up full sysiem Becurity assessment. Report stat:s
of POAEM ko &aer&azta“*ar Tnie,
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