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Goals and Obijectives

() Purpose

The ISTIC is an introductory course on
CALEA intercept techniques and
procedures. Upon completion of this
course students should have a basic
understanding of the CALEA Paradigm
and specific training on the
implementation of CALEA pen register
collections utilizing the DCS 3000 suite
of applications.
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Background

TTTTT

The Switch Based Intercept Team is
responsible for the development,
deployment and maintenance of telephone
switch-based ELSUR capabilities

DCS 3000 is the current interim solution
used by the FBI

Goals and Objectives

The FBI is investigating and deploying other
options from outside vendors




Goals and Obijectives

) Goals and Objectives

Educate TTAs on:

* Technologies utilized, FBI equipment needed,
connection information for service providers,
DCS 3000 application hardware, operating
system, and infrastructure needed for
implementation and maintenance

» Current issues affecting ELSUR operations

Enable “graduates” to implement and
maintain switch based intercepts in their
field divisions with specific training on the
DCS 3000 system



Interim Solutions For Telecommunications Intercepts Course

Engineering Research Facility
Quantico, Virginia

August 10 - 19, 2004
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PURPOSE: This course is designed to reduce the demands placed on TICTU by
establishing a cadre of interim solutions subject matter experts

BACKGROUND:

« TICTU responsibilities include the development, deployment and support of advanced
interception applications to FBI field office throughout the country.

+ TICTU has provided similar support, on request, to other federal, state and local agencies

+ DCS-3000 is the current interim solution used by the FBI as the FBI continues to investigate
other options.

DILEMMA:

+ There has been an increase in requests for assistance from agencies outside the FBI due to
the increasing popularity of PCS service in the United States.

+ The volume of support requests threaten to interfere with the primary functions of TICTU:
—~ Providing support to bureau field offices, and
~ Conducting R&D to keep pace with evolving technologies

COURSE GOALS AND OBJECTIVES:

+ This course was designed to help reduce the number of request for assistance, thereby
allowing TICTI to concentrate on its primary responsibilities
+ This course will provide information on:
- Personal Communications Services
— Technologies utilized by service providers
— All aspects of the DCS-3000 application, including the hardware, operating system and
infrastructure necessary to deploy and maintain it
~ Current issues affecting ELSUR operations

*  “Graduates” will be able to fully support their own DCS-3000 installations

+ Attendees may be called upon to train counterparts in neighboring and/or related agencies
in subsequent DCS-3000 deployments. Demands will be reasonable

Only through this educational approach can TICTU continue to provide the level of
technical assistance requested by agencies outside the FBI

ALL INFORMATION CONTAINED
HEFEIN IS5 UMCLASSIFIED
DATE 05-24-2Z007 BY 55179 DMH/TAN/K5R/ cb



» Interim Solutions for
/ Telecommunications Intercepts

ELSUR / Service
Provider Cooperation

b6
b7C

ELSUR / Service Provider Cooperation

ALL INFORMATION CONTAINED |
HEREIN I5 UMCLASSIFIED i
DATE 05-24-2007 BY 65179 DMH/TAM/KSR/chb Senior Consultant




ELSUR / Service Provider Cooperation
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’ % Web Site on LEO (Continued)

Resources
« DCS-3000

 Manual
 Release Notes

* Reference Materials
» Carrier-Specific ELSUR Material
* LER Guides/POC information
» CALEA Worksheets/Fax Coversheets
« CALEA Data
* FCC License Information
» Course Materials
* ISTIC
* Regional Training Seminars

ELSUR / Service Provider Cooperation
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Packet Assembler / Disassember

..................... CALL DATA CHANNEL
CALL CONTENT CHANNEL




NORTEL DMS - 100/500/MTX
CDC Delivery P7E
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FBI

Intercepts Process
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Overview

Define Carrier & Law Create IP Address
Request / Install | Enforcement Site .| Scheme & Port/Socket
DCS-3000 Software
Requirements Numbering Plan
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Gather Carrier
Information

identify / Procure
Hardware and Software

Install Monitoring
Facility Hardware and
Software

¢
¢
\

Create Interconnection
Plan / Review with
Carrier

Identify / Order
Interconnect Circuits

instafl Carrier Facility
Hardware
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Test




Intercepts Process

Request / Install
DCS-3000 Software




“) Request/Install DCS-3000 Software

FBIG:

R
TIEFU

* Request current copy of DCS-3000 software
from ERF

* Follow authentication procedures to install
software

Intercepts Process
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Intercepts Process

FBIG

Gather Carrier
Information

Intercepts Process




Intercepts Process
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Define Carrier & Law
Enforcement Site
Requirements

Intercepts Process







