Data GCollection System [(DGS) 3000

The DCS Client application was developed to enable Law Enforcw__l
(LEAs) to collect data for Court-approved surveillance operations.
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The settings and functions of the Client are presented in the following sections:

Working in the Client Window
Setting up a Collection

Setting up a Specialized Collection
Establishing a Connection
Modifying and Removing Warrants
Monitoring and Recording Calls
Storing and Printing Target Data Files
Suspending Target Surveillance
Shutting Down the Client

Client Hotkeys

Quick Steps
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Working in the Client Window

This section covers steps for working in the Client window. These functions are found
under the Edit, Search and View menus in the Client’s main window:

e Changing the Display

e Clearing the Screen

e Using the Find Feature

o Selecting and Copying Data

Using the DGS Client 33 luly 2005
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Changing the Display

Location:

b2 a
b 7 E Targat Hama:
Target Number:
DCS Call Humber:
:DCS Berwer Name: DefaultServerNane
‘DCS Connection Name: JstdConnection
CALL ORIGINATION
ASC Call Number:
Date:
Time:
Calling nunbexr:
Callad number:
Location Area Coda:
£.0.1.1imnon.. Ko
b2
b6
b7C
b7E
Finure 3-1: Client Window With Detall, Summary, and Targets Sections Displayed
b2
b7E
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b2
b7E

b2
b7E

To show or hide message details:

Location:

Taryget Name:
b2 Targert Numher:
DCS Call Humber:
b6 DCS Sarver Hama:
b '7 C DCS Connection Name:
CALL ORIGINATION
b 7 E NSC Call Number:
Date:
Time:
Calling number:
Called number:
Location Area Code: I I
IR R Yy B 2 S OOOROOUOPNOOROOOOONORIO e T T T T O e T
2. To hide the Detail section, repeat Step 1.
To show or hide message summaries:
b2
b 6 Test Phone
Test Phane
b7¢C Test Phone
b7E
2. To hide the Summary section, repeat Step 1.
Using the OCS$ Client
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b2
b7E
To show detailed information in the summary window:
b6
b7C
b2
b7E
b2 1.
b7E

b7E
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b2
b6
b7C
b7E

b7E

To show or hide targets:

b2 5
b6
b7C
b7E
owiteh and Workstation Options™ section of
Chapter ..
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file:///switch

To show or hide the HKotorola Call Select window:

1.

b2
b7E

™. Note:

b2
To view the Bull’s Eye information: b7E

b6
bicC
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b7E

b6
b7C

b2
b7E
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. Note:
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Toview the log files:

1.
b2
b6
biC
b7E
2.

b2
b6
b7C
b7E
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b2

bTE To clear detail messages from the screen:

To clear summary messages from the screen:

b2
b7E

Using the DCS Client 31 July 2005
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Using the Find Feature

b2
b7E
To search for a word, numhber, or phrase:
1.
b2
b7E
2.
3.
4,

Using the DCS Client 312 July 2005



Data Coliection System (DCS) 3000 User Guide

b2
b7E

b2
b7E
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To copy a text selection:

1.
b2 2.
b7E
Note:
To copy all text:
1.
2.
b2
b7E
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Setting up a Collection

Data Collection System (BCS) 3000 User Guide : ]

Procedures for setting up the Client to perform surveillance are included in this section.
Steps for setting up the various types of collections are similar for Pen Register, Title 3,

and Cooperative Warrants. |
|
To set up a Pen Register, Title 3, or Cooperative Warrant collection
Using the DGS Glient 315 July 2005
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Pen Register Collection

b2
b7E Call data

Figure 3-2: Data Flow - Pen Register Collections
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Configure the Client

b2
b7E

To configure the Client for Pen Register Collection:

b2
b7E
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9.

b2
b7E

Using the OGS Glient 318 July 2005
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Enter the Warrant

b2
b7E

To enter a Pen Register warrant:

b6
b7C

Using the DCS Glient 318 luly 2005
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b2
b7E

b6
biC

b2
b7E
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7 Tuz Wed Thu Fn Sa
2 3 4 5 6
g 10 11 <& 13
i6 17 18 139 20
23 24 %5 26 27

A
b2 Today: 571172004
b7E
Sun Mon Tue Wed Thu
R S SRS . |
5 6 7 8
12 13 14 1% 16 17
19 20 21 22 23 24
26 27 28 29 30
b2
b7E
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b2
b7E
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b2
b7E

b2
b7E

Using the NCS Client 3-23 July 2005




Data Gellection System {(DGS? 3000 User Guide

‘» hote:

b2

b7E
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Title 3 Collection

Figure 3-3 displays the data flow for Title 3 collections.

Connect to Server No
b2 Yes Call
data
b7E | s
~"
Call content
Law
Enforcement
Agency
Audiotape
Figure 8-3: Data Flow - Title 3 Gollections
Using the DES Cllent 3-25 July 2005
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Configure the Client

To configure the Client for Title 3 Collection:

2. Select File, Configure.

b2
b7E

Using the DGS Glient 3-26 July 2005
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b2
b7E
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Enter the Warrant

b2
b7E
b6
b7cC
b2
b7E

b2
b7E

Using the DGS Glient 3-26 July 2005
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b2
b7E

bo
b7cC

b2
b7E
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'th-ian |. t
: 2 3 4 5 B
b2 3 10 11 4B 13

1 17 18 19 20
b7E 23 24 % % 27
R

571172004

Sun Mon Tue Wed Thu Fu  Sat
oo oW w123
4 § 6 7 8 9 <

11 12 13 14 15 18

18 19 20 21 22

»H 6 27 28 A

Today: 5/1172004

b2
b7E
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b2
b7E

b2
b7E
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b2
b7E
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Gooperative Warrant [CWW] Collection

b2
b7E

“ L Call content
Yes =< -—|

N |J ( No
Cal cata Ves No Yle)
b 2 I—' Call data —
b7E |-><

e Cell con’ent

Figure 3-4: Data flovs - GW Gollections
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Configure the Client

b2

b7E 1 |

To configure the Client for CW Gollection:

b2
b7E
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b2
b7E
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Enter the Warrant

b2
b7E

To enter a CW warrant:

b2
b7E

Using the OGS Glient 337 Juiy 2005
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b2
b7E

b6
b7C

b2
b7E
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Sun Mon Tue Wed Thu Fn Sat
1 2 3 4 5 6
g 9 10 11 «& 13
15 16 17 18 19 20
2 23 24 % X% 27
29 3@ N i

b2
b7E
hu Fri Sat
TS T D 1 2 3
5 6 7 8 9 #0»
M 12 13 14 15 16 17
18 19 20 21 2 23 24
2% 2 27 28 23 30
b2 Today: 541172004
b7E

Using the DES Client 3-38 July 2005



Data Gollection System (DCGS) 3000 User Guide

b2
b7E
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b2
b7E
—1 I
bo
b7C
= _Note:
b2
b7E = Note:
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b2
b7E

. Note:

b2
b7E
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b2
b7E
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' ' '
r ~ ly

At times, it is necessary for the Client to interface with outside applicati
on_specialized networks or to utilize specialized tracking features. |

b2
b7E

rouredsy |

Using the DCS Glient 344 July 2005
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To configure a connectionto aj lanplication:

nt

b2
b7E

Using the DGS Glient 3-45 July 2005



Data Goliection System (DGS) 3000 User Guide

b2
b7E

b2
b7E
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=

b2
b7E

Figure 3-7DWIndow
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b2
b7E

v
-

The following steps are covered in this section, which allow the Server to receive the
appropriate information regarding the target and enable surveillance to begin:

Send Target to the Server
Connecting to the Server
Connecting to the Switch
Request Target List

Using the DCS Glient 3-48 July 2005
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Send Target to the Server
i
b2
b7E
The following steps are required for the Client to manually forward or send target(s)
to the Server:
To send a target to the Server:
b2
b7E
b2
b7E

Using the DCS Client 3-49 luly 2005
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b2
b7E

Using the BGS Glient 3-50 luly 2005
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Connecting to the Server

b2
b7E

The following steps are required for the Client to manually connect to the
Server:

To connect to the Server:

b2
b7E

b2
b6
bicC
b7E

. Note:

Using the DGS Glient 3-51 July 2005
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b2
b7E
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To connect to the Server after previous disconnect:

=, Note:

b2 ]

b7E L

|

Using the DCS Client 3-53 Juiy 2005



Data Gollection System (DCGS] 3000 User Guide * )

Connecting to the Switch
b2
b7E
The following steps enable the Client to request that the Server connects to the
switch.
To connect to the switch:
2, Note:
b2
b7E
- re—

Using the DGS Client 354 July 2008
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Request Target List

To Request the Target List from the Server:

b2
b7E

Using the DGS Glient 3-55 Juiy 2005
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Modifying and Removing Warrants

b2
b7E

Figure 3-8: Expired/Expiring Warrant Warning Message

Using the OGS Cllent 3-58 July 2005
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Modily awarrant
b2
b7E :
To modify a warrant:
1.
b2
b7E

Using the DES Client 357 July 2005
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b2
b7E

_OR -

b6
b7C

b2
b7E

ek 28n

Using the DCS Client 3-58 luly 2005
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b2

b7E

. Note:
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b2
b7E
To delete a warrant:

b2
b7E
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b2
b7E
—OR -
b2
b7E
b6
b7C
b2
b7E
Using the DS Client 361 July 2005
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b6
b/C
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Monitoring and Recording Calls

b2
b7E

Using the DGS Client 3-63 luly 2005
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This table displays examples of connection messages about the status of connections
to the Server and the switch.

b2
b7E

Using the DGS Glient 3-84 July 2005
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Call Event Messages

This table displa call event messages.
b2 i p )’SI I g
b7E

CCClose

CCOpen

Change

Conference Party
Change

Connection

Connection Break

Dialed Digit
Extraction

Network Signal

Origination

Packet Envelope

Using the DCS Client 3-65 1uly 2005
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Redirection

Release

b2

b7E Serving System

Subject Signal

Termination Attempt

Connection Test

Using the DGS Glient 3-66 July 2005



Data Collection System [(DGS) 3000 User Guide

i DCE 3000

b2
b7E

Figure 3-9: Title 3 Collection Mode - Two Active Yoice Lines

%, Note:
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Torecord calls:

b2

b7E =

Using the DCS Glient 3-68 1uly 2008
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Storing and Printing Target Data Files

b2
b7E

b6
b7C

b2
b7E

Figure 3-10: Selecting Notepad to Open Summary and CDHRS flles
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b2

b7E
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Log File " og)

b2
b7E

b2 Target Name:
Target Number: {
b6 DCS Server Name:
DCS Connection Mame:
b7C

b '7 E CALL CCOPEN

Date: b2

Tima:
combCcc: b7FE
IAPSystemIcdentity:
sapxmitccc:
sepRecvCCC:
callrdentity[0]:

Target Name:
Target Number:
DCS Call Number: b2
DCS Server Nama:

DCS Connection Name: b6

CALL ANSWER b7C
MSC Call Number:

pate: b7E
Time:

Location :

b2 IAPSystemIidentity:

L6 Figure 3-11: Log File Sample
b7C g -1:Llog 0

b7E I

Using the DGS Client 3n July 2005
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Summary File [".sum)

b2
b7E

DCS CALL NUMBER: 1
Targ : |
pate | start Time:
SEIIbS ] H Aswc‘late DR
pirection:] call answaer T
call Stoq Time: -l =311 pyratign:
Begin Ccall Location:|
Begin Call Area Copla
b2 end call Location: |
End call Area Codée"
b6 DTMF Digits:d )
System Identi H
b7c JAP Sy Tty

b7E DCS CALL NUMBER:l I
Tar 1

Dat | start Time:

Subscribar pkh associate pN:
Direction: call Answer Time:
call stop Time: call Q“;a;i'cm:

Begin Call Locatian:]
Begin call area C .
End call Location
End Call Are
DTMF Digits:
IAP System IdEntity:

Flgure 8-12: Summary File Sample

b2
b7E

Figure 3-13: Advanced Summary File Sample

Using the DCS Client N luly 2005
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b2

b7E To generate the Advanced Summary file:

1.

b2
b6
b7C
b7E

Figure 3-13: BCS Current Summary File Report Window

Using the DGS Glient i July 2005
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b2
b7E

To request a summary file:

1.

b2
b6
b7C
b7E

b2
b7E

Using the DGS Glient 1 July 2005
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b2
b7E

Fri_ Sat
i vt n 2 3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24

25 26 27 28 29 3D

4/728/2004

b2
b7E

Sun Mon Tue Wed Thu Fr  Sat
TN B A S | 2 3
4 & 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24

25 26 27 28 29 &

Today: 442872004
b2
b7E
Using the DCS Glient 375

luly 2005
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b2

b7E

b2
b6
b7C
b7E

Using thie DGS Glient 3-78 July 2005
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CDNRS File [".cdnrs]

b2
b7E

Figure 3-15: CONRS Flle Sample

Using the DGS Glient n July 2005
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Saving and printing data files

b2
b7E
The following save and print functions are performed in the DCS Client
window:
e Saving the log, summary, or CDNRS file
e Removing a file
¢ Printing a file
e Forcing a page to print
To save the log, summary, or CDNRS file to a designated drive:
1.
b2
b6
b7C
b7E

Using the DGS Glient 3-718 luly 2005
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b6
b7C

b2
b7E

b2
b6
b7C
b7E
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b2
b6
b7C
b7E

Otherwise, a different Attention window opens.

b2
b7E

Using the DGS Glient 3-80 July 2005
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Toremove afile from the default directory of the Client workstation:

b2
b6
b7C
b7E

b2
b6
biC
b7E

Using the DCS Client 3-81 July 2005
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b2
b7E
. Note:
I
| |
b2
b7E

To print a file from the default directory of the Client workstation:

b2
b7E

Using the DGS Glient 3-82 July 2005
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b2
b6
b7C
b7E
b2
b7E
To force a page to print from the default directory of the Client
workstation:
b2
b7E

Using the OGS Client 3-89 luly 2005
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sSuspending Target Surveillance

b2
b7E

To suspend surveillance of a target:

b2
b6
b7C
b7E

b2
b7E

Using the DGS Client 3-84 July 2005
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4.
b2 5.
b7E T
6.
1. I

@ Note:

Using the DES Ciient 3-85 July 2005
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Shutting Down the Client

b2
b7E

. Note:

Using the DCS Client 3-86 July 2005
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Disconnect from the Server

b2
b7E

To disconnect from all Servers:

b2
b6
biC
b7E

Using the DES Glient 3-87 July 2005
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b2

b7E

b6
b7C

b2
b7E

b2
b6
b7C
b7E

b2 . Note:

b7E

Using the DCS Client 3-88 luly 2005
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b2
b7E

b2

b7E

Using the DCS Glient 3-89 July 2005
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To disconnect from a specified Server:

b2
b7E

Using the DCS Glient 3-90 July 2005
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Exit the Client

b2
To exit the Glient application: b7E

1

=

Using the BGS Glient 3-81 July 2005
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Client Hotkeys

‘ ~ Function
New Warrant
Save
Build Summary File
Connect to Server
Disconnect from Server
Request Connect to Switch
Remove Target DN
Request Target List
Configure
PTT Configure
Print b2
Force Print Page b7 E-
Exit 1
Copy
Select All
Clear Detail Screen
Clear Summary Screen
Find
Find Next
Summary Report
Summary View
Targets View
View Log Files
Motorola Call Select View
Start Recorder
Stop Recorder

Toggle Recorder
Hang up (voice line)

Using the DCS Client 3-82 Juiy 2005
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Working in the Client Window

To show or hide message detail:

To show or hide message summaries:

To show detailed information in the summary window (from the New Target window):

To show or hide targets:

To shows or hide the Motorola Call Select window:

To view the Bull’s Eye information:

To view the log files:

To clear detail messages from the screen:

To clear summary messages from the screen:

To search for a word, number, or phrase:

Using the DGS Glient 393 July 2005
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b2
b7E

To copy a text selection:

To copy all text:

Setting up a Collection - Pen Register

To configure the Glient for a Pen Register collection:

b2
b7E

To snter a Pen Register warrant:

Using the DCS Client 3-84 July 2005
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b2
b7E

Setting up a Collection - Title 3

To configure the Glient for a Title 3 collection:

b2
b7E

Using the DCS Cllent 3-95 July 2005
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To enter a Title 3 warrant:

b2
b7E

Using the DCS Glient 3-96 July 2005
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Setting up a Collection - Cooperative Warrant

To configure the Client for a CW collection:

To enter a CW warrant:

b2
b7E

Using the DGS Glient 3-97 fuly 2005
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Setting up a Specialized Connection

To configure a connection to 1 |lnnlicatinn:

b2
b7E

Establishing a Connection

To send a target to the Server:

Using the DS Glient 3-968 Juiy 2005
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To connect to the Server:

To connect to the Server after previous disconnect:

To connect to the Swilch:

To request the Target List:

b2
b7E

Editing and Removing Warrants

To modify a warrant:

To delets a warrant:

Using the DGS Client 3-99 July 2005



Data Goliectien System (DGS) 3000 User Guide

Monitoring and Recording Calls

To record calls:

Storing and Printing Target Data Files

To generate the Advanced Summary file:

To request a summary file:

b2
b7E

To save the log, summary, or CONRS file to a designated drive:

Using the DGS Glient 3-100 July 2005
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To removse 4 file from the default directory of the Client workstation:

To print a file from the default directory of the Client workstation:

_To force a page to print:

b2

b7E
Suspending Target Surveillance

To suspend surveillance of a target:

Shutting Down the Client

To disconnect from all Servers:

Using the DGS Glient 3101 July 2005
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To disconnect from a specified Server: b2

b7E

W‘ i i i H ]
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