® é

Freedom of Information
and
Privacy Acts

FOIPA# 1056287 and FOIPA#1056307-1
Subjects: DCS-3000 and RED HOOK
File Number: DIVISION CDs

Section: 2

Federal Bureau of Investigation



Total Deleted Page(s) -~

Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page
Page

417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454

b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,
b2,

b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
bé6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,
b6,

b7¢C,
b7¢C,
b7¢C,
b7C,
b7¢C,
b7cC,
b7cC,
b7¢C,
b7¢C,
b7cC,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7cC,
b7cC,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7¢C,
b7C,
b7cC,
b7¢C,
b7¢C,
b7¢C,
b7cC,
b7¢C,

®

FEDERAL BUREAU OF INVESTIGATION

DELETED PAGE INFORMATION SHEET

38
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E
b7E

FOIPA

Serial Description ~ COVER SHEET

XXX XX XXX XXX XXX X XXX XXXXXX

X
X No
X
XXXX

Deleted Page(s)
Duplication Fee
for this Page

X
X
X



FOR OFFICIAL USE ONLY

FBI System Security Plan (SSP)

Federal Bureau of Investigation (FBI)
SYSTEM SECURITY PLAN (SSP)

DCS 3000
System Security Plan

Date: 28 April 2006

Version: 2.0

SSP Template Rev. 3.0

System Owner: Operational Technology Division

ALL INFORMATION CONTAIMED
HEREINW 13 WHCLAXSIFIED
DATE 06-01-2007 BY 55173dmb/kex/ing

FOR OFFICIAL USE ONLY
1



Data Collection Sysiem (DGS) 3000 User Guide

TABLE OF
GCONTENTS

1: DCS 3000 Basics

Basic INfOrMation ............couieeniiiiininiii s s e e e e e 1-2
Navigating the USer GUIAE .......cccceveiiiiriiceieiriiic e e s s e e 1-3
Standards and CONVENLIONS ..........ccveverveiieerereneerieenriees e see s rerees e see e sasseseneeenesas 1-3
DCS QUICK SEEPS ....cueiieiee ettt ettt e e e e e e e e ne 1-4
DCS 3000 APPICALIONS ......coceeeririsereereieiseeeeestecsnessesceesereeesessreanressseesesssesssenssessarsasnees 1-5
CLIENL ..ottt et e e st e r et creeb e et e ne e re et e et e renes et e 1-5
S BIVET ot ettt e et et e et e et et ee e e e sreaen s 1-6
MUBISEIVET ..ottt ettt e s e s s et es e e ces st essene s esaentnesanssnesaesanssenane 1-6
VANGUAT ...ttt et e e st e b s e s sae st e emeeen e s 1-6
MUltiVANGUAL. .......ooe oottt et et cen et e e st e e sn e sn st neesaeeareenaas 1-7
Selecting APPLCALIONS ........cccceieerteeeirereier e recrresree s e sssesas s e stsseser s e e saeearssenannene 1-8
Installing DCS 3000 ........o.vieiiriiee s e s e s e e s s e 1-9
Hardware Requirements ............cccoooeeieieneenie et s s s 1-9
Install DCS 3000 .......coooveieiieiceiireirt ettt et e ese e se b s sene e sessae et seeeaes 1-10
QUICK SEEPS ...uiiiieiiiriieiniitcetr e et er et e erera e et st sr st s e s se s s b es s a e e ann e e 1-16

2: Background: DCS Client

Client Settings and OPHONS .........ccceriieeimiceiirerie ettt et st e e seeser s 2-2
SEIVEr SEHIMES.......coviieeiii i e e e 2-4
Warrant Type Settings ..o e 2-6
ClIENt OPLIONS.....c.eieieieeieeiet et ettt tesae et s st es e reses e st ees e st san et enssna e neesaens 2-7
V01Ce LiNe OPLIONS......coceviiriirirer et sttt ses st e ebe s s 2-11
Switch and Workstation Options..........cocccreecireir s iesrieiiec e e 2-13

WaAITANE TYPES ..ottt et seee s e st e e e et s re e sa e s snmeas 2-20
Pen Register WAITANLS .........ccceeieiririeeinniee s e e et ee et ses e e ern st es e cen e neane 2-21
Title 3 COlLECLIONS .....oiviiueiniir ittt ettt e se e e aenne 2-24
Cooperative Warrant (CW) Collections .........coceeeevrerveineevernneneermeenmeneemsisscssnmsssenens 2-27

Surveillance Targets .........cocceor v e 2-30
Working in Warrant Database ...........ccoco oot e 2-31

Case ID WiIndow .......cccoerinmiiiniinitcin st e 2-31
Switch Specific Window ..........cccoeviieninicinicni e 2-33
Cooperative Warrant Window..........cccccoconveiiininicnninncereeees e 2-36
Expired Warrants.........ccccc i s s sns s 2-37

ALL INFORMATION CONTAINED
HEFEIN I3 THCLASSIFIED
DATE Q5-2Z2-2007 BY 635179 DMH/TAN/KBES/ch  #1l056287-00

Table of Contents i July 2005



Data Collection System {DGS} 3000 User Guide

Sending and Disabling Targets...........ccccverveinirirnreecininecnrirecre e s s neeese e seeens 2-38
Sending New Targets .........cccveieiriireicirere ettt e st ceteratesesnsesennenas 2-38
Requesting Target ListS.......cccovveeinieriiecieneesennee e s esesie e e enesaeenas 2-40
Suspending Target Surveillance ............cccoeieevrcenececn e 2-40

3: Using the DCS Client

Working in the Client Window.........c..cococciieciiin et sresr e e e 3-3
Setting UP @ COlECHON. ........c.eeiiiiieiiccrt ittt e st e seeatesansaeanssssanes 3-15
Pen Register Collection .........cocoeiiiiiiiiiiniiiincnn et ren st s s 3-16
Configure the CHENt ..........ccveiiieriiirecce st ea e s e ase e 3-17

Enter the Warmant .............ccccociviiniiiiiiniiniine st et e e esr e ss s e 3-19

Title 3 CollECHOM ....ccciueiee et s e s e st eseaesessne e s b ares 3-25
Configure the CHENt ..ottt e asss s ss e 3-26

Enter the Warrant ...........coccooiiviiiiininiiecs et et sen e s e e 3-28
Cooperative Warrant (CW) Collection..........c.ceceeeeveenirrereeneescisereneern e se s seesee e 3-34
Configure the CHent ..........cocceceiinrieiniireninee st e s enen 3-35

Enter the Warrant ............cccocoininiiiiiececees ettt see e e e 3-37

b2 Setfi 1211760 COMECHON ... oo e 3.44
L L OO 3-44
.......................................................................................................... 3-46
.......................................................................................................... 3-47

Establishing a CONNEction ...........cccirimniiiieninie sttt seee s e e sar e sees 3-48
Send Target to the SerVer .........coviiiiever i et e e ees 3-49
Connecting to the SeIVer.........cccciiiiviieiiiter ettt aes e s e eans 3-51
Connecting to the SWItCh........cciceriieviie it et 3-54
Request Target List........cccccuiveeiierimrieesieesie st eesecesiesn s eeesteseesesenssevessssesesssansons 3-55
Modifying and Removing Warrants ............ccccoecerreiieiiesienvecerie e ss e et eeeecesesnens 3-56
Modify @ WaITant ........ccccooeiiiiieie ettt ettt sa e s 3-57
Delete @ WarTant...........cccvviciiiincesinine e s ese s st sre st b sae e san s e 3-60
Monitoring and Recording Calls ............ccccocoviiininiiine et s e 3-63
ConNECION MESSAZES ......covuiririeieririteceritesreseesteseestesaesaeare st erertestsseesaassesasseaasnans 3-64
Call Event MesSSages........cooiiiiiicinnenine it ren st e s ss st e st e sn e sas s ansna s nane 3-65
ReCOrding Calls .......ccvvueerieiicieecs sttt st sesreste e s ee s e sa e ese s sa e e s e eais 3-67
Storing and Printing Target Data Files........cc.ccoooiinininiinnnc e 3-69
Log File (F.JOZ). oottt st s e st s s st s en s e e n e 3-71
Summary File (F.SUM).....ccooviieiiiccieiee ettt esee e e ra e ee st e st ss e e se saesens 3-72
REPOILS ...ttt ettt et s e et anm e e s et e et e seesansna st sren 3-73

CDNRS File (*.CANTS) ..ottt see e s nen s e sre st saesaesesnneanens 3-77
Saving and Printing Data Files.........ccccoviiviinininineie e et 3-78
Suspending Target SUrveillance ..o ncceseiereec e 3-84
Shutting Down the CHEnt ............ccocaiiiiiiiiiriciniintinese e ce e e eresr et s s eeeseseeseessesnenes 3-86
Client HOKEYS .....ueeeririreieeireirecetine ittt st et eer et st e se s et e s s e ss s e snsassasansasensensenes 3-92
QUICK SEEPS .. v ietreeiireerieee vt tstee st seestesaesasetecanseeaesseasseesesesssasesarsatesaesaseresresasennensesensenes 3-93

Table of Contents i July 2005



Dala Gellection System (DCS) 3000 User Guide

4: DCS Server

b2
b7E Intercepting] KPTT) Calls ...t 4-3
DIECOARTS ...ovtirtrii ittt s e e b bt e e e e e s n e 4-3
PTT Data FIOW ..c.ooiiiieier ittt e s e s e s e 4-3
Server Settings and OPtions.........c.cceeiercertrieieiee sttt st e s 4-5
SEIVEr OPHIONS ..ottt s e b ses e e s e r et sreereseas 4-7
Switch-Specific Settings......c.ccevriiriiiiiie e e e 4-11
USINE the DICS SEIVET......cuieiiiiereritrrenriree et se s s saeste e r e sa et ase s seesaessesbestasressas 4-14
Working in the Server Window............ccooirreirininnie s s 4-15
Configuring the SEIVEr .........coovciiiieiiiin e e e s 4-17
Setting up the Server for a PTT Intercept.......ccccceevervirivinnnenecenerecnsnenenn, 4-18
Configuring the ClIent ............ccoviiiiiiiciiniiccr e et 4-20
Enter the Warrant Through the DCS Client ...........cccvvvninineninnienrereenen, 4-21
Identify PTT Targets Through the DCS Client............cccooeriineeireneseennn. 4-22
View and Record PTT Targets Through the DCS Client.............c.ccueueu.ee. 4-33
Suspend PTT Data Collections........c..ccecvneveeiceiririenicnnreesenseeens e ceires e 4-35
Configuring the VSELP Decoder.........ccooceiimieenircee et evssssesne e 4-36
Install the Motorola VSELP Decoder...........cceeeirerenireceniireceeereeee e 4-37
Initialize the VSELP Decoder .......ccccovemirmieeneneiniens e cee e 4-45
Un-initialize and exit the VSELP Decoder ......c.coveviivrvcciccnicneneenennns 4-46
Exit the VSELP Decoder......ccooooirrieercie sttt s sn e ee s 4-47
Establishing a Connection .............ccocooiuimeeeenimecn et e s s ees 4-48
Connect 10 the SWItCh. ........ccoviviirinicrccc e 4-48
ConNECt 10 the SETVET .....c.oceiieiiieiece ettt s s s e serees 4-49
MONItoring ACHIVILY .......ocoeieeriicte et ste st s e et et saae s s e s aeneas e s sensensnssenns 4-50
Storing Target Data Files........cccoooiiiviiniininceicccnitc et 4-52
Shutting Down the DCS Server........covieiniiniiiicinict it 4-53
QUUECK SEEPS ..ot e et e st e e e et s e e esen e ese b e 4-55

§: Background: DCS MultiServer

MultiServer Settings and OPHONS..........ccccceuiirietii e ettt es s aeseseaae s 5-3
MUIISEIVEr OPLIONS .....ccveceeceireiieeee et esertesr et s sesesss b sr s sre st sesenbnsaesassennas 5-5

ConNEction LSt .......covueiiieeeiiceieiie ettt et e es en e s snenne 5-11

Connection List Main Display..........ccccceveeerennnenennieninis e secrseeseeeeeseen 5-12

Switch Manufacturers...........ccoceivininenenincine et eseessassesanas 5-14

Switch-Specific SEtNES........c.cccruiriiriri e ree s ese e 5-15

I T RPN 5-15

................................................................... 5-17

e e VOO 5-19
DTE Bttt 5-21
................................................................... 5-25

Table of Contents 1] July 2005



b2
b7E

Data Gollection Sysiem (DES) 3000 USEr GUINE . ,.uiupmmiisbsbimamsessosmmomnetosrinsswons s

6: Using the DCS MultiServer

Working in the MultiServer Window ........c.coouvvireinirinn oo sesessessnense
Setting UP @ SWILCH .....ovvieiie s e e s e
Adding @ CONNECLION.........cceeieeiiitire e cee e sesese et et seess e b res s e s seesessaeseeseeseassesanas
Editing @ Connection ..........oocvvecerirniieien s snesee s e ss st sese st ssr e s e sessessenne
Deleting @ COMMECHION .....cc.ceeriierecise et s et eseereseessbeses s e sen s saess s s e s s nnes
Establishing a ConNECtion ..........c..cccoirriimnieise e et eeee e s see e er e eens
Configuring @ CONNECION .......c.civiveiecoeeieeee e re e et ereeesbeseeseeesea e eesereeesesesenesseesenns

..................................................................................

..................................................................................

..................................................................................

MONILOrING ACHVILY ..ottt et e e ses e sas e b st s s sr s s s na s
Storing Target Data Files..........c.ccevciinineireronenieie ettt ess s seesreseenes
Shutting Down the MUultiServer...........cvvvuiirene it et
QUICK SEEPS ..ottt sttt e e st e s e e s s e sr e

7: DCS VANGuard

VANGuard Settings and OPIONS ..........ccccorccinenininenn et ene s
VANGUATA OPLtions.......cceeveeeeerreeirerseeseerienesereresseesssimimeessessseressssesissses snssasasssssssses
SWILCH SETHINES ...t ettt sttt e e ettt en s

Listen MOde.... .ottt st e st st e en e e
ConNect MOE ....cooveiceceerte et s e e et e

Using the DCS VANGUAT ........ccoooeiiiicie ettt e ere e ste e ns e st s s s

Working in the VANGuard Window .........ccovieiiiiiiiiiiencciinesc e
Changing the Display ...
Clearing the SCreeN........c.cociviciicieierceece et e sre e e e e es e e e
Using the Find Feature ..........coocooveriiiniiiieniicinicie et
Selecting and Copying Data ..........ccccevceiviiiiieseeienre et

Setting up the VANGUAT ..o e e e s enes e e s

Establishing @ ConNection ..............eoiieiiiereeiieere et s eeaeneas

MONItOTING ACLIVILY ...oceeieeiee it sce et ettt s st e e s ss e sa s
Current Connection STALUS..........ccccereerrererrrerseesrsreesenernes s e ssseensessnesesesens
Ghost Connection ChecK......c.covceivmiiieiinrrennnies et

Buffering Target Data Files...... ..ot e

Shutting Down the VANGUArd ...........ccovvrcreviniesniinie e

QUICK SEPS...c ittt et s e e s e et sr e e e s s s e s e

Table of Contents Iv luly 2005



Data Coltection System (DGS) 3600 User Guide

8: MultiVANGuard

MVG Options and SetliNgS.........cccverreeriiertieierie et s sresrees s ees e e rn s seseesenerees 8-3
MVG OPHONS ..ottt st ses e s e ress et st ses s se e sne ssessenseesnsnereessessrenoes 85
SWitch-Specific SEHNGS.......cccceviiiiiereir e et esr s s 8-8

LASTEN MOde.... .ottt ettt e st er e eanns 8-8
ConNECt MOME ....c.oovveeeieee ettt ettt et s e e b 8-9

USING the MV G....oo ittt ettt e st ss s e e s e e eme e sannens 8-13

Working in the MVG WINdow........ccccocirmiiiiiiinnicininenieini e e ee e 8-14
Changing the DiSplay ..........cccvevivereriiieneeecerecetene e tenrreee e e eses s sne 8-15
Clearing the SCIrEeMN.......ccccvreierieireer ettt st aeeer e esseeseesenaens 8-18
Using the Find FEature ..........coccocveiveevieiiiniininnin e essns s 8-19
Selecting and Copying Data..........c.cccoveriirieinnein it creeseeee e eeenees 8-21

Configuring the MVG ..ot et e e e s s 8-22
Adding a Connection..........ccecvverircveriieeinris e e ireerensseeseseers e e sessnseessens 8-26
Editing @ COnNEction ..........ccccierueicreinirirennessienceneeresesseesresreeseseseeseeesscsnnns 8-29
Deleting a Connection.........oceceiriereirerirniesnesiecerireere e ess e eessessesessessse s 8-31
Configuring an AAS ........coceveecrrenieirnienrine it eene s 8-34

Establishing a ConNection ............ccvvvinvreseeseecteneeeeeseceeene e reessceees s svaessssesssessesseses 8-38
Connecting to the SWItCH.........couveecreiririeiiee e 8-38
Disconnecting from the SWitch .........cccoeoiieneiviicineic e 8-40

MONItOring ACLIVIEY ...c..ovueierieeie et sttt ettt e s st sesraee s sseae e e e et en e 8-42
Current Field Office Connection Status ...........cccccvevimueinincnesiesincicnseecene 8-45
Field Office Ghost Connection Check ..........ccoovveienviicernicieccc e 8-46
SWItCh Data Check .........cocceveeiiirinrinirerr ettt st st s st e v es e snes 8-50
Field Office Data Check..........cooeiiienimiiniiiene et e 8-51

Buffering Target Data Files.........coviviveeneiveniicnicnieecneintiericecnienaese s e e e senesenes 8-52

Shutting Down the MVGi......cccoooviiiriiiiiniieieenn e et se e s e 8-53

QUICK SERPS ...ttt et e e e ee et see sa s e ete e en e e e enseen e e nens 8-54

Appendix A: Glossary

Appendix B: Addendum 1

DCS 3000 UPAALES ......eouvenernierireietieiee e e e essee sre st sees e bes e e e s sne e ses se e ns e e seeens Al-1
OVETVIEW .. cr e ittt et et e s e eeresssneess e s s ar e aa e sas e sa st aa st srceea s e sateessasenseesmeenesas Al-2
Graphical INterface ...........cooueeeiiiiiiireeiiieiiee e e Al-2

b2
b7E

Table of Gontents v July 2005



Dala Gollection System [DES) 3000 User Guide

b2
b7E

Release Notes

Table of Contents vl July 2005



Data Collection System (DCS) 3000

The Data Collection System (DCS) 3000 suite of applications was developed to assist
Law Enforcement Agencies (LEAs) with collecting and processing data for court-
ordered electronic surveillance operations.

The DCS 3000 User Guide was developed to provide end-users with step-by-step
instructions for using the DCS 3000 application suite.

This chapter contains the following sections:

Basic Information

Navigating the User Guide

DCS 3000 Applications

Selecting Applications for Implementation
Installing DCS 3000

Quick Steps

DCS 3000 Basics 1+ July 2005
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Basic Information

The Communications Assistance for Law Enforcement Act (CALEA) was passed
in 1994 to specify the requirements that telecommunications service providers
must meet.

In response to CALEA, the Telecommunications Industry Association (TIA) and
the Alliance for Telecommunications Industry Solutions (ATIS) collaborated to
develop CALEA message structures for the Joint Standard (J-STD)-025. These
voluntary standards provide switch manufacturers with technical specifications
and guidelines for data formatting.

Switch-specific settings are used and described in the following chapters. As the
number of switch manufactures complying with J-STD-025 is increasing, Switch-
specific settings apply to the switches that are not compliant.

Courts issue different types of warrants for each case. The data that LEAs collect
depend upon the type of warrant issued.

e Pen Register: collection of call related data
e Title 3: collection of call related data and content

e Cooperative Warrant: collection of call related data and content for phone
numbers that are identified in the CW List.

b2
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Navigating the User Guide

The DCS 3000 User Guide contains the following sections:

Chapter 1: DCS 3000 Basics
Chapter 2: Background: DCS Client
Chapter 3: Using the DCS Client
Chapter 4: DCS Server — Intercepting Push-to-Talk Calls
Chapter 5: Background: DCS MultiServer
Chapter 6: Using the DCS MultiServer
Chapter 7: DCS VANGuard

Chapter 8: DCS MultiVANGuard

Glossary

Addendum 1: DCS 3000 Advanced Features

(only available to FBI personnel)

Standards and Conventions

Buttons
Hyperlinks hitp://www.fbi.gov
Menu items File, Edit.

Select File, Print.
Notes s Note;
Procedure

To install DGS 3000:

Step and result |
User selection

b2
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 Software Version Numbers: Client V 4.8

The DCS Client application is configured to collect data for Court-approved
surveillance operations. The Client receives call related data from the DCS Server or
MultiServer and packages it into target data files that are saved, forwarded, or printed.
At times, the Client is used to reformat and export call related data for use in external
databases. The Client cannot record call content. However, installing a Recorder
Control Interface (RCI) card allows the Client to control standard recording devices,
which record such audio.

The Client’s background information and descriptions of options are presented in the
following sections:

Client Settings and Options
Warrant Types
Surveillance Targets

Step-by-step procedures are included in Chapter 3: Using the DCS Client.

Backsround: DCS Cilent 21 July 2005
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