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Federal Bureau of Investigation
Washington, D.C. 20535

'ﬁl FOUNDATION July 2, 2007

6
1875 ONNECTICU}' AVENUE, NORTHWEST

Subject: SYSTEM DCS-3000 and Red Hook
FOIPA No. 1056287- 000 and FOIPA No. 1056307-1

Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:
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811 page(s) were reviewed and 711 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

&® You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Please be advised that this is the second interim release as ordered by the court on May 7, 2007 for
documents concerning electronic surveillance systems known as DCS-3000 and Red Hook.

A decision has not been made concerning your request for a waiver of fees. We will be corresponding
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents.
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cents per page for duplication.
No fees are assessed for the first 100 pages. [f it is determined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly.



EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(b)(1)  (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

(b)(2) related solely to the internal personnel rules and practices of an agency;

(b)(3)  specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

(b)(6)  personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7)  records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

(b)(8)  contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

(b)(9)  geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)(5)  information compiled in reasonable anticipation of a civil action proceeding;

(i))(2)  material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

(k)(1)  information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

(k)(3)  material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

(k)(4) required by statute to be maintained and used solely as statistical records;

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

(k)X7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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DCS 3000 System Security Plan

INTRODUCTION

The DCS 3000 is an Electronic Surveillance (ELSUR) collection system that supports
Criminal Law Enforcement (CLE) as well as Foreign Intelligence Surveillance Act (FISA) Pen
Register investigations. The Operational Technology Division (OTD), Electronic Surveillance
Technology Section (ESTS), Telecommunications Intercept and Collection Technology Unit
(TICTU) developed and deployed the DCS 3000 system in Central Monitoring Plants (CMPs) in
various FBI offices. This SSP documents the security policies and procedures for the DCS
3000 system. In addition, this plan delineates responsibilities and expected behavior of all
individuals who access the system. This plan establishes the approved operational baseline
and configuration and is the basis for the type certification and accreditation of the DCS 3000,
regardless of the physical location of systems within the FBI. This document has been prepared
in accordance with guidance provided by the FBI Certification and Accreditation (C&A)
Handbook Version 2.1, June 1, 2005.
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1. INFORMATION SYSTEM GENERAL INFORMATION

1.1 Security Administration

1.1.1 System Information

Information System Name

DCS 3000

information System Number (if applicable)

66F-HQ-C1333650-DCS3000

Date of Plan

28 April 2006

Revision/Version

Version 2.0. Reevaluation of system resulting
from expiration of accreditation expiring May
26, 2006

TSABI Number (if applicable)

Not Applicable {N/A)

Web Location for documentation
(if applicable)

FBINET/TICTU

Status (New System or Maodification to an

Operational System

Existing System)?

Project ID (if applicable) N/A

Deployment Installation Date Currently Deployed
Security Test & Evaluation Date 28 May 2003

Required Qperational Date

Currently Operational

1.1.2 Key System Points of Contact

System Owner Name

Organization

TICTU

Address

Phone: Commercial

Phone: Secure

N/A

Pager

N/A

Email Address

Accreditor Name

Organization

Address

Phone: Commercial

Phone: Secure

Pager
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Email Address

Certifier

Name

Organization

Address

Phone: Commercial

Phone: Secure

Pager

Email Address

ISSM

Name

Organization

Operational Tec

hnolog

y Division

Address

Phone: Commercial

Phone: Secure

N/A

Pager

N/A

Email Address

ISSO

Name

b6 _|

Organization

TICTU

b7C_|

Address

Phone: Commercial

Phone: Secure

N/A

Pager

N/A

Email Address

ISSO Alternate

Name

Organization

TICTU

Address

Phone: Commercial

Phone: Secure

N/A

Pager

N/A

Email Address

System
Administrator

Name

Organization

TICTU

Address

Phone: Commercial

Phone: Secure

N/A

Pager

LIVA

Email Address

FOR OFFICIAL USE ONLY

~fe
PG-8



FOR QOFFICIAL USE ONLY

1.1.3 Security Organization

The information system security program for the managed and implemented by
the TICTU of the ESTS of the FBI's OTD _:
for the DCS 3000 program. Attachment A describes the organizational structure for the
management of this systemn.

1.2 Mission

1.2.1 Purpose and Scope

The DCS 3000 is an ELSUR collection system that supports Pen Register criminal
investigations as well as FISA investigations. The system was developed to assist Law
Enforcement Agencies (LEAs) with collecting and processing court-ordered ELSUR operations.

To conduct court-ordered ELSUR operations, the FBI dials into switches, which are devices
used by Telecommunications Service Providers (TSPs) to route telephone calls to their
destinations. The DCS 3000 can collect ELSUR data under the Pen Register warrants, which
are concerned with call data.

Deployed in CMPs throughout the FBI, the DCS 3000 is currently operating under an
existing type certification and accreditation from the period of May 28, 2003 to May 27, 2006.
This revision of the SSP addresses requirements specified in the 2.1 version of the FBI
Certification and Accreditation Handbook for TICTU to renew the cettification and accreditation
of the system.

1.2.2 Supported Projects

N SIRGITp T LR S R T s R

TICTU Unclassified but Sensitive
The DCS 3000 is an ELSUR collection system.

1.2.3 Information System Usage

I Briefing Boards [ Network Management ™| Data Collection
I. Communications I Presentations M | Data Processing
i Collaborative Computing I™ Software Development r E
[ Database {* Prototyping =
I Data Release Signals Processing ol
FOR OFFICIAL USE ONLY

-
PG-9

bo
b7C

b6
b7C



FOR GFFICIAL USE ONLY

" E-Mail I Spreadsheets r [
I Image Processing [ Web/Web Design [ [
I Mapping i Word Processing P !

1.3 Inter-Departmental/Agency Use and Agreements

1.3.1 Joint Use Information
The DCS 3000 is not subject to Joint-Use Agreements.

1.3.2 Memorandum of Agreement (MOA)/Understanding (MOU)
The DCS 3000 is not subject to any MOAs or MOUs.

1.3.3 Interconnection Security Agreement (ISA)

The DCS 3000 system is not subject to any ISAs.
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