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DCS 3000 System Security Plan 

INTRODUCTION 
The DCS 3000 is an Electronic Surveillance (ELSUR) collection system that supports 

Criminal Law Enforcement (CLE) as well as Foreign Intelligence Surveillance Act (FISA) Pen 
Register investigations. The Operational Technology Division (OTD), Electronic Surveillance 
Technology Section (ESTS), Telecommunications Intercept and Collection Technology Unit 
(TICTU) developed and deployed the DCS 3000 system in Central Monitoring Plants (CMPs) in 
various FBI offices. This SSP documents the security policies and procedures for the DCS 
3000 system. In addition, this plan delineates responsibilities and expected behavior of all 
individuals who access the system. This plan establishes the approved operational baseline 
and configuration and is the basis for the type certification and accreditation of the DCS 3000, 
regardless of the physical location of systems within the FBI. This document has been prepared 
in accordance with guidance provided by the FBI Certification and Accreditation (C&A) 
Handbook Version 2.1, June 1, 2005. 
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1. INFORMATION SYSTEM GENERAL INFORMATION 

1.1 Security Administration 

1.1.1 System Information 

Information System Name 

Information System Number (if applicable) 

Date of Plan 

Revision/Version 

TSABI Number (if applicable) 

Web Location for documentation 
(if applicable) 

Status (New System or Modification to an 
Existing System)? 

Project ID (if applicable) 

Deployment Installation Date 

Security Test & Evaluation Date 

Required Operational Date 

DCS 3000 

66F-HQ-C1333650-DCS3000 

28 April 2006 

Version 2.0. Reevaluation of system resulting 
from expiration of accreditation expiring May 
26,2006 

Not Applicable (N/A) 

FBINET/TICTU 

Operational System 

N/A 

Currently Deployed 

28 May 2003 

Currently Operational 

1.1.2 Key System Points of Contact 

System Owner 

Accreditor 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

I I 
TICTU 

N/A 

N/A 

I I 

b 6 
b7C 
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Certifier 

ISSM 

ISSO 

ISSO Alternate 

System 
Administrator 

Email Address 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 

Name 1 

Organization | Operational Technology Division 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 

Name 

Organization 

Address 

Phone: Commercial 

Phone: Secure 

Pager 

Email Address 1 

N/A 

N/A 

h f i 
TICTU v ^ n 

N/A 

N/A 

TICTU 

N/A 

N/A 

TICTU 

N/A 

N/A 
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1.1.3 Security Organization 

The information system security program for the DCS 3000 is managed and implemented by 
the TICTU of the ESTS of the FBI's OTDj knd the ISSO 
for the DCS 3000 program. Attachment A gescnoes tne organizational structure tor the 
management of this system. 

b 6 
b7C 

1.2 Mission 

1.2.1 Purpose and Scope 

The DCS 3000 is an ELSUR collection system that supports Pen Register criminal 
investigations as well as FISA investigations. The system was developed to assist Law 
Enforcement Agencies (LEAs) with collecting and processing court-ordered ELSUR operations. 

To conduct court-ordered ELSUR operations, the FBI dials into switches, which are devices 
used by Telecommunications Service Providers (TSPs) to route telephone calls to their 
destinations. The DCS 3000 can collect ELSUR data under the Pen Register warrants, which 
are concerned with call data. 

Deployed in CMPs throughout the FBI, the DCS 3000 is currently operating under an 
existing type certification and accreditation from the period of May 28, 2003 to May 27, 2006. 
This revision of the SSP addresses requirements specified in the 2.1 version of the FBI 
Certification and Accreditation Handbook for TICTU to renew the certification and accreditation 
of the system. 

1.2.2 Supported Projects 

PROJECT NAME C J £ 5 K S ! £ 
COMPARTMENTS 

TICTU Unclassified but Sensitive 

The DCS 3000 is an ELSUR collection system. 

PROJECT PCH. 

b 6 
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1.2.3 Information System Usage 

P Briefing Boards 

E Communications 

f Collaborative Computing 

f" Database 

C Data Release 

H Network Management 

O Presentations 

D Software Development 

H Prototyping 

Signals Processing 

& Data Collection 

I* Data Processing 

r| 

r 
IZ 

FOR OFFICIAL USE 

PG-9 



FOR OFFICIAL USE ONLY 

P&Mail 

i"" Image Processing 

P Mapping 

P Spreadsheets 

1""' Web/Web Design 

P Word Processing 

P 

r 

r 

1.3 Inter-Departmental/Agency Use and Agreements 

1.3.1 Joint Use Information 

The DCS 3000 is not subject to Joint-Use Agreements. 

1.3.2 Memorandum of Agreement (MOA)/Understanding (MOU) 

The DCS 3000 is not subject to any MOAs or MOUs. 

1.3.3 Interconnection Security Agreement (ISA) 

The DCS 3000 system is not subject to any ISAs. 
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2. SECURE FACILITY DESCRIPTION 

2.1 Facility Layout 

DCS 3000 systems, deployed at approximately 80 FBI-controlled sites, are located in CMPs 
in FBI field offices, ERF in Quantico, resident agencies, and task forces around the country. 
The system may also be deployed at FBI-controlled undercover locations. Access to the FBI 
facilities is controlled by use of security guards, electronic door locks, visitor badges, and visitor 
logs. 

b2 
b7E 

b2 
b7E 
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