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!"! #$%&'()*+,-$+,-./'+$0)(/12 """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" 3!
!!"! 4(/5$%6-$+,-071-.8$(0-9(/, """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" :!
$"! ;1</+/+'-4(/5$%6-$+,-071-.8$(0-9(/, """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""":!
="! >22122/+'-.8$(0-9(/,2-$+,-4(/5$%6 """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" 33!
%"! 4(/5$%6-?7(1$02 """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" 3@!
,-! ./012,23!"4052 ----------------------------------------------------------------------------------------------------------------------------------------------------------67!
,,-! 809:;1<=!+>9?0,==<1@0 ----------------------------------------------------------------------------------------------------------------------------------------6A!
,,,-! &109B3!C:0!+>9?0,==<1@0----------------------------------------------------------------------------------------------------------------------------------6D!
,?-! 843:,@<=!E<1B09:-------------------------------------------------------------------------------------------------------------------------------------------------FF!
?-! G,:>:0!;5!E<2< -------------------------------------------------------------------------------------------------------------------------------------------------------FH!

!!!"! A4!B-C1%)881+,$0/)+2-)+-D)E-0)-F$&1-071-.8$(0-9(/,-4(/5$%6-.8$(0""""""""""""""G:!
$"! H!.?!CI2->JJ()$%7-!2-!+2*<</%/1+0 """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" G:!
="! >,)J0-K$/(-!+<)(8$0/)+-4($%0/%12""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" GL!
%"! A20$=M/27-!+,1J1+,1+0-4(/5$%6-N51(2/'70"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" GO!
,"! >=$+,)+-071-H)0/%1-$+,-B)+21+0-F),1M""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" P3!
1"! !8J)21-F$+,$0)(6-C120(/%0/)+2-)+-Q21-$+,-C101+0/)+-)<-;$0$"""""""""""""""""""""""""""""""""""""""""""" PR!
<"! S1(/<6-?1%7+/T*12-<)(->+)+68/U$0/)+-)<-;$0$ """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" P:!
'"! A20$=M/27-C)=*20-B(6J0)'($J7/%-.0$+,$(,2""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" PL!

!S"! B)+%M*2/)+"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""PO!
!
!



!

!
&8.)!);II012:! ! *.+"!
E0@-!6J!FKKL! ! ! +I<92!M9,/!+2<1/<9/:!

!
!

! 6!
!

.- $#)NMO'C*E!#*E!+.M*#"'O.&+!

$3!1;2,@0!P>Q=,:40/!,1!240!(0/09<=!O0B,:209!;1!'@2;Q09!LJ!FKKLJ!240!*<2,;1<=!

.1:2,2>20!;5!+2<1/<9/:!<1/!"0@41;=;B3!R*.+"S!<11;>1@0/6!,2!:00T:!P>Q=,@!@;II012!;1!240!

+I<92!M9,/!)3Q09!+0@>9,23!+29<20B3!<1/!O0U>,90I012:!/;@>I012-F!!

! "40!&=0@29;1,@!89,?<@3!.15;9I<2,;1!)01209!R&8.)S!,:!<!P>Q=,@!,12090:2!90:0<9@4!@01209!

,1!V<:4,1B2;1J!E)-!&8.)!W<:!0:2<Q=,:40/!,1!6LLX!2;!5;@>:!P>Q=,@!<22012,;1!;1!0I09B,1B!@,?,=!

=,Q092,0:!,::>0:!<1/!2;!P9;20@2!P9,?<@3J!240!(,9:2!#I01/I012!<1/!@;1:2,2>2,;1<=!?<=>0:-!&8.)!

4<:!<!=;1BY:2<1/,1B!,12090:2!,1!P9,?<@3!<1/!20@41;=;B3!,::>0:-H!&8.)!4<:!<!:P0@,<=,Z0/!<90<!

;5!0[P092,:0!90B<9/,1B!/,B,2<=!@;II>1,@<2,;1!20@41;=;B,0:!<1/!P9,?<@3!P;=,@3-X!&8.)!4<:!<!

P<92,@>=<9!,12090:2!,1!240!P9,?<@3!,IP=,@<2,;1:!;5!240!+I<92!M9,/!:2<1/<9/:J!<:!W0!<12,@,P<20!

24<2!24,:!@4<1B0!,1!240!0109B3!,159<:29>@2>90!W,==!4<?0!:,B1,5,@<12!P9,?<@3!,IP=,@<2,;1:!5;9!

#I09,@<1!@;1:>I09:-7!.1!;2409!:,I,=<9!<90<:J!&8.)!4<:!@;1:,:2012=3!>9B0/!50/09<=!<B01@,0:!

2;!I,1,I,Z0!240!@;==0@2,;1!;5!P09:;1<==3!,/012,5,<Q=0!,15;9I<2,;1!R8..S!<1/!2;!0:2<Q=,:4!

P9,?<@3!;Q=,B<2,;1:!W401!8..!,:!B<24090/-!422P\]]0P,@-;9B]!!

89,?<@3!#@2,?,:I!,:!<!1;1P9;5,2!;9B<1,Z<2,;1!W4;:0!B;<=!,:!2;!01<Q=0!P0;P=0!2;!I<T0!

W0==Y,15;9I0/!/0@,:,;1:!<Q;>2!240!,IP;92<1@0!;5!P9,?<@3!;1!Q;24!<!P09:;1<=!<1/!:;@,02<=!

=0?0=-!#!T03!B;<=!;5!;>9:!,:!2;!,15;9I!240!P>Q=,@!<Q;>2!240!,IP;92<1@0!;5!P9,?<@3!9,B42:!<1/!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
1 +I<92!M9,/!)3Q09!+0@>9,23!+29<20B3!<1/!O0U>,90I012:J!^X!(0/-!O0B-!7FJ6DHYDX!R'@2;Q09!LJ!
FKKLS- 
F!*<2,;1<=!.1:2,2>20!5;9!+2<1/<9/:!<1/!"0@41;=;B3J!+I<92!M9,/!)3Q09!+0@>9,23!+29<20B3!<1/!
O0U>,90I012:!7!RFKKLS!_4090,1<5209!)3Q09!+0@>9,23!+29<20B3`-!
3 EPIC, Electronic Privacy Information Center, http://www.epic.org (last visited Dec. 1, 2009). 
4 EPIC, Privacy, http://www.epic.org/privacy/default.html (last visited Dec. 1, 2009). 
5 EPIC, The Smart Grid and Privacy, http://epic.org/privacy/smartgrid/smartgrid.html (last 
visited Dec. 1, 2009). 
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240!:4;92Y!<1/!=;1BY209I!@;1:0U>01@0:!;5!=;:,1B!240I!a!0,2409!,1</?092012=3J!;9!Q3!

0[P=,@,2=3!29</,1B!240I!<W<3!5;9!P09@0,?0/!;9!,==Y>1/09:2;;/!1;2,;1:!;5!:0@>9,23!<1/!

@;1?01,01@0-!422P\]]WWW-P9,?<@3<@2,?,:I-;9B-!!

! 89,?<@3!O,B42:!)=0<9,1B4;>:0!R8O)S!,:!<!1;1P9;5,2!@;1:>I09!;9B<1,Z<2,;1!W,24!<!2W;Y

P<92!I,::,;1!YY!@;1:>I09!,15;9I<2,;1!<1/!@;1:>I09!</?;@<@3-!.2!W<:!0:2<Q=,:40/!,1!6LLF!

<1/!,:!Q<:0/!,1!+<1!E,0B;J!)<=,5;91,<-!.2!,:!P9,I<9,=3!B9<12Y:>PP;920/!<1/!:09?0:!,1/,?,/><=:!

1<2,;1W,/0-!422P\]]WWW-P9,?<@39,B42:-;9B]!!

! "40!&=0@29;1,@!(9;12,09!(;>1/<2,;1!R&((S!,:!<!1;1YP9;5,2J!I0IQ09Y:>PP;920/!@,?,=!

=,Q092,0:!;9B<1,Z<2,;1!Q<:0/!,1!+<1!(9<1@,:@;J!)<=,5;91,<J!24<2!W;9T:!2;!P9;20@2!9,B42:!,1!240!

/,B,2<=!W;9=/-!$0@<>:0!+I<92!M9,/!20@41;=;B3!@<1!B<2409!/02<,=0/!,15;9I<2,;1!<Q;>2!

,1/,?,/><=!<1/!5<I,=3!<@2,?,2,0:!<2!4;I0J!P9,?<@3!,:!<!@9>@,<=!@;1@091b!=<W!015;9@0I012!

2;/<3!>:0:!>2,=,23!90@;9/:J!<1/!240!0[P0@20/!,1@90<:0!,1!<I;>12!<1/!/02<,=!;5!,15;9I<2,;1!

<?<,=<Q=0!249;>B4!>2,=,2,0:!W,24!240!+I<92!M9,/!W,==!5>0=!/0I<1/!5;9!/<2<!<Q;>2!4;I0!

<@2,?,2,0:!24<2!:4;>=/!;1=3!Q0!<?<,=<Q=0!2;!B;?091I012!W,24!<!W<99<12-!!89,?<@3!;5!240!4;I0!

@<1!;1=3!Q0!</0U><20=3!P9;20@20/!,1!240!+I<92!M9,/!,5!,2!,:!<1<=3Z0/!2;B02409!W,24!+I<92!

M9,/!P;=,@3!<1/!<9@4,20@2>90-!!)=0<9!:2<1/<9/:!<90!100/0/!<:!2;!W4<2!,15;9I<2,;1!R<1/!4;W!

I>@4!<1/!4;W!/02<,=0/S!,:!29<1:I,220/!;9!<?<,=<Q=0!2;!>2,=,2,0:-!!+3:20I!<9@4,20@2>90!R0-B-!

@0129<=,Z<2,;1!?:-!/0@0129<=,Z<2,;1J!102W;9T!1;/<=!:29>@2>90S!I<3!P09I,2!:,B1,5,@<12!

I,1,I,Z<2,;1!;5!/<2<!<1/!/02<,=b!,5!4;I0:!<1/!10,B4Q;94;;/:!4<?0!:,B1,5,@<12!@;IP>2,1B!

@<P<@,23!,1!=;@<=!/0?,@0:!<1/!102W;9T:J!I>@4!I;1,2;9,1BJ!@<=@>=<2,;1!<1/!<1<=3:,:!;5!0109B3!
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>:<B0!@<1!Q0!/;10!=;@<==3J!;Q?,<2,1B!>2,=,23!/<2<!@;==0@2,;1!,1!240!5,9:2!P=<@0-!

422P\]]WWW-055-;9B]!!

! "40!%,Q0923!);<=,2,;1!W;9T:!2;!40=P!;9B<1,Z0J!:>PP;92!<1/!@;;9/,1<20!29<1:YP<92,:<1!

P>Q=,@!P;=,@3!<@2,?,2,0:!90=<20/!2;!@,?,=!=,Q092,0:!<1/!Q<:,@!9,B42:-!V0!W;9T!,1!@;1c>1@2,;1!

W,24!B9;>P:!;5!P<92109!;9B<1,Z<2,;1:!24<2!<90!,12090:20/!,1!P90:09?,1B!240!$,==!;5!O,B42:J!

P09:;1<=!<>2;1;I3!<1/!,1/,?,/><=!P9,?<@3-!422P\]]WWW-=,Q0923@;<=,2,;1-102]!!

! "40!C-!+-!$,==!;5!O,B42:!(;>1/<2,;1!,:!<!1;1YP<92,:<1!P>Q=,@!,12090:2!=<W!P;=,@3!

/0?0=;PI012!<1/!</?;@<@3!;9B<1,Z<2,;1!:00T,1B!90I0/,0:!<2!=<W!<1/!P>Q=,@!P;=,@3!

,IP9;?0I012:!;1!2<9B020/!,::>0:!24<2!@;129<?010!240!$,==!;5!O,B42:!<1/!90=<20/!

);1:2,2>2,;1<=!=<W-!"40!(;>1/<2,;1!,IP=0I012:!:29<20B,0:!2;!@;IQ<2!?,;=<2,;1:!;5!

,1/,?,/><=!9,B42:!<1/!@,?,=!=,Q092,0:!249;>B4!);1B90::,;1<=!<1/!=0B<=!=,<,:;1:J!@;<=,2,;1!

Q>,=/,1BJ!I,::,;1!/0?0=;PI012J!P9;c0@2!P=<11,1B!d!P90P<9<2,;1J!2<@2,@<=!,120B9<2,;1!W,24!

;2409!:>PP;92,1B!012,2,0:!<1/!240!5,=,1B:!;5!<I,@>:!@>9,<0!Q9,05:!,1!=,2,B<20/!I<2209:-!

422P\]]>:Q;9-102Q;;2:-102]!!

! "40!)3Q09!89,?<@3!89;c0@2!R)88S!<//90::0:!@;1@091:!<1/!,::>0:!<Q;>2!P9,?<@3!9<,:0/!

,1!2;/<3e:!102W;9T0/!W;9=/-!!.1!>P4;=/,1B!240!Q0=,05!24<2!P9,?<@3!,:!0::012,<=!2;!/0I;@9<2,@!

B;?091I012J!240!)3Q09!89,?<@3!89;c0@2!<1@4;9:!,2:!<PP9;<@4!,1!90<=,Z,1B!240!Q0105,@,<=!

P;2012,<=!;5!240!);1:2,2>2,;1J!=<W:!<1/!P;=,@,0:!;5!240!C1,20/!+2<20:-!)88!@<==:!5;9!

,IP=0I012<2,;1!;5!P9,?<@3!P9;20@2,;1:!Q<:0/!;1!(,9:2!#I01/I012!9,B42:!;5!P9,?<@3!<1/!

<1;13I,23J!(;>924!#I01/I012!9,B42:!<B<,1:2!>190<:;1<Q=0!:0<9@40:!<1/!:0,Z>90:J!240!



!

!
&8.)!);II012:! ! *.+"!
E0@-!6J!FKKL! ! ! +I<92!M9,/!+2<1/<9/:!

!
!

! X!
!

(,524!<1/!(;>9200124!#I01/I012!9,B42:!2;!/>0!P9;@0::!<1/!P9;20@2,;1!;5!=,Q0923J!<1/!*,124!

#I01/I012!,IP=,0/!9,B42:!2;!P9,?<@3-!422P\]]WWW-@3Q09P9,?<@3P9;c0@2-;9B]!!

! "40!O>24095;9/!.1:2,2>20J!<!1;1P9;5,2!=0B<=!<1/!0/>@<2,;1<=!@,?,=!=,Q092,0:!;9B<1,Z<2,;1J!

P9;?,/0:!=0B<=!<::,:2<1@0!<2!1;!@4<9B0!2;!,1/,?,/><=:!W4;:0!@;1:2,2>2,;1<=!9,B42:!4<?0!Q001!

2490<2010/!;9!Q001!?,;=<20/-!"40!.1:2,2>20!4<:!0I09B0/!<:!;10!;5!240!1<2,;1e:!=0</,1B!

</?;@<20:!;5!@,?,=!=,Q092,0:!<1/!4>I<1!9,B42:J!=,2,B<2,1B!,1!240!@;>92:!<1/!0/>@<2,1B!240!

P>Q=,@!;1!<!W,/0!:P0@29>I!;5!,::>0:!<550@2,1B!,1/,?,/><=!5900/;I!,1!240!C1,20/!+2<20:!<1/!

<9;>1/!240!W;9=/-!422P\]]WWW-9>24095;9/-;9B]!!

! "40!V;9=/!89,?<@3!(;9>I!,:!<!1;1P9;5,2J!1;1YP<92,:<1!7K6!R)S!RHS!P>Q=,@!,12090:2!

90:0<9@4!B9;>P-!"40!;9B<1,Z<2,;1!,:!5;@>:0/!;1!@;1/>@2,1B!,1Y/0P24!90:0<9@4J!<1<=3:,:!<1/!

@;1:>I09!0/>@<2,;1!,1!240!<90<!;5!P9,?<@3-!.2!,:!240!;1=3!P9,?<@3Y5;@>:0/!P>Q=,@!,12090:2!

90:0<9@4!B9;>P!@;1/>@2,1B!,1/0P01/012J!=;1B,2>/,1<=!W;9T-!"40!V;9=/!89,?<@3!(;9>I!4<:!

4</!1;2<Q=0!:>@@0::0:!W,24!,2:!90:0<9@4J!W4,@4!4<:!Q001!B9;>1/Q90<T,1B!<1/!@;1:,:2012=3!

<40</!;5!2901/:-!V;9=/!89,?<@3!(;9>I!90P;92:!4<?0!/;@>I0120/!,IP;92<12!10W!<90<:J!

,1@=>/,1B!I0/,@<=!,/012,23!24052-!#90<:!;5!5;@>:!5;9!240!V;9=/!89,?<@3!(;9>I!,1@=>/0!40<=24!

@<90J!20@41;=;B3!<1/!240!5,1<1@,<=!:0@2;9-!"40!(;9>I!W<:!5;>1/0/!,1!FKKH!<1/!W;9T:!Q;24!

1<2,;1<==3!<1/!,12091<2,;1<==3-!422P\]]WWW-W;9=/P9,?<@35;9>I-;9B]!!

! "40!)01209!5;9!(,1<1@,<=!89,?<@3!<1/!f>I<1!O,B42:!W<:!5;>1/0/!,1!FKK7!2;!/0501/!

P9,?<@3J!@,?,=!=,Q092,0:!<1/!I<9T02!0@;1;I,@:!<1/!,:!P<92!;5!240!%,Q0923!<1/!89,?<@3!!

*02W;9TJ!<!V<:4,1B2;1J!E)YQ<:0/!7K6R@SRHS!;9B<1,Z<2,;1-!422P\]]5,1<1@,<=P9,?<@3-;9B]!!
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! );1:>I09!#@2,;1!,:!<!1;1YP9;5,2J!I0IQ09:4,PYQ<:0/!;9B<1,Z<2,;1!24<2!W<:!5;>1/0/!,1!

+<1!(9<1@,:@;!,1!6L^6-!E>9,1B!,2:!I;90!24<1!24900!/0@</0:J!);1:>I09!#@2,;1!4<:!@;12,1>0/!

2;!:09?0!@;1:>I09:!1<2,;1W,/0!Q3!</?<1@,1B!@;1:>I09!9,B42:J!905099,1B!@;1:>I09:!2;!

@;IP=<,12Y4<1/=,1B!<B01@,0:!249;>B4!;>9!5900!4;2=,10J!P>Q=,:4,1B!0/>@<2,;1<=!I<209,<=:!,1!

)4,10:0J!&1B=,:4J!N;90<1J!+P<1,:4J!g,021<I0:0!<1/!;2409!=<1B><B0:J!</?;@<2,1B!5;9!

@;1:>I09:!,1!240!I0/,<!<1/!Q05;90!=<WI<T09:J!<1/!@;IP<9,1B!P9,@0:!;1!@90/,2!@<9/:J!Q<1T!

<@@;>12:!<1/!=;1B!/,:2<1@0!:09?,@0:-!422P\]]WWW-@;1:>I09Y<@2,;1-;9B]!!

! "40!#I09,@<1!),?,=!%,Q092,0:!C1,;1!R#)%CS!,:!;>9!1<2,;1e:!B><9/,<1!;5!=,Q0923J!

W;9T,1B!/<,=3!,1!@;>92:J!=0B,:=<2>90:!<1/!@;II>1,2,0:!2;!/0501/!<1/!P90:09?0!240!

,1/,?,/><=!9,B42:!<1/!=,Q092,0:!24<2!240!);1:2,2>2,;1!<1/!=<W:!;5!240!C1,20/!+2<20:!B><9<1200!

0?093;10!,1!24,:!@;>1293-!

! "40!#)%C!<=:;!W;9T:!2;!0[201/!9,B42:!2;!:0BI012:!;5!;>9!P;P>=<2,;1!24<2!4<?0!

29</,2,;1<==3!Q001!/01,0/!240,9!9,B42:J!,1@=>/,1B!P0;P=0!;5!@;=;9b!W;I01b!=0:Q,<1:J!B<3!I01J!

Q,:0[><=:!<1/!29<1:B01/09!P0;P=0b!P9,:;109:b!<1/!P0;P=0!W,24!/,:<Q,=,2,0:-!

422P\]]WWW-<@=>-;9B]!!

! "40!#I09,@<1!%,Q9<93!#::;@,<2,;1!R#%#S!:29,?0:!2;!P9;?,/0!=0</09:4,P!5;9!240!

/0?0=;PI012J!P9;I;2,;1J!<1/!,IP9;?0I012!;5!=,Q9<93!<1/!,15;9I<2,;1!:09?,@0:!<1/!240!

P9;50::,;1!;5!=,Q9<9,<1:4,P!,1!;9/09!2;!014<1@0!=0<91,1B!<1/!01:>90!<@@0::!2;!,15;9I<2,;1!

5;9!<==-!!.1!6LLD!240!#%#!);>1@,=!?;20/!@;II,2I012!2;!5,?0!N03!#@2,;1!#90<:!<:!B>,/,1B!

P9,1@,P=0:!5;9!/,90@2,1B!240!#::;@,<2,;1h:!0109B,0:!<1/!90:;>9@0:\!E,?09:,23J!&U>,23!;5!
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#@@0::J!&/>@<2,;1!<1/!);12,1>;>:!%0<91,1BJ!.120==0@2><=!(900/;I!<1/!F6:2!)012>93!

%,209<@3-!422P\]]WWW-<=<W<:4-;9B]!!

..- 8O.g#)i!#*E!"f&!+G#O"!MO.E!

<- E&(.*.*M!8O.g#)i!#*E!"f&!+G#O"!MO.E!

89,?<@3!,:!;10!;5!240!I;:2!5>1/<I012<=!<1/!Q<:,@!;5!4>I<1!9,B42:-!V,24;>2!,2J!I<13!

;2409!9,B42:J!:>@4!<:!240!5900/;I:!;5!:P00@4J!<::0IQ=3J!90=,B,;1!<1/!240!:<1@2,23!;5!240!

4;I0J!W;>=/!Q0!c0;P<9/,Z0/-!#=24;>B4!I;:2!@;>129,0:!<9;>1/!240!W;9=/!,1@=>/0!0[P=,@,2!

P9;20@2,;1!;5!<!9,B42!2;!P9,?<@3!,1!240,9!@;1:2,2>2,;1:J!,2!90I<,1:!;10!;5!240!I;90!/,55,@>=2!

209I:!2;!/05,10-!!

"40!5;@>:!5;9!P9;20@2,1B!P9,?<@3!;5!,15;9I<2,;1!:2;90/!;1!@;IP>209:!;9!0[@4<1B0/!

;1!@;IP>2,1B!102W;9T:!,:!W402409!/<2<!,:!;9!,:!1;2!P09:;1<==3!,/012,5,<Q=0!,15;9I<2,;1!

R8..S-!"4,:!,:!,15;9I<2,;1!24<2!@<1!=;@<20!;9!,/012,53!<!P09:;1J!;9!@<1!Q0!>:0/!,1!@;1c>1@2,;1!

W,24!;2409!,15;9I<2,;1!2;!>1,U>0=3!,/012,53!<1!,1/,?,/><=-!f,:2;9,@<==3J!8..!W;>=/!,1@=>/0!

1<I0J!:;@,<=!:0@>9,23!1>IQ09J!<//90::J!P4;10!1>IQ09J!;9!/<20!;5!Q,924-!.1!240!.1209102!#B0!

240!=,:2!;5!8..!4<:!B9;W1!2;!,1@=>/0!0YI<,=!<//90::0:J!.8!<//90::0:J!:;@,<=!102W;9T,1B!P<B0:J!

:0<9@4!01B,10!90U>0:2:J!=;B!90@;9/:!<1/!P<::W;9/:-!

.5!,15;9I<2,;1!,:!8..J!;>9!=0B<=!:3:20I!4<:!=;1B!90@;B1,Z0/!<1/!P9;20@20/!240!9,B42!;5!

P09:;1<=!P9,?<@3!,1!24<2!,15;9I<2,;1-!"40!/9<5209:!;5!240!);1:2,2>2,;1!j@;150990/J!<:!<B<,1:2!

240!M;?091I012J!240!9,B42!2;!Q0!=02!<=;10k240!I;:2!@;IP90401:,?0!;5!9,B42:!<1/!240!9,B42!

I;:2!?<=>0/!Q3!@,?,=,Z0/!I<1-!";!P9;20@2!24<2!9,B42J!0?093!>1c>:2,5,<Q=0!,129>:,;1!Q3!240!

M;?091I012!>P;1!240!P9,?<@3!;5!240!,1/,?,/><=J!W4<20?09!240!I0<1:!0IP=;30/J!I>:2!Q0!
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/00I0/!<!?,;=<2,;1l!;5!@;1:2,2>2,;1<=!P9,1@,P=0:- 6!#:!240!+>P90I0!);>92!1;20/J!240!

@;1:2,2>2,;1<=!9,B42!;5!P9,?<@3!P9;20@2:!2W;!/,:2,1@2!,12090:2:\!m;10!,:!240!,1/,?,/><=!,12090:2!

,1!<?;,/,1B!/,:@=;:>90!;5!P09:;1<=!I<2209:J!<1/!<1;2409!,:!240!,12090:2!,1!,1/0P01/01@0!,1!

I<T,1B!@092<,1!T,1/:!;5!,IP;92<12!/0@,:,;1:-m 7!G;90;?09J!P>Q=,@!;P,1,;1!P;==:!@;1:,:2012=3!

5,1/!:29;1B!:>PP;92!<I;1B!#I09,@<1:!5;9!P9,?<@3!9,B42:!,1!=<W!2;!P9;20@2!240,9!P09:;1<=!

,15;9I<2,;1!59;I!B;?091I012!<1/!@;II09@,<=!012,2,0:-8!

G;90!90@012=3J!240!+>P90I0!);>92!,1!!"##$%&'%()*+,-%.+/+,01!<//90::0/!240!P9,?<@3!

,IP=,@<2,;1:!;5!240!I;1,2;9,1B!;5!0=0@29,@<=!>:0!,1!240!4;I0-!#5209!90?,0W,1B!P90@0/012J!240!

);>92!5;>1/!24<2!<!:0<9@4!W<99<12!I>:2!Q0!;Q2<,10/!Q05;90!240!B;?091I012!I<3!>:0!10W!

20@41;=;B3!2;!I;1,2;9!240!>:0!;5!/0?,@0:!24<2!B0109<20!40<2!,1!240!4;I0\!

_.`1!240!@<:0!;5!240!:0<9@4!;5!240!,1209,;9!;5!4;I0:a240!P9;2;23P,@<=!<1/!
401@0!I;:2!@;II;1=3!=,2,B<20/!<90<!;5!P9;20@20/!P9,?<@3a24090!,:!<!90</3!
@9,209,;1J!W,24!9;;2:!/00P!,1!240!@;II;1!=<WJ!;5!240!I,1,I<=!0[P0@2<2,;1!;5!
P9,?<@3!24<2!0[,:2:J!<1/!24<2!,:!<@T1;W=0/B0/!2;!Q0!90<:;1<Q=0-!";!W,24/9<W!
P9;20@2,;1!;5!24,:!I,1,I>I!0[P0@2<2,;1!W;>=/!Q0!2;!P09I,2!P;=,@0!
20@41;=;B3!2;!09;/0!240!P9,?<@3!B><9<1200/!Q3!240!(;>924!#I01/I012-6K!

"40!);>92!5;>1/!24<2!0?01!240!I;:2!I,1>20!/02<,=:!;5!<!4;I0!<90!,12,I<20\!j_,`1!240!

4;I0J!;>9!@<:0:!:4;WJ!<==!/02<,=:!<90!,12,I<20!/02<,=:J!Q0@<>:0!240!012,90!<90<!,:!40=/!:<50!

59;I!P93,1B!B;?091I012!030:-l66!"4>:J!240!);>92!40=/!24<2!240!P;=,@0!@;>=/!1;2!>:0!2409I<=!

,I<B,1B!0U>,PI012J!W4,@4!W<:!1;2!,1!B0109<=!P>Q=,@!>:0J!j2;!0[P=;90!/02<,=:!;5!240!4;I0!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
6 Olmstead v. United States, 277 U.S. 438, 478 (1928) (Brandeis, J., dissenting). 
^!23/#,)%&'%4$,J!XFL!C-+-!7DLJ!7LLYAKK!R6L^^S-!
8 See generally EPIC, Public Opinion on Privacy, http://epic.org/privacy/survey (last visited Dec. 
1, 2009). 
9 533 U.S. 27 (2001). 
10 Id. at 34. 
11 Id. at 37. 
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24<2!W;>=/!P90?,;>:=3!4<?0!Q001!>1T1;W<Q=0!W,24;>2!P43:,@<=!,129>:,;1Jl!W,24;>2!5,9:2!

;Q2<,1,1B!<!:0<9@4!W<99<12-6F!

"40!W0==Y0:2<Q=,:40/!,12090:2!,1!P9,?<@3!;5!P;W09!@;1:>IP2,;1!,1!240!4;I0!Q0B,1:!

240!/,:@>::,;1-!G;90!Q9;</=3J!j5<,9!,15;9I<2,;1!P9<@2,@0:Jl!W4,@4!:02!;>2!240!0::012,<=!

59<I0W;9T!5;9!240!@;==0@2,;1!<1/!>:0!;5!P09:;1<=!,15;9I<2,;1!5;9!<13!:09?,@0!P9;?,:,;1J!

4<?0!Q001!90@;B1,Z0/!,1!;>9!=0B<=!:3:20I!5;9!30<9:J!Q0B,11,1B!W,24!240!I<B,:209,<=!90P;92!;5!

240!C-+-!E0Pe2-!;5!f0<=24J!&/>@<2,;1!<1/!V0=5<90!Rf&VS!012,2=0/!4,5$6-07%8$9:;+,607%/)-%+3,%

4*<3+0%$=%8*+*>,)0-6H!.1!24<2!P>Q=,@<2,;1J!240!f&V!#/?,:;93!);II,2200!;1!#>2;I<20/!

809:;1<=!E<2<!+3:20I:!:02!;>2!<!);/0!;5!(<,9!.15;9I<2,;1!89<@2,@0:!R(.8:SJ!Q<:0/!;1!5,?0!

P9,1@,P=0:\!!

R6S!"4090!I>:2!Q0!1;!P09:;1<=!/<2<!90@;9/YT00P,1B!:3:20I:!W4;:0!?093!
0[,:201@0!,:!:0@902-!RFS!"4090!I>:2!Q0!<!W<3!5;9!<!P09:;1!2;!5,1/!;>2!W4<2!
,15;9I<2,;1!<Q;>2!240!P09:;1!,:!,1!<!90@;9/!<1/!4;W!,2!,:!>:0/-!RHS!"4090!
I>:2!Q0!<!W<3!5;9!<!P09:;1!2;!P90?012!,15;9I<2,;1!<Q;>2!240!P09:;1!24<2!W<:!
;Q2<,10/!5;9!;10!P>9P;:0!59;I!Q0,1B!>:0/!;9!I</0!<?<,=<Q=0!5;9!;2409!
P>9P;:0:!W,24;>2!240!P09:;1e:!@;1:012-!RXS!"4090!I>:2!Q0!<!W<3!5;9!<!P09:;1!
2;!@;990@2!;9!<I01/!<!90@;9/!;5!,/012,5,<Q=0!,15;9I<2,;1!<Q;>2!240!P09:;1-!R7S!
#13!;9B<1,Z<2,;1!@90<2,1BJ!I<,12<,1,1BJ!>:,1BJ!;9!/,::0I,1<2,1B!90@;9/:!;5!
,/012,5,<Q=0!P09:;1<=!/<2<!I>:2!<::>90!240!90=,<Q,=,23!;5!240!/<2<!5;9!240,9!
,1201/0/!>:0!<1/!I>:2!2<T0!P90@<>2,;1:!2;!P90?012!I,:>:0:!;5!240!/<2<-!6X!

"40!?@2%4,:$6+%<=:;!90@;II01/0/!015;9@0I012!I0@4<1,:I:!2;!01:>90!</40901@0!

2;!240!P9,1@,P=0:\!!

R6S!"40!);/0!:4;>=/!/05,10!n5<,9!,15;9I<2,;1!P9<@2,@0h!<:!</40901@0!2;!
:P0@,5,0/!:<50B><9/!90U>,90I012:b!RFS!"40!);/0!:4;>=/!P9;4,Q,2!?,;=<2,;1!;5!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
12 Id. at 40. 
6H!E0Ph2-!;5!f0<=24J!&/>@-!<1/!V0=5<90J!.,56,+/6"A0%B-&*0$6"%8$99'%$)%B;+$9/+,-%C,60$)/#%
D/+/%."0+,907%4,5$6-07%8$9:;+,607%/)-%+3,%4*<3+0%$=%8*+*>,)0%RM;?091I012!89,12,1B!'55,@0!
6L^HS!_4090,1<5209!j?@2%4,:$6+l`-!
6X!E-'!<2![[Y[[,-!
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<13!:<50B><9/!90U>,90I012:!<:!<1!j>15<,9!,15;9I<2,;1!P9<@2,@0lb!RHS!"40!);/0!
:4;>=/!P9;?,/0!24<2!<1!>15<,9!,15;9I<2,;1!P9<@2,@0!Q0!:>Qc0@2!2;!Q;24!@,?,=!
<1/!@9,I,1<=!P01<=2,0:b!RXS!"40!);/0!:4;>=/!P9;?,/0!5;9!,1c>1@2,;1:!2;!
P90?012!?,;=<2,;1!;5!<13!:<50B><9/!90U>,90I012b!R7S!"40!);/0!:4;>=/!B,?0!
,1/,?,/><=:!240!9,B42!2;!Q9,1B!:>,2:!5;9!>15<,9!,15;9I<2,;1!P9<@2,@0:!2;!90@;?09!
<@2><=J!=,U>,/<20/J!<1/!P>1,2,?0!/<I<B0:J!,1!,1/,?,/><=!;9!@=<::!<@2,;1:-!.2!
:4;>=/!<=:;!P9;?,/0!5;9!90@;?093!;5!90<:;1<Q=0!<22;9103:h!500:!<1/!;2409!
@;:2:!;5!=,2,B<2,;1!,1@>990/!Q3!,1/,?,/><=:!W4;!Q9,1B!:>@@0::5>=!:>,2:-%FG!!

"4,:!<PP9;<@4!2;!P9,?<@3!P9;20@2,;1J!W4,@4!P=<@0:!;Q=,B<2,;1:!;1!24;:0!012,2,0:!24<2!

@;==0@2!P09:;1<=!,15;9I<2,;1!<1/!P9;?,/0:!9,B42:!2;!,1/,?,/><=:!W4;:0!P09:;1<=!/<2<!,:!

@;==0@20/J!>1/09B,9/:!I;:2!;5!I;/091!P9,?<@3!=<W-!.1!5<@2J!,2!P9;?,/0:!240!59<I0W;9T!5;9!240!

89,?<@3!#@2!;5!6L^X6A!<1/!/;Z01:!;5!:2<20!<1/!50/09<=!=<W:-6^!!

"40!,12091<2,;1<=!@;II>1,23!4<:!<=:;!90@;B1,Z0/!240!,IP;92<1@0!;5!9;Q>:2!5<,9!

,15;9I<2,;1!P9<@2,@0:\!,1!6LDKJ!240!.12091<2,;1<=!'9B<1,Z<2,;1!;5!&@;1;I,@!);;P09<2,;1!

<1/!E0?0=;PI012!R'&)ES!@;/,5,0/!,2:!M>,/0=,10:!;1!240!89;20@2,;1!;5!89,?<@3!<1/!

"9<1:Q;9/09!(=;W:!;5!809:;1<=!E<2<-6D!"40!'&)E!89,?<@3!M>,/0=,10:!;5509!,IP;92<12!

,12091<2,;1<=!@;1:01:>:!;1!<1/!B>,/0=,10:!5;9!P9,?<@3!P9;20@2,;1!<1/!0:2<Q=,:4!0,B42!

P9,1@,P=0:!5;9!/<2<!P9;20@2,;1!24<2!<90!W,/0=3!>:0/!<:!240!Q01@4I<9T!5;9!<::0::,1B!P9,?<@3!

P;=,@,0:!<1/!=0B,:=<2,;1\!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
67!E-'!<2![[,,,-!
16 Privacy Act of 1974 , 5 U.S.C. § 552a (2008). 
17 See, e.g., Fair Credit Reporting Act of 1970, 15 U.S.C. §§ 1681-1681u (2008); Right to 
Financial Privacy Act of 1978, 12 U.S.C. §§ 3401-22 (2008); Fair Information Practices Act, 
Mass Ann. Laws ch. 66A §§ 1-3 (2008); Insurance Information and Privacy Protection Act, Me. 
Rev. Stat. Ann. tit. 24-A, §§ 2201-20 (2008). 
18 See OECD, Guidelines on the Protection of Privacy and Transborder Flows of Personal Data 
(1980), http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html 
[hereinafter OECD Privacy Guidelines], reprinted in The Privacy Law Sourcebook 395-423 
(Marc Rotenberg ed., 2004). 
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6- );==0@2,;1!%,I,2<2,;1!89,1@,P=0!a!"4090!:4;>=/!Q0!=,I,2:!2;!240!@;==0@2,;1!;5!
P09:;1<=!/<2<b!<13!:>@4!/<2<!@;==0@20/!:4;>=/!Q0!;Q2<,10/!Q3!=<W5>=!I0<1:!
<1/!W,24!240!@;1:012!;5!240!/<2<!:>Qc0@2J!W4090!<PP9;P9,<20-!!

F- E<2<!o><=,23!89,1@,P=0!a!);==0@20/!/<2<!:4;>=/!Q0!90=0?<12!2;!<!:P0@,5,@!
P>9P;:0J!<1/!Q0!<@@>9<20J!@;IP=020J!<1/!>PY2;Y/<20-!

H- 8>9P;:0!+P0@,5,@<2,;1!89,1@,P=0!a!"40!P>9P;:0!5;9!@;==0@2,1B!/<2<!:4;>=/!Q0!
:022=0/!<2!240!;>2:02-!

X- C:0!%,I,2<2,;1!89,1@,P=0!Y!"40!>:0!;5!P09:;1<=!/<2<!;>B42!Q0!=,I,20/!2;!
:P0@,5,0/!P>9P;:0:J!<1/!24<2!/<2<!<@U>,90/!5;9!;10!P>9P;:0!;>B42!1;2!Q0!
>:0/!5;9!;2409:-!!

7- +0@>9,23!+<50B><9/:!89,1@,P=0!a!E<2<!I>:2!Q0!@;==0@20/!<1/!:2;90/!,1!<!W<3!
90<:;1<Q=3!@<=@>=<20/!2;!P90?012!,2:!=;::J!24052J!;9!I;/,5,@<2,;1-!!

A- 'P0110::!89,1@,P=0!a!"4090!:4;>=/!Q0!<!B0109<=!P;:,2,;1!;5!29<1:P<901@3!
W,24!90:P0@2!2;!240!P9<@2,@0:!;5!4<1/=,1B!/<2<-!!

^- .1/,?,/><=!8<92,@,P<2,;1!89,1@,P=0!a!.1/,?,/><=:!:4;>=/!4<?0!240!9,B42!2;!
<@@0::J!@;15,9IJ!<1/!/0I<1/!@;990@2,;1!;5!240,9!P09:;1<=!/<2<-!!

D- #@@;>12<Q,=,23!89,1@,P=0!Y!"4;:0!,1!@4<9B0!;5!4<1/=,1B!/<2<!:4;>=/!Q0!
90:P;1:,Q=0!5;9!@;IP=3,1B!W,24!240!P9,1@,P=0:!;5!240!P9,?<@3!B>,/0=,10:-6L!

O0P90:012<2,?0:!59;I!*;924!#I09,@<J!&>9;P0!<1/!#:,<!/9<520/!240!;9,B,1<=!'&)E!

89,?<@3!M>,/0=,10:-!);>129,0:!<9;>1/!240!W;9=/J!W,24!?<93,1B!@>=2>90:!<1/!:3:20I:!;5!

B;?091<1@0J!4<?0!</;P20/!9;>B4=3!:,I,=<9!<PP9;<@40:!2;!P9,?<@3!P9;20@2,;1!W,24!90:P0@2!2;!

240!'&)E!89,?<@3!M>,/0=,10:-!"40!'&)E!89,?<@3!M>,/0=,10:!905=0@2!<!Q9;</!@;1:01:>:!<Q;>2!

4;W!2;!:<50B><9/!240!@;129;=!<1/!>:0!;5!P09:;1<=!,15;9I<2,;1-!"40905;90J!2403!P9;?,/0!<!

W0==!24;>B42Y;>2!:;=>2,;1!2;!@4<==01B,1B!U>0:2,;1:!<Q;>2!,12091<2,;1<=!@;1:01:>:!;1!

P9,?<@3!<1/!/<2<!P9;20@2,;1!24<2!/,90@2=3!,IP=,@<20!+I<92!M9,/!P;=,@,0:!<1/!P9<@2,@0:-!"4>:J!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
19 Id. at 398-99. 
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5<,9!,15;9I<2,;1!P9<@2,@0:J!<:!/05,10/!Q3!240!f&V!O0P;92!<1/!240!'&)E!M>,/0=,10:J!P9;?,/0!

240!0::012,<=!:2<92,1B!P;,12!5;9!<1<=3Z,1B!240!P9,?<@3!,IP=,@<2,;1:!;5!240!+I<92!M9,/-!

Q- #++&++.*M!+G#O"!MO.E+!#*E!8O.g#)i!

"40!+I<92!M9,/!,IP=,@<20:!P9,?<@3!<2!<!5>1/<I012<=!=0?0=J!<:!,2!@<1!Q0:2!Q0!

>1/09:2;;/!<:!<!P;W095>=!/,B,2<=!@;II>1,@<2,;1!102W;9T-!.1/00/J!@;II>1,@<2,;1:!B,<12!

),:@;!5;90:00:!240!+I<92!M9,/!102W;9T!Q0,1B!j6KK!;9!6JKKK!2,I0:!=<9B09!24<1!240!

.1209102-lFK!"40!+I<92!M9,/!W;>=/!<==;W!240!>1P90@0/0120/!5=;W!;5!,15;9I<2,;1!Q02W001!

P;W09!P9;?,/09:!<1/!P;W09!@;1:>I09:J!<1/!,2:!P;2012,<=!Q0105,2:!2;!0109B3!055,@,01@3J!

B9<1>=<9!@;129;=!;?09!P;W09!>:<B0J!<1/!240!01?,9;1I012!<90!,II01:0-!f;W0?09J!=,T0!<13!

<1<=;B;>:!@;II>1,@<2,;1:!102W;9TJ!:>@4!<:!240!.1209102J!240!+I<92!M9,/!<=:;!</I,2:!240!

P;::,Q,=,23!;5!10W!<1/!P9;Q=0I<2,@!2490<2:!2;!P9,?<@3!,1!240!5;9I!;5!,1@90<:0/!/<2<!

@;==0@2,;1J!902012,;1J!:4<9,1B!<1/!>:0-F6!#:!*.+"!<@T1;W=0/B0:J!j_2`40!I<c;9!Q0105,2!

P9;?,/0/!Q3!240!+I<92!M9,/J!,-0-!240!<Q,=,23!2;!B02!9,@409!/<2<!2;!<1/!59;I!@>:2;I09!I0209:!

<1/!;2409!0=0@29,@!/0?,@0:J!,:!<=:;!,2:!#@4,==0:e!400=!59;I!<!P9,?<@3!?,0WP;,12-lFF!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
20 Martin LaMonica, Cisco: Smart Grid Will Eclipse Size of Internet, CNET, May 18, 2009, 
http://news.cnet.com/8301-11128_3-10241102-54.html. 
21 See Ann Cavoukian, Jules Polonetsky & Christopher Wolf, Privacy by Design, SmartPrivacy 
for the Smart Grid: Embedding Privacy into the Design of Electricity Conservation 8 (Nov. 
2009), http://www.ipc.on.ca/images/Resources/pbd-smartpriv-smartgrid.pdf (“Modernization of 
the current electrical grid will involve end-user components and activities that will tend to 
increase the collection, use and disclosure of personal information by utility providers, as well 
as, perhaps, third parties.”) [hereinafter Privacy by Design]. 
22 *<2,;1<=!.1:2,2>20!5;9!+2<1/<9/:!<1/!"0@41;=;B3J!*.+"!(9<I0W;9T!<1/!O;</I<P!5;9!
+I<92!M9,/!.1209;P09<Q,=,23!+2<1/<9/:!O0=0<:0!6-K!RE9<52S!DX!RFKKLS!_4090,1<5209!E9<52!
(9<I0W;9T`- 
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"40!Q<:,@!<9@4,20@2>90!;5!240!+I<92!M9,/!P90:012:!:0?09<=!24;913!P9,?<@3!,::>0:-!"40!

5,9:2!W,/0=3!/,:29,Q>20/!:I<92!B9,/!<PP=,@<2,;1!,:!240!:I<92!I0209-FH!+I<92!I0209:!I;1,2;9!

<1/!90P;92!;1!@>:2;I09!0=0@29,@,23!@;1:>IP2,;1!2;!240!>2,=,23!:09?,@0!P9;?,/09-!&[P092:!

0:2,I<20!24<2!C-+-!,1?0:2I012!,1!:I<92!I0209:!@;>=/!2;2<=!pXK!2;!p7K!Q,==,;1J!<1/!9;>B4=3!

6KK!I,==,;1!:I<92!I0209:!@;>=/!Q0!,1:2<==0/!;?09!240!10[2!5,?0!30<9:-FX!+I<92!I0209:J!=,T0!

29</,2,;1<=!I0209:J!W,==!Q0!<::;@,<20/!W,24!<!>1,U>0!<//90::J!W4,@4!I<T0:!,2!8..-F7!"40!

I0209!:09,<=!1>IQ09J!<:!W0==!<:!240!0=0@29;1,@!,15;9I<2,;1!<::;@,<20/!W,24!240!/0?,@0!W;>=/!

@;IP9,:0!8..!5;9!24;:0!<::;@,<20/!W,24!240!<//90::-!+I<92!I0209:!W,==!,1@90<:0!240!

590U>01@3!;5!@;II>1,@<2,;1!59;I!240!4;I0!2;!240!>2,=,23!:09?,@0!P9;?,/09!;9!240!24,9/!

P<923!<PP=,@<2,;1!>:09-!"9</,2,;1<=!I0209!90</,1B!2;;T!P=<@0!;1@0!<!I;124J!Q3!240!?,:,2!;5!<!

P09:;1!W4;!W<:!<55,=,<20/!W,24!240!0=0@29,@,23!:09?,@0!P9;?,/09!;9!Q,==,1B!@;IP<13J!W4090<:!

:I<92!I0209:!W,==!,1@90<:0!240!590U>01@3!<1/!<@@0::!2;!240!/<2<!@;==0@20/-!

+I<92!I0209:!@;>=/!Q0!/0:,B10/!;9!@;15,B>90/!2;!90P;92!0=0@29,@,23!@;1:>IP2,;1!

;1@0!<!I;124J!;9!W00T=3J!;9!/<,=3-!f;W0?09J!P9;P;:<=:!5;9!:I<92!I0209:!/,:@>::!j90<=Y2,I0l!

90P;92,1B!;5!>:<B0!/<2<-FA!"40!/0:,B1!:P0@,5,@<2,;1!,:!1;2!5;9!24<2!0=0@29,@,23!@;1:>IP2,;1!

,15;9I<2,;1!2;!90I<,1!,1!240!4;I0!;9!I0209!=;@<2,;1J!W4,@4!@;>=/!;1=3!Q0!<@@0::0/!0<:,=3!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
23 See Stan Mark Kaplan, Congressional Research Service, Electric Power Transmission: 
Background and Policy Issues 23 (2009), available at 
http://opencrs.com/document/R40511/2009-04-14/download/1013 (discussing basic functions of 
smart meters); U.S. Dep’t of Energy, Smart Grid System Report 38 (July 2009) [hereinafter 
“Smart Grid System Report] (“The use of smart meters, a driving force behind being able to 
evaluate grid load and support pricing conditions, has been increasing significantly, almost 
tripling between 2006 and 2008 to 19 million meters. . . .”). 
24 Draft Framework, supra note 22, at 21-22. 
25 See Cyber Security Strategy, supra note 2, at 33 (flow chart detailing Smart Grid 
communication links between consumers and providers). 
26 See, e.g., Draft Framework, supra note 22, at 56. 
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Q3!240!>2,=,23!>:09-!O<2409J!240!P=<1!<:!:>BB0:20/!,1!240!)3Q09!+0@>9,23!+29<20B3!,:!2;!:4<90!

240!,15;9I<2,;1!W,24!240!>2,=,23!@;IP<13!;9!;2409:-!.5J!<:!240!/;@>I012!:>BB0:2:J!240!

,15;9I<2,;1!W,==!<==;W!@>:2;I09:!2;!I<T0!Q02209!0109B3!@;1:>IP2,;1!/0@,:,;1:!2401!;1=3!

240!@>:2;I09!:4;>=/!4<?0!<@@0::!2;!24<2!,15;9I<2,;1-!"4,:!,:!;10!;5!I<13!,1:2<1@0:!,1!

W4,@4!240!/0:,B1!;5!<!+I<92!M9,/!<PP=,@<2,;1!@<1!5<?;9!P9,?<@3!;9!,B1;90!,2-!

#1;2409!<9@4,20@2>9<=!P;,12!24<2!9<,:0:!P9,?<@3!,IP=,@<2,;1:!,:!240!>:0!;5!W,90=0::!

@;II>1,@<2,;1:!2;!29<1:I,2!+I<92!M9,/!/<2<-F^!"40!E9<52!(9<I0W;9T!P9;P;:0/!2;!<::0::!

j240!@<P<Q,=,2,0:!<1/!W0<T10::0:!;5!:P0@,5,@!W,90=0::!20@41;=;B,0:-lFD!#=24;>B4!,2!I012,;1:!

:0@>9,23!<:!<!@4<9<@209,:2,@!;5!W,90=0::!20@41;=;B3!24<2!I<3!Q0!90=0?<12!2;!24<2!<::0::I012J!

,2!/;0:!1;2!I012,;1!P9,?<@3-!#13!W,90=0::!20@41;=;B3!24<2!W;>=/!Q0!>:0/!2;!29<1:I,2!>:09!

/<2<!I>:2!P9;20@2!P09:;1<=!P9,?<@3-!V,90=0::!:01:;9:!<1/!102W;9T:!<90!:>:@0P2,Q=0!2;!

:0@>9,23!Q90<@40:!>1=0::!P9;P09=3!:0@>90/JFL!<1/!Q90<@40:!;5!W,90=0::!20@41;=;B3!@;>=/!

0[P;:0!>:09:h!P09:;1<=!/<2<-HK!+,I,=<9=3J!240!P;2012,<=!29<1:I,::,;1!;5!+I<92!M9,/!/<2<!

249;>B4!jQ9;</Q<1/!;?09!P;W09!=,10l!R$8%S!,IP=,@<20:!>:09:h!P9,?<@3\!!

#!$8%!1;/0!@;>=/!@;II>1,@<20!W,24!<13!/0?,@0!P=>BB0/!,12;!<1!0=0@29,@<=!
:;@T02-!)<P2>90!;5!<!:>Q:2<2,;1!1;/0!W;>=/!P9;?,/0!@;129;=!;?09!I0::<B0:!
B;,1B!2;!:I<92!<PP=,<1@0:!;9!@;IP>2,1B!:3:20I:!,1!4;I0:!<1/!;55,@0:-!#!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
27 See Draft Framework, supra note 22, at 65. 
28 Id. 
29 See, e.g., Mark F. Foley, Data Privacy and Security Issues for Advanced Metering Systems 
(Part 2), available at 
http://www.smartgridnews.com/artman/publish/industry/Data_Privacy_and_Security_Issues_for
_Advanced_Metering_Systems_Part_2.html (“Wireless sensor networks, for example, are 
subject to the general security problems of computer networks, ordinary wireless networks, and 
ad-hoc networks). 
30 See id. (breaches could “result in denial of service to customers or utilities (e.g., access to 
billing information or energy usage), payment avoidance, system overload, reduced quality of 
service, and violation of power control protocols”). 
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>2,=,23!I<3!<=:;!;5509!@>:2;I09:!$8%!<:!<!:0P<9<20!90?01>0!:290<I-!"4,:!
@90<20:!9,:T:!24<2!_</?<1@0/!I0209`!/<2<!@;>=/!Q0!90</!;9!I;/,5,0/!;?09!240!
,1209102!;9!24<2!@;II;1!,1209102!<22<@T:!@;>=/!Q0!Q9;>B42!<B<,1:2!240!
0=0@29,@<=!B9,/!;9!,1/,?,/><=!@>:2;I09:-H6!

G;90;?09J!W,90=0::!@;II>1,@<2,;1!,:!0:P0@,<==3!P9;Q=0I<2,@!,1!=,B42!;5!240!P<:2!

0[P=;,2<2,;1!;5!W,90=0::!:3:20I:!Q3!24,0?0:!W4;!>:0!20@41,U>0:!T1;W1!<:!jW<9!/9,?,1Bl!2;!

:00T!;>2!>1P9;20@20/!;9!,1:>55,@,012=3!P9;20@20/!W,90=0::!@;II>1,@<2,;1!P;92<=:-HF!+,B1<=:!

59;I!W,90=0::!/0?,@0:!<90!/020@2<Q=0!Q3!;2409:!>:,1B!0<:,=3!<@U>,90/!I<209,<=:!W,24!=,22=0!

0[P092,:0!2;!P,@TY>P!?<=><Q=0!,15;9I<2,;1!;1!:3:20I:!>:,1B!W,90=0::!20@41;=;B3-!!

V,90=0::!W;>=/!1;2!;1=3!P9;?,/0!<!:,B1,5,@<12!@4<==01B0!2;!P9,?<@3!;5!>:09:J!Q>2!I<3!

<=:;!P;:0!0@;1;I,@!<:!W0==!<:!:0@>9,23!2490<2:-!./012,23!24052J!24,9/!P<923!I;1,2;9,1B!;5!

>2,=,23!>:0J!4;I0!,1?<:,;1:J!/;I0:2,@!<Q>:0!<1/!P90/<2;93!>:0!;5!4;I0!0=0@29,@,23!

@;1:>IP2,;1!,15;9I<2,;1!:29,P:!4;I0!;W109:!;5!240!P9;20@2,;1!59;I!P93,1B!030:!P9;?,/0/!

Q3!240!W<==:!;5!240,9!4;I0-!

#!5,1<=!<9@4,20@2>9<=!P9;Q=0I!W,24!240!P9;P;:0/!+I<92!M9,/!,:!240!,1209<@2,;1!

Q02W001!240!+I<92!M9,/!<1/!W,24!P=>BY,1!0=0@29,@!?04,@=0:!R8&gS-!.2!,:!P;::,Q=0!24<2!240!

+I<92!M9,/!W;>=/!P09I,2!>2,=,23!@;IP<1,0:!2;!>:0!8&g:!<1/!;2409!:;>9@0:!;5!:2;90/!0109B3!

j<:!<!B9,/Y,120B9<20/!;P09<2,;1<=!<::02JlHH!*','7%/9<,1!240!0109B3!:2;90/!,1!240!8&g:!W401!

100/0/!2;!:>PP=3!;2409!>:09:-!"4,:!<PP=,@<2,;1!;5!240!+I<92!M9,/!,:!P<92,@>=<9=3!29;>Q=,1B-!.5!

P9,?<@3!,:J!<:!240!+>P90I0!);>92!4<:!:<,/J!240!j,12090:2!,1!,1/0P01/01@0!,1!I<T,1B!@092<,1!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
31 Id. 
32 See, e.g., Patrick S. Ryan, War, Peace, or Stalemate: Wargames, Wardialing, Wardriving, and 
the Emerging Market for Hacker Ethics, 9 Va. J.L. & Tech. 7 (2004). 
33 Draft Framework, supra note 22, at 67. 
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T,1/:!;5!,IP;92<12!/0@,:,;1:JlHX!2401!24,:!P9;P;:0/!<PP=,@<2,;1!@;>=/!:0?090=3!/<I<B0:!

Q;24!P9,?<@3!,12090:2:!<1/!@;1:>I09!9,B42:-!!

@- 8O.g#)i!"fO&#"+!

.1!<//,2,;1!2;!240!<9@4,20@2>9<=!W0<T10::0:!;5!240!P9;P;:0/!+I<92!M9,/J!240!

<PP=,@<2,;1!<1/!>:0!;5!240!M9,/!2490<201:!P9,?<@3!,1!I<13!/,5509012!W<3:-!*.+"!:4;>=/!

0:2<Q=,:4!@;IP90401:,?0!P9,?<@3!90B>=<2,;1:!24<2!=,I,2!240!@;==0@2,;1!<1/!>:0!;5!@;1:>I09!

/<2<-!'1=3!Q3!Q>,=/,1B!P9,?<@3!P9;20@2,;1!,12;!240!+I<92!M9,/!59;I!240!;>2:02!@<1!*.+"!

/0501/!240!9;Q>:2!P9,?<@3!,12090:2:!=;1B!P9;20@20/!Q3!;>9!=0B<=!:3:20I-!"40!5;==;W,1B!

P<9<B9<P4:!,/012,53!I<13!;5!240!P9,?<@3!,12090:2:!2490<2010/!Q3!240!+I<92!M9,/-!

,- .E&*"."i!"f&("!

./012,23!24052!?,@2,I,Z0:!I,==,;1:!;5!P0;P=0!0<@4!30<9-H7!"40!(")!0:2,I<20/!24<2!D-H!

I,==,;1!P0;P=0!/,:@;?090/!24<2!2403!W090!?,@2,I:!;5!,/012,23!24052!,1!FKK7J!W,24!2;2<=!

90P;920/!=;::0:!0[@00/,1B!p67!Q,==,;1-HA!#@@;9/,1B!2;!240!89,?<@3!O,B42:!)=0<9,1B4;>:0J!

I;90!24<1!HXK!I,==,;1!90@;9/:!@;12<,1,1B!:01:,2,?0!P09:;1<=!,15;9I<2,;1!4<?0!Q001!

,1?;=?0/!,1!:0@>9,23!Q90<@40:!:,1@0!q<1><93!FKK7-H^!

80209!*0>I<11J!<1!0[P092!;1!P9,?<@3!<1/!:0@>9,23!R<1/!<!I0IQ09!;5!240!&8.)!

#/?,:;93!$;<9/SJ!20:2,5,0/!2;!);1B90::!,1!FKK^!<Q;>2!:0@>9,23!<1/!P9,?<@3J!<1/!@;1@=>/0/!

24<2!240!/0:,B1!;5!,15;9I<2,;1!:3:20I:!<90!:>Qc0@2!2;!I<13!P,25<==:J!<1/!24<2!24090!,:!j_<`!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
34 Whalen v. Roe, 429 U.S. 589, 599-600 (1977). 
35 See generally EPIC, Identity Theft, http://epic.org/privacy/idtheft (last visited Dec. 1, 2009). 
36 Fed. Trade Comm’n, 2006 Identity Theft Survey Report 4, 9 (2007) [hereinafter “FTC Survey 
Report”]. 
37 Privacy Rights Clearinghouse, Chronology of Data Breaches, Nov. 23, 2009, 
http://www.privacyrights.org/ar/ChronDataBreaches.htm. 
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<>24012,@<2,;1J!<1/!<@@0::!@;129;=:!2;!01:>90!:0@>9,23!<1/!P9,?<@3-lHD!

"40!5<,24!P=<@0/!,1!240!@<P<@,23!;5!240!+I<92!M9,/!2;!:<50B><9/!:01:,2,?0!P09:;1<=!

,15;9I<2,;1!,:!:,I,=<9=3!>15;>1/0/-!#:!<1!0IP=;300!5;9!.29;1J!<!I<1>5<@2>909!;5!<>2;I<20/!

I0209:J!</I,220/J!m#13!102W;9T!@<1!Q0!4<@T0/-lHL!+,I,=<9=3J!:;I0!0[P092:!<9B>0!24<2!j<1!

<22<@T09!W,24!p7KK!;5!0U>,PI012!<1/!I<209,<=:!<1/!<!Q<@TB9;>1/!,1!0=0@29;1,@:!<1/!

:;52W<90!01B,1009,1B!@;>=/!n2<T0!@;II<1/!<1/!@;129;=!;5!240!_</?<1@0/!I0209!

,159<:29>@2>90`!<==;W,1B!5;9!240!01!I<::0!I<1,P>=<2,;1!;5!:09?,@0!2;!4;I0:!<1/!

Q>:,10::0:-hmXK!"4>:J!,2!,:!P;::,Q=0!24<2!jc>:2!<:!,/012,2,0:J!@90/,2!<1/!/0Q,2!@<9/!1>IQ09:J!

<1/!;2409!5,1<1@,<=!,15;9I<2,;1!<90!9;>2,10=3!4<9?0:20/!<1/!P>2!>P!5;9!:<=0!;1!240!.1209102J!

:;!W,==!Q0!+I<92!M9,/!,/012,5,09:!<1/!90=<20/!,15;9I<2,;1-lX6!#=2091<2,?0=3J!,/012,23!24,0?0:!

@;>=/!>:0!8..!;Q2<,10/!0=:0W4090!2;!,IP09:;1<20!>2,=,23!@>:2;I09:J!W4,@4!P;:0:!240!9,:T!;5!

59<>/>=012!>2,=,23!>:0!<1/!P;2012,<=!,IP<@2!;1!@90/,2!90P;92:-XF!

,,- 8&O+'*#%!+COg&.%%#*)&!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
38 Security and Privacy in the Employment Eligibility Verification System (EEVS) and Related 
Systems: Hearing Before the H. Comm. On Ways and Means Subcomm. On Social Security, 
110th Cong. 9 (2007) (statement of Peter G. Neumann, Principal Scientist, Computer Science 
Lab, SRI International). 
39 Jeanne Meserve, 'Smart Grid' May Be Vulnerable To Hackers, CNN, March 21, 2009, 
http://www.cnn.com/2009/TECH/03/20/smartgrid.vulnerability. 
40 Id. 
41 Eric Breisach & H. Russell Frisby, Energy Identity Theft: We’re Way Beyond Plugging in the 
Meter Upside Down, Smartgridnews.com, April 9, 2008, 
http://www.smartgridnews.com/artman/publish/article_425.html. 
42 See Rebecca Herold, SmartGrid Privacy Concerns, available at 
http://www.privacyguidance.com/files/SmartGridPrivacyConcernsTableHeroldSept_2009.pdf 
[hereinafter Privacy Concerns]. 
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"40!+I<92!M9,/!@;>=/!<=:;!90?0<=!:01:,2,?0!P09:;1<=!Q04<?,;9!P<22091:-!"40!

P9;P;:0/!+I<92!M9,/!W,==!Q0!<Q=0!2;!@;;9/,1<20!P;W09!:>PP=3!,1!90<=!2,I0J!Q<:0/!;1!240!

P;W09!100/:!;5!>:09:!<1/!240!<?<,=<Q,=,23!;5!P;W09-XH!(;9!,1:2<1@0Jj_0`109B3!>:0!,1!

Q>,=/,1B:!@<1!Q0!90/>@0/!,5!Q>,=/,1BY:3:20I!;P09<2,;1:!<90!@;;9/,1<20/!W,24!240!:@40/>=0:!

;5!240!;@@>P<12:-lXX!f;W0?09J!@;;9/,1<2,1B!:@40/>=0:!,1!24,:!I<1109!P;:0:!:09,;>:!P9,?<@3!

9,:T:!2;!@;1:>I09:-!.15;9I<2,;1!<Q;>2!<!P;W09!@;1:>I09h:!:@40/>=0!@<1!90?0<=!,12,I<20J!

P09:;1<=!/02<,=:!<Q;>2!240,9!=,?0:J!:>@4!<:!240,9!I0/,@<=!100/:J!,1209<@2,;1:!W,24!;2409:!<1/!

P09:;1<=!4<Q,2:\!j4,B4=3!/02<,=0/!,15;9I<2,;1!<Q;>2!<@2,?,2,0:!@<99,0/!;1!H*+3*)%+3,%=$;6%

H/##0%$=%+3,%3$9,%W,==!:;;1!Q0!90</,=3!<?<,=<Q=0!5;9!I,==,;1:!;5!4;>:04;=/:!1<2,;1W,/0-lX7!

j(;9!0[<IP=0J!90:0<9@4!4<:!/0=,10<20/!240!/,550901@0:!,1!<?<,=<Q,=,23!<2!4;I0!5;9!?<9,;>:!

:;@,<=!23P0:!;5!0=0@29,@,23!@;1:>I09:!,1@=>/,1B!W;9T,1B!</>=2:J!:01,;9!@,2,Z01:J!4;>:0!W,?0:!

<1/!@4,=/901!;5!:@4;;=!<B0-l!XA!+,I,=<9=3J!240!/<2<!@;>=/!90?0<=!240!23P0!;5!<@2,?,23!24<2!240!

@;1:>I09!,:!01B<B,1B!,1J!/,5509012,<2,1B!Q02W001J!5;9!0[<IP=0J!4;>:0W;9T!<1/!P09:;1<=!

43B,010J!;9!0?01!90?0<=,1B!24<2!<!@;1:>I09!4<:!<!:09,;>:!I0/,@<=!@;1/,2,;1!<1/!>:0:!

I0/,@<=!0U>,PI012!0?093!1,B42J!;9!24<2!40!=,?0:!<=;10!<1/!=0<?0:!240!4;>:0!?<@<12!<==!/<3-X^!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
43 E9<52!(9<I0W;9TJ!0;:6/!1;20!FFJ!<2!76- 
44 Id. at 52. 
45 Elias Leake Quinn, Privacy and the New Energy Infrastructure 28 (2009), available at 
http://ssrn.com/abstract=1370731 (emphasis in original) [hereinafter Privacy and the New 
Energy Infrastructure]; see Privacy Concerns, supra note 42. 
46 Privacy and the New Energy Infrastructure at 26-27; see A. Capasso et al., Probabilistic 
Processing of Survey Collected Data in a Residential Load Area for Hourly Demand Profile 
Estimation, 2 Athens Power Tech 866, 868 (1993). 
47 Privacy and the New Energy Infrastructure, supra note 45, at 27 (“differences in consumption 
vary with the type of activity, and profiles of energy uses that differentiate between activities can 
be constructed for things like leisure time, housework, cooking, personal hygiene”); see Capasso, 
supra note 46, at 869. 
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+I<92!M9,/!I0209!/<2<!I<3!<=:;!Q0!<Q=0!2;!29<@T!240!>:0!;5!:P0@,5,@!<PP=,<1@0:!W,24,1!

>:09:h!4;I0:-XD!"40:0!j:I<92!<PP=,<1@0:l!W;>=/!Q0!<Q=0!2;!@;II>1,@<20!W,24!240!+I<92!

M9,/J!29<1:I,22,1B!/02<,=0/!0109B3Y>:0!,15;9I<2,;1!<1/!90:P;1/,1B!/31<I,@<==3!2;!P9,@0!

5=>@2><2,;1:!<1/!P;W09!<?<,=<Q,=,23-!#!:I<92!W<209!40<209J!5;9!0[<IP=0J!@;>=/!01B<B0!,1!

j/31<I,@!P9,@,1Bl!Q3!0U>,PP,1B!,2!W,24!j<!/0?,@0!24<2!@;;9/,1<20:!W,24!<!5<@,=,23h:!0109B3Y

I<1<B0I012!:3:20I!2;!</c>:2!20IP09<2>90!@;129;=:J!W,24,1!:P0@,r0/!=,I,2:J!Q<:0/!;1!

0109B3!P9,@0:-lXL!#:!;2409!/0?,@0:!Q0@;I0!@;II09@,<==3!<?<,=<Q=0!24<2!<90!/0:,B10/!2;!:01/!

@;1:>IP2,;1!/<2<!;?09!240!+I<92!M9,/J!240!@;==0@2,;1!;5!P09:;1<=!/<2<!@;>=/!,1@90<:0-!(;9!

0[<IP=0J!240!I;1,2;9,1B!;5!0=0@29,@,23!@;1:>IP2,;1!I<3!90U>,90!240!90B,:29<2,;1!;5!,20I:!

W,24,1!<!4;I0!5;9!I;1,2;9,1B!Q3!240!>2,=,23!@;IP<13!;9!<!24,9/!P<923!:09?,@0!P9;?,/09-!

+I<92!M9,/!01<Q=0/!<PP=,<1@0:!:>@4!<:!W<:409:J!/9309:J!<,9!@;1/,2,;109:J!@0129<=!40<2,1B!

:3:20I:J!W<209!40<209:J!:2;?0:J!9059,B09<2;9J!5900Z09:J!:W,II,1B!P;;=:!<1/!q<@>ZZ,:!

@;1:>I0!=<9B0!<I;>12:!;5!0=0@29,@,23J!<1/!I<3!Q0!<::;@,<20/!W,24!<!5,[0/!<//90::!:>@4!<:!<!

4;I0-!&<@4!;5!240:0!,20I:!I<3!4<?0!<!>1,U>0!P9;/>@2!I<1>5<@2>909!/0:,B1<2,;1!R0-B-!

V4,9=P;;=J!M0109<=!&=0@29,@J!02@-SJ!P9;/>@2!:09,<=!1>IQ09J!<1/!240!P>9@4<:0!4,:2;93!;5!240!

,20I!W;>=/!,1@=>/0!240!P>9@4<:09h:!1<I0-!G;1,2;9,1B!240!5>1@2,;1!<1/!;P09<2,;1!;5!240:0!

,20I:!W;>=/!Q0!P43:,@<==3!<::;@,<20/!W,24!<1!<//90::J!W4,@4!,:!P09:;1<==3!,/012,5,<Q=0!

,15;9I<2,;1!5;9!24;:0!;@@>P3,1B!240!90:,/01@0-!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
48 See, e.g., Privacy by Design, supra note 21, at 8-9. 
49 Smart Grid System Report, supra note 23, at 34. 
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(>92409J!,2!@<1!Q0!<12,@,P<20/!24<2!240!+I<92!M9,/!@;>=/!29<@T!0?01!:I<==09!0=0@29,@,23!

>:<B0-!+I<92!P=>B:!;9!;>2=02:!I,B42!90P;92!,1!90<=Y2,I0!W401!<!=,B42,1B!5,[2>90J!=<IPJ!

@;IP>209J!20=0?,:,;1J!B<I,1B!:3:20IJ!I>:,@!/0?,@0J!;9!0[09@,:0!I<@4,10!,:!;P09<2,1B!<1/!

5;9!4;W!=;1B-!!

'10!:@4;=<9!5;9@05>==3!<9B>0:!24<2!240!<Q,=,23!2;!I;1,2;9!0=0@29,@,23!>:0!<2!:>@4!<!

B9<1>=<9!=0?0=!P;:0:!<!:09,;>:!2490<2!2;!P9,?<@3\!

"4,:J!I;90!24<1!<13!;2409!P<92!;5!240!:I<92!I0209!:2;93J!P<9<==0=:!+40==03h:!
5<Q=0!;5!(9<1T01:20,1\!W4,=0!90:0<9@409:!/;!1;2!@>99012=3!4<?0!240!<Q,=,23!2;!
,/012,53!0?093!<PP=,<1@0!0?012!59;I!W,24,1!<1!,1/,?,/><=h:!0=0@29,@,23!P9;5,=0J!
240!/,90@2,;1!;5!240!90:0<9@4!<:!<!W4;=0!<1/!240!:>99;>1/,1B!@;120[2!<1/!
I;2,?<2,;1:!5;9!:>@4!90:0<9@4!P;,12!/,90@2=3!2;!/0?0=;P,1B!I;90!<1/!I;90!
:;P4,:2,@<20/!2;;=:!5;9!90:;=?,1B!240!P,@2>90!;5!4;I0!=,50!24<2!@<1!Q0!B=0<10/!
59;I!<1!,1/,?,/><=h:!0=0@29,@,23!P9;5,=0-!$05;90!240!:W,2@4!,:!249;W1!<1/!240!
,15;9I<2,;1!>1=0<:40/!>P;1!240!W;9=/!5;9!W4<20?09!>:0:!W,==0/J!,2!I<3!Q0!
P9>/012!2;!=;;T!,12;!/<2<!P9;20@2,;1:!=0:2!240!>15;90:001!@;1:0U>01@0:!@;I0!
Q<@T!2;!4<>12!>:-7K!

.1/00/J!240!P;2012,<=!<I;>12!;5!P09:;1<=!,15;9I<2,;1!24<2!@;>=/!Q0!B=0<10/!59;I!

:I<92!<PP=,<1@0:!,:!@;=;::<=\!!

(;9!0[<IP=0J!,2!,:!:>BB0:20/!24<2!240!5;==;W,1B!,15;9I<2,;1!@;>=/!Q0!B=0<10/!
W,24!240!,129;/>@2,;1!;5!01/Y>:09!@;IP;1012:!-!-!-!\!V402409!,1/,?,/><=:!201/!
2;!@;;T!I,@9;W<?<Q=0!I0<=:!;9!I0<=:!;1!240!:2;?0b!W402409!2403!4<?0!
Q90<T5<:2b!240!2,I0!<2!W4,@4!,1/,?,/><=:!<90!<2!4;I0b!W402409!<!4;>:0!4<:!<1!
<=<9I!:3:20I!<1/!4;W!;5201!,2!,:!<@2,?<20/b!W401!;@@>P<12:!>:><==3!:4;W09b!
W401!240!"g!<1/];9!@;IP>209!,:!;1b!W402409!<PP=,<1@0:!<90!,1!B;;/!
@;1/,2,;1b!240!1>IQ09!;5!B</B02:!,1!240!4;I0b!,5!240!4;I0!4<:!<!W<:409!<1/!
/9309!<1/!4;W!;5201!2403!<90!>:0/b!W402409!=,B42:!<1/!<PP=,<1@0:!<90!>:0/!<2!
;//!4;>9:J!:>@4!<:!,1!240!I,//=0!;5!240!1,B42b!W402409!<1/!4;W!;5201!0[09@,:0!
0U>,PI012!:>@4!<:!<!290</I,==!,:!>:0/-76!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
50 Privacy and the New Energy Infrastructure, supra note 45, at 28. 
51 Privacy by Design, supra note 21, at 11. 
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59;I!:I<92!<PP=,<1@0:!W;>=/!1;2!;2409W,:0!Q0!<?<,=<Q=0!2;!;>2:,/09!;Q:09?09:\!jV,24!240!

W4;=0!;5!<!P09:;1h:!4;I0!<@2,?,2,0:!=<,/!2;!Q<90J!_<PP=,<1@0Y>:<B0!29<@T,1B`!P9;?,/0:!<!

Q02209!=;;T!,12;!4;I0!<@2,?,2,0:!24<1!W;>=/!P009,1B!249;>B4!240!Q=,1/:!<2!24<2!4;>:0-l!7F!!

*;2!;1=3!@;>=/!24<2!,15;9I<2,;1!Q0!>:0/!2;!0[29<@2!0?01!I;90!,12,I<20!,15;9I<2,;1!

59;I!240!>:<B0!/<2<J!Q>2!24<2!,15;9I<2,;1!@;>=/!<=:;!Q0!>:0/!,1!W<3:!24<2!,IP<@2!240!>:09!,1!

2<1B012,<=!<90<:!;5!240,9!=,?0:-!7H!(;9!,1:2<1@0J!<PP=,<1@0!>:<B0!/<2<!@;>=/!Q0!29<1:50990/!2;!

<PP=,<1@0!I<1>5<@2>909:!2;!90:P;1/!2;!W<99<123!@=<,I:-!'9J!240!/<2<!@;>=/!Q0!29<1:50990/!

2;!,1:>9<1@0!@;IP<1,0:!24<2!I<3!W<12!240!,15;9I<2,;1!<:!P<92!;5!<1!,1?0:2,B<2,;1!,12;!<1!

,1:>9<1@0!@=<,I-!7X!%<1/=;9/:!@;>=/!29<@T!240!0109B3!>:0!<1/!Q04<?,;9!P<22091:!;5!

901209:]=0<:09:-!"40!/<2<!@;>=/!0?01!Q0!>:0/!2;!,IP,1B0!;1!@,?,=!=,Q092,0:!Q3!5<@,=,2<2,1B!

@01:;9:4,P!;9!=,I,2<2,;1!;5!<@2,?,2,0:!Q<:0/!;1!0109B3!@;1:>IP2,;1!P<22091:-77!(;9!,1:2<1@0J!

jI0209!/<2<!@;>=/!90?0<=!90:,/012!<@2,?,2,0:!;9!>:0:!24<2!>2,=,23!@;IP<1,0:!I<3!2401!

:>Q:0U>012=3!/0@,/0!<90!,1<PP9;P9,<20!;9!:4;>=/!1;2!Q0!<==;W0/-l7A!'9!I;90!B0109<==3J!

0109B3!:09?,@0!P9;?,/09:!,1!P;::0::,;1!;5!@;1:>I09!/<2<!I<3!:,IP=3!@4;;:0!2;!>:0!240!/<2<!

5;9!I<9T02,1B!P>9P;:0:!;9!2;!:0==!,2!;1!240!;P01!I<9T02-!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
52 Id. at 25. 
53 See Privacy Concerns, supra note 42; Mark F. Foley, The Dangers of Meter Data (Part 1), 
available at 
http://www.smartgridnews.com/artman/publish/industry/The_Dangers_of_Meter_Data_Part_1.ht
ml [hereinafter “Dangers (Part I)”]. 
54 See Dangers (Part I), supra note 53. 
55 See Privacy Concerns, supra note 42. 
56 Id. 
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"40!P;::,Q,=,23!24<2!240!<PP=,<1@0:!@;>=/!,12095<@0!W,24!240!+I<92!M9,/!249;>B4!.8Y

Q<:0/!102W;9T:!5>92409!0[<@09Q<20:!240!P9,?<@3!,::>0:-!"40!E9<52!(9<I0W;9T!9<,:0:!

,1/,90@2=3!240!P9,?<@3!9,:T!24<2!W;>=/!<9,:0!,1!<1!.8YQ<:0/!P;W09!102W;9T\!j#1!<1<=3:,:!

100/:!2;!Q0!P095;9I0/!5;9!0<@4!:02!;5!+I<92!M9,/!90U>,90I012:!2;!/0209I,10!W402409!.8!,:!

<PP9;P9,<20!<1/!W402409!@3Q09!:0@>9,23!@<1!Q0!<::>90/-l7^!"40!0550@2!;5!.8YQ<:0/!102W;9T:!

;1!P9,?<@3!I>:2!Q0!P<92!;5!24<2!<1<=3:,:J!<:!.8?A!<1/!240!j.1209102!;5!"4,1B:l!9<,:0!10W!

P9,?<@3!@;1:,/09<2,;1:-!(;9!,1:2<1@0J!240!.8!<//90::0:!<::;@,<20/!W,24!<PP=,<1@0:!;9!;2409!

/0?,@0:!j@;>=/!Q0!>:0/!2;!29<@T!<@2,?,2,0:!;5!<!/0?,@0!R<1/!<1!<::;@,<20/!,1/,?,/><=SJl!

24090Q3!90?0<=,1B!<1!,1/,?,/><=h:!40<=24!@;1/,2,;1J!/<,=3!<@2,?,2,0:J!<1/!;2409!:01:,2,?0!<1/!

P9,?<20!,15;9I<2,;1-7D!G;90;?09J!<==;W,1B!240!/0?,@0:!<@@0::!2;!240!.1209102!W,==!I<T0!240I!

I;90!?>=109<Q=0J!,1@90<:,1B!240!=,T0=,4;;/!;5!:0@>9,23!Q90<@40:!<1/!=;::!;5!P09:;1<=!

P9,?<@3\!j#==!;5!240:0!_+I<92!M9,/`!@;II>1,@<2,;1!=,1T:!,129;/>@0!?>=109<Q,=,2,0:J!0:P0@,<==3!

,5!2403!@<1!Q0!<@@0::0/!;?09!240!.1209102-l7L!"40!,1?<:,?010::!;5!0[29<@2,1B!<PP=,<1@0!>:<B0!

/<2<!59;I!+I<92!M9,/!/<2<J!P<92,@>=<9=3!59;I!.8Y01<Q=0/!<PP=,<1@0:J!@<11;2!Q0!;?09:2<20/!

<:!.8!<//90::,1B!,1!<1!.8?A!01?,9;1I012!W,==!I<T0!P;::,Q=0!240!>1,U>0!,/012,5,@<2,;1!;5!

0?093!:,1B=0!/0?,@0!,1!240!4;I0!24<2!90@0,?0:!0=0@29,@!P;W09-!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
57 Draft Framework, supra note 22, at 29. 
58 SANS Institute, The Next Internet Privacy in Internet Protocol 5 (2004); see Commission To 
the European Parliament, the Council, the European Economic and Social Committee and the 
Committee of the Regions, Internet of Things — An Action Plan for Europe 5-6 (2009) (Social 
acceptance of [Internet of Things] will be strongly intertwined with respect for privacy and the  
protection of personal data, two fundamental rights of the EU.”). 
7L!.,,%G-!M9<1B09!G;9B<1J!02-!<=-J!)<910B,0!G0==;1!C1,?09:,23!E0P<92I012!;5!&1B,1009,1B!
<1/!8>Q=,@!8;=,@3J!"40!G<13!G0<1,1B:!;5!j+I<92!M9,/l!7!RFKKLSJ!/&/*#/I#,%/+!
422P\]]WWW-0PP-@I>-0/>]8>Q=,@<2,;1:]8;=,@3s$9,05s+I<92sM9,/sq>=3sKL-P/5-!
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!

,?- 8fi+.)#%!E#*M&O+!

E<2<!@;>=/!Q0!>:0/!Q3!@9,I,1<=:J!:>@4!<:!Q>9B=<9:!;9!?<1/<=:J!W4;!@;>=/!I;1,2;9!

90<=Y2,I0!/<2<!,1!;9/09!2;!/0209I,10!W401!240!4;>:0!,:!?<@<12-AK!#:!;10!)<910B,0!G0==;1!

C1,?09:,23!90:0<9@409!<9B>0/J!j_W`0!:4;>=/!1;2!Q>,=/!<!P;W09!:3:20I!,1!W4,@4!<!4<@T09!

W;9T,1B!5;9!<!Q>9B=<9!@<1!20==!W401!3;>!<90!4;I0!Q3!I;1,2;9,1B!3;>9!@;129;=!

:3:20I:-!-!-!-lA6!

+,I,=<9=3J!240!+I<92!M9,/!<550@2:!240!,1209<@2,;1!Q02W001!P9,?<@3!<1/!/;I0:2,@!

?,;=01@0]:2<=T09:-AF!+2<=T,1BJ!/;I0:2,@!?,;=01@0!<1/!,12,I<20!P<92109!<Q>:0!<90!<=:;!240!

2<9B02:!;5!0?;=?,1B!:2<20!<1/!50/09<=!P;=,@3-AH!'?09!240!30<9:!24,:!P;=,@3!4<:!,1@90<:,1B=3!

,1@=>/0/!240!P9;20@2,;1!;5!240!P9,?<@3!;5!:2<=T,1B!<1/!/;I0:2,@!?,;=01@0!:>9?,?;9:-AX!#:!

&8.)!4<:!90P0<20/=3!<9B>0/J!/;I0:2,@!?,;=01@0!?,@2,I:!;5201!4<?0!>9B012!100/:!5;9!P9,?<@3J!

<:!2403!I<3!100/!2;!T00P!/<2<!59;I!240,9!<Q>:09:-!"4,:!<Q>:0!@<1!<=:;!,1?;=?0!P9,?<@3!

?,;=<2,;1:!:>@4!<:!:>9?0,==<1@0J!I;1,2;9,1BJ!;9!;2409!:2<=T,1B-!(;9!<!/;I0:2,@!?,;=01@0!

?,@2,IJ!240!100/!5;9!P9,?<@3!,:!<!100/!5;9!P43:,@<=!:<5023-!f;W0?09J!240!+I<92!M9,/!@;>=/!

P9;?,/0!<Q>:09:!W,24!<1;2409!I024;/!5;9!29<@T,1B!<1/!I;1,2;9,1B!240,9!?,@2,I:-!(;9!

,1:2<1@0J!<1!<Q>:09!@;>=/!29<@T!4,:!?,@2,Ih:!/<,=3!<@2,?,2,0:!,1!;9/09!2;!0[09@,:0!B90<209!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
60 See Privacy and the New Energy Infrastructure, supra note 45, at 30; Privacy Concerns, supra 
note 42; Dangers (Part I), supra note 53. 
61 Morgan, et. al, supra note 59, at 5. 
62 See generally EPIC, Domestic Violence and Privacy, http://epic.org/privacy/dv (last visited 
Dec. 1, 2009). 
63 See, e.g., Violence Against Women and Department of Justice Reauthorization Act of 2005, 
Pub. L. No. 109-162, 119 Stat. 2960 (2005). 
64 See EPIC, Violence Against Women Act and Privacy, http://epic.org/privacy/dv/vawa.html 
(last visited Dec. 1, 2009). 
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@;129;=!;?09!409!<Q,=,23!2;!@;12<@2!240!<>24;9,2,0:!;9!;2409!<,/-!+,I,=<9=3J!240!@<P<Q,=,2,0:!;5!

240!+I<92!M9,/!@;>=/!<550@2!0?01!0I<1@,P<20/!/;I0:2,@!<Q>:0!?,@2,I:J!<:!240,9!5;9I09!

<Q>:09:!I<3!Q0!<Q=0!2;!90=;@<20!240!?,@2,I:!>:,1B!P09:;1<=!,15;9I<2,;1!29<1:I,220/!

249;>B4!240!+I<92!M9,/-!

?- G.+C+&!'(!E#"#!

"40!I<::,?0!<I;>12:!;5!/<2<!P9;/>@0/!Q3!240!+I<92!M9,/!@<1!P;2012,<==3!Q0!

I,:>:0/!Q3!<!1>IQ09!;5!P<92,0:k240!P;W09!>2,=,2,0:!240I:0=?0:J!<>24;9,Z0/!24,9/!P<92,0:!

:>@4!<:!I<9T02,1B!5,9I:J!;9!>1<>24;9,Z0/!24,9/YP<92,0:!:>@4!<:!,/012,23!24,0?0:-!

8;W09!>2,=,2,0:!240I:0=?0:!W,==!=,T0=3!Q0!,12090:20/!,1!@;1/>@2,1B!@;IP=0[!/<2<!

I,1,1B!<1<=3:,:!;5!+I<92!M9,/!/<2<!,1!;9/09!2;!I<T0!P;W09!/,:29,Q>2,;1!/0@,:,;1:-!(;9!

,1:2<1@0J!<2!240!"0110::00!g<==03!#>24;9,23!R"g#SJ!</I,1,:29<2;9:!0:2,I<20!24<2!2403!W,==!

4<?0!XK!209<Q320:!;5!/<2<!Q3!240!01/!;5!FK6KJ!<1/!24<2!7!30<9:!;5!/<2<!W,==!<I;>12!2;!

9;>B4=3!4<=5!<!P02<Q320-!A7!"40!"g#!</I,1,:29<2;9:!<90!<@2,?0=3!W;9T,1B!2;!,IP9;?0!240,9!

<Q,=,23!2;!<1<=3Z0!240!/<2<J!,1@=>/,1B!249;>B4!j@;IP=0[!/<2<!I,1,1B!20@41,U>0:-lAA!E<2<!

I,1,1B!;5!:01:,2,?0!P09:;1<=!,15;9I<2,;1!9<,:0:!:09,;>:!P9,?<@3!@;1@091:-A^!(;9!0[<IP=0J!

";2<=!.15;9I<2,;1!#W<9010::!R".#SJ!/0?0=;P0/!Q3!240!E0501:0!#/?<1@0/!O0:0<9@4!89;c0@2:!

#B01@3!RE#O8#SJ!P9;P;:0/!2;!/<2<!I,10!W,/0!:W<24:!;5!,15;9I<2,;1!,1!;9/09!2;!/020@2!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
65 Josh Patterson, Cloudera, The Smart Grid and Big Data: Hadoop at the Tennessee Valley 
Authority (TVA), June 2, 2009, http://www.cloudera.com/blog/2009/06/02/smart-grid-big-data-
hadoop-tennessee-valley-authority-tva. 
66 Id. 
67 See EPIC, Terrorism (Total) Information Awareness, http://epic.org/privacy/profiling/tia 
(discussing government data mining of citizens’ personal information) (last visited Dec. 1, 
2009). 
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2099;9,:2:-AD!f;W0?09J!P9,?<@3!@;1@091:!=0/!);1B90::!2;!0=,I,1<20!5>1/,1B!5;9!240!P9;c0@2J!

<1/!240!"0@41;=;B3!<1/!89,?<@3!#/?,:;93!);II,2200!;5!240!E0P<92I012!;5!E0501:0!,::>0/!<!

90P;92AL!90@;II01/,1B!24<2!);1B90::!P<::!=<W:!2;!P9;20@2!@,?,=!=,Q092,0:!W401!240!

B;?091I012!:,52:!249;>B4!@;IP>209!/<2<Q<:0:!@;12<,1,1B!P09:;1<=!,15;9I<2,;1-!"40!/<2<!

I,1,1B!;5!:01:,2,?0!P09:;1<=!,15;9I<2,;1!29<1:I,220/!249;>B4!240!+I<92!M9,/!9<,:0:!:,I,=<9!

P9,?<@3!@;1@091:-!G;90;?09J!240!"g#!4<:!0[P=;90/!>:,1B!@=;>/!@;IP>2,1B!90:;>9@0:!2;!

<1<=3Z0!<1/!/<2<!I,10!240!/<2<J!W4,@4!9<,:0:!<!:0P<9<20!:02!;5!P9,?<@3!@;1@091:-^K!

#>24;9,Z0/!24,9/YP<92,0:!I<3!<=:;!Q0!,12090:20/!,1!>:,1B!/<2<!@;==0@20/!249;>B4!240!

+I<92!M9,/-!"40!90<=Y2,I0!/<2<!:290<I,1B!@<P<Q,=,2,0:!;5!240!+I<92!M9,/J!,1!P<92,@>=<9J!

,IP=,@<20!<!:0P<9<20!B9;>P!;5!P9,?<@3!9,:T:-!q>:2!<:!<PP=,<1@0!I<1>5<@2>909:!<1/!,1:>9<1@0!

@;IP<1,0:!I<3!W<12!<@@0::!2;!<PP=,<1@0!>:<B0!/<2<J!I<9T02,1B!<1/!</?092,:,1B!5,9I:!I<3!

W<12!<@@0::!2;!240!/<2<kP<92,@>=<9=3!90<=Y2,I0!/<2<k,1!;9/09!2;!2<9B02!I<9T02,1B!I;90!

P90@,:0=3-^6!f;W0?09J!P;W09!>:<B0!/<2<J!<:!/,:@>::0/J!@<1!90?0<=!,12,I<20!Q04<?,;9<=!

,15;9I<2,;1b!P9;?,/,1B!24<2!,15;9I<2,;1!2;!24,9/YP<923!I<9T02,1B!<1/!</?092,:,1B!5,9I:!

:>990P2,2,;>:=3!W;>=/!Q0!<!90P>B1<12!,1?<:,;1!;5!P9,?<@3-!

"40!I,:>:0!;5!+I<92!M9,/!/<2<!,:!5>92409!0[<@09Q<20/!Q3!240!P;::,Q,=,23!;5!@;IQ,1,1B!

+I<92!M9,/!/<2<!W,24!;2409!/<2<!:;>9@0:-!(;9!0[<IP=0J!M;;B=0!8;W09G0209!@;==0@2:!/<2<!;1!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
68 See id. 
69 Department of Defense, Safeguarding Privacy in the Fight Against Terrorism (2004), 
available at http://www.epic.org/privacy/profiling/tia/tapac_report.pdf. 
70 See EPIC, Cloud Computing, http://epic.org/privacy/cloudcomputing (last visited Dec. 1, 
2009). 
71 See Privacy and the New Energy Infrastructure, supra note 45, at 45; Privacy Concerns, supra 
note 42; Dangers (Part I), supra note 53. 
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4;I0!0109B3!@;1:>IP2,;1-^F!"4,:!20@41;=;B3!9<,:0:!240!;Q?,;>:!P;::,Q,=,23!24<2!M;;B=0!W,==!

@;IQ,10!@;1:>I09!,15;9I<2,;1!<Q;>2!P;W09!@;1:>IP2,;1!W,24!M;;B=0h:!P900[,:2,1B!<Q,=,23!

2;!90@;9/J!<1<=3Z0J!29<@T!<1/!P9;5,=0!240!<@2,?,2,0:!;5!.1209102!>:09:-^H!+>@4!10W!Q>:,10::!

I;/0=:!<=:;!9<,:0!:,B1,5,@<12!<12,29>:2!@;1@091:-^X!

C1<>24;9,Z0/!24,9/YP<92,0:!W,==!=,T0=3!<=:;!Q0!,12090:20/!,1!I,:>:,1B!+I<92!M9,/!/<2<J!

5;9!I<13!;5!90<:;1:!<=90</3!/,:@>::0/J!:>@4!<:!,/012,23!24052!;9!Q>9B=<93-!.1/00/J!24;:0!

9,:T:!90I<,1!,5!0?01!90:,/><=!/<2<!,:!:2;90/!;1!+I<92!M9,/!I0209:-!.5!/<2<!;1!+I<92!M9,/!

I0209:!<90!1;2!P9;P09=3!90I;?0/J!90:,/><=!/<2<!@;>=/!90?0<=!,15;9I<2,;1!90B<9/,1B!240!

<@2,?,2,0:!;5!240!P90?,;>:!>:09:!;5!240!I0209-!^7!"4>:J!240!+I<92!M9,/!:4;>=/!Q0!/0:,B10/!2;!

<?;,/!240!>110@0::<93!902012,;1!;5!8..-!G;90;?09J!240!P9;:P0@2!;5!90I;20!<@@0::!2;!+I<92!

M9,/!/<2<!@;>=/!=0</!2;!>1<>24;9,Z0/!<@@0::!<1/!I,:>:0!;5!240!/<2<-!G<13!@;IP<1,0:!<1/!

B;?091I012!<B01@,0:!P9;?,/0!0IP=;300:!<1/!@;129<@2;9:!W,24!90I;20!<@@0::!2;!240,9!

102W;9T:!249;>B4!;9B<1,Z<2,;1Y,::>0/!@;IP>2,1B!/0?,@0:-!O0I;20!<@@0::!2;!+I<92!M9,/!

@>:2;I09!,15;9I<2,;1!;9!>2,=,23!>:<B0!/<2<!:4;>=/!Q0!P9;4,Q,20/!0[@0P2!5;9!:09?,@0!

P9;?,:,;1!<1/!I<,1201<1@0-!"40!I,:>:0!;5!+I<92!M9,/!/<2<!@;>=/!<=:;!4<9I!@;1:>I09:h!

90P>2<2,;1:!,1!I<13!/,5509012!W<3:-!"40!@;==0@2,;1!<1/!:4<9,1B!;5!+I<92!M9,/!/<2<!@;>=/!

@<>:0!>1W<120/!P>Q=,@,23!<1/];9!0IQ<99<::I012-!G;90;?09J!P>Q=,@!<BB90B<20/!:0<9@40:!;5!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
72 Google PowerMeter, http://www.google.org/powermeter (last visited Dec. 1, 2009). 
73 See generally EPIC, Privacy? Proposed Google/DoubleClick Merger, 
http://epic.org/privacy/ftc/google (last visited Dec. 1, 2009). 
74 Cf. Statement of Interest of the United States of America Regarding Proposed Class 
Settlement, The Author’s Guild, Inc., et al. v. Google, Inc., No. 05 Civ. 8136 (DC), at 16-26 
(S.D.N.Y. Sep. 28, 2009) (Department of Justice arguing that the proposed settlement regarding 
Google Books “may be inconsistent with antitrust law”). See generally EPIC, Google Books 
Settlement and Privacy, http://epic.org/privacy/googlebooks (last visited Dec. 1, 2009). 
75 See Privacy Concerns, supra note 42. 
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+I<92!M9,/!/<2<!@;>=/!90?0<=!,1/,?,/><=!Q04<?,;9:-!(,1<==3J!240!<5;90I012,;10/!/<2<!

<BB90B<2,;1!<1/!/<2<!I,1,1B!<@2,?,23!@;>=/!P09I,2!P>Q=,@,Z0/!P9,?<@3!,1?<:,;1:-!"4>:J!*.+"!

I>:2!Q0!;5!240!P;2012,<=!90P>2<2,;1<=!4<9I:!P90:0120/!Q3!240!+I<92!M9,/-!

...- &8.)!O&)'GG&*E#".'*+!'*!f'V!"'!G#N&!"f&!+G#O"!MO.E!8O.g#)i!+G#O"!

<- *.+"h+!#88O'#)f!.+!.*+C((.).&*"!

*.+"h:!)3Q09!+0@>9,23!+29<20B3!90P;92!P9;P09=3!90@;B1,Z0:!24<2!;10!;5!240!9,:T:!

P;:0/!Q3!240!+I<92!M9,/!,:!240!j_P`;2012,<=!5;9!@;IP9;I,:0!;5!/<2<!@;15,/012,<=,23J!,1@=>/0!

240!Q90<@4!;5!@>:2;I09!P9,?<@3-l^A!V,24,1!240!9>Q9,@!;5!P;2012,<=!9,:T:!2;!@>:2;I09!P9,?<@3J!

*.+"!@;1/>@20/!<!89,?<@3!.IP<@2!#::0::I012J!0[<I,1,1B!240!jP9,?<@3!,IP=,@<2,;1:!<1/!

90=<20/!,15;9I<2,;1!:0@>9,23!:<50B><9/:!W,24,1!240!P=<110/!C-+-!+I<92!M9,/J!P<92,@>=<9=3!

,::>0:!,1?;=?0/!W,24!@;1:>I09Y2;Y>2,=,23!/<2<!,20I:!@;==0@20/!<1/!4;W!2403!<90!>:0/-l^^!

*.+"!@;1@=>/0/!24<2!j_2`40!90:>=2:!;5!<!4,B4Y=0?0=!8.#!;5!240!@;1:>I09Y2;Y>2,=,23!

I0209,1B!/<2<!:4<9,1B!P;92,;1!;5!240!+I<92!M9,/!90?0<=!24<2!:,B1,5,@<12!<90<:!;5!@;1@091!

I>:2!Q0!<//90::0/-W,24,1!0<@4!=;@<=,Z0/!90B,;1!;5!240!+I<92!M9,/-l^D!G;90!:P0@,5,@<==3J!*.+"!

5;>1/!24<2!240!j=<@T!;5!@;1:,:2012!<1/!@;IP90401:,?0!P9,?<@3!P;=,@,0:J!:2<1/<9/:!<1/!
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:>PP;92,1B!012,2,0:!24<2!W,==!Q0!,1?;=?0/!W,24!+I<92!M9,/!I<1<B0I012!<1/!,15;9I<2,;1!

@;==0@2,;1!<1/!>:0!@90<20:!<!P9,?<@3!9,:T!24<2!100/:!2;!Q0!<//90::0/-l^L!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
76 Cyber Security Strategy, supra note 2, at 2. 
77 Id. at 8. 
78 Id. 
79 Id. 
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:0?09<=!;5!240!P9,1@,P=0:!<90!5=<W0/J!<1/!*.+"!90=,0:!2;;!40<?,=3!;1!240!/,:@90/,20/!1;2,@0!
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Q- #E'8"!(#.O!.*('OG#".'*!8O#)".)&+!
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&8.)!<B900:!24<2!j;1=3!240!I,1,I>I!<I;>12!;5!/<2<!10@0::<93!5;9!240!>2,=,23!@;IP<1,0:!2;!

>:0!5;9!0109B3!I<1<B0I012!<1/!Q,==,1B!:4;>=/!Q0!@;==0@20/-lD6!&8.)!<=:;!<B900:!24<2!

290<2I012!;5!,15;9I<2,;1!I>:2!@;15;9I!2;!5<,9!,15;9I<2,;1!P9<@2,@0:-!f;W0?09J!*.+"!

:4;>=/!:P0@,53!24<2!24;:0!P9<@2,@0:!I<2@4!240!P9<@2,@0:!,/012,5,0/!,1!240!?@2%4,:$6+DF%<1/!

240!'&)E!89,?<@3!M>,/0=,10:-DH!#:!/,:@>::0/J!240!?@2%4,:$6+%0:2<Q=,:40/!5<,9!,15;9I<2,;1!

P9<@2,@0:J!Q<:0/!;1!5,?0!P9,1@,P=0:\!!

R6S!"4090!I>:2!Q0!1;!P09:;1<=!/<2<!90@;9/YT00P,1B!:3:20I:!W4;:0!?093!
0[,:201@0!,:!:0@902-!RFS!"4090!I>:2!Q0!<!W<3!5;9!<!P09:;1!2;!5,1/!;>2!W4<2!
,15;9I<2,;1!<Q;>2!240!P09:;1!,:!,1!<!90@;9/!<1/!4;W!,2!,:!>:0/-!RHS!"4090!
I>:2!Q0!<!W<3!5;9!<!P09:;1!2;!P90?012!,15;9I<2,;1!<Q;>2!240!P09:;1!24<2!W<:!
;Q2<,10/!5;9!;10!P>9P;:0!59;I!Q0,1B!>:0/!;9!I</0!<?<,=<Q=0!5;9!;2409!
P>9P;:0:!W,24;>2!240!P09:;1e:!@;1:012-!RXS!"4090!I>:2!Q0!<!W<3!5;9!<!P09:;1!
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
80 Id. at 9. 
81 Id. at 12. 
DF!?@2%4,:$6+J!0;:6/!1;20!6H-!
83 OECD Privacy Guidelines, supra note 18. 
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I<1109\!
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P09:;1<=!/<2<b!<13!:>@4!/<2<!@;==0@20/!
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W,24!240!@;1:012!;5!240!/<2<!:>Qc0@2J!W4090!
<PP9;P9,<20-!!

+I<92!M9,/!:09?,@0!P9;?,/09:!:4;>=/!=,I,2!
@;==0@2,;1!;5!@;1:>I09:h!P09:;1<=!/<2<b!<13!
:>@4!/<2<!@;==0@20/!:4;>=/!Q0!;Q2<,10/!Q3!
=<W5>=!I0<1:!<1/!W,24!240!@;1:012!;5!240!
@;1:>I09J!W4090!<PP9;P9,<20-DA!

E<2<!o><=,23\!
);==0@20/!/<2<!:4;>=/!Q0!90=0?<12!2;!<!
:P0@,5,@!P>9P;:0J!<1/!Q0!<@@>9<20J!@;IP=020J!
<1/!>PY2;Y/<20-!

E<2<!@;==0@20/!Q3!+I<92!M9,/!:09?,@0!
P9;?,/09:!:4;>=/!Q0!90=0?<12!2;!<!:P0@,5,@!
P>9P;:0J!<1/!Q0!<@@>9<20J!@;IP=020J!<1/!>PY
2;Y/<20-!

8>9P;:0!+P0@,5,@<2,;1\!
"40!P>9P;:0!5;9!@;==0@2,1B!/<2<!:4;>=/!Q0!
:022=0/!<2!240!;>2:02-!

"40!P>9P;:0!5;9!@;==0@2,1B!+I<92!M9,/!/<2<!
:4;>=/!Q0!:022=0/!<2!240!;>2:02-!!

C:0!%,I,2<2,;1\!
"40!>:0!;5!P09:;1<=!/<2<!;>B42!Q0!=,I,20/!2;!
:P0@,5,0/!P>9P;:0:J!<1/!/<2<!<@U>,90/!5;9!
;10!P>9P;:0!;>B42!1;2!Q0!>:0/!5;9!;2409:-!!

"40!>:0!;5!+I<92!M9,/!P09:;1<=!/<2<!;>B42!
Q0!=,I,20/!2;!:P0@,5,0/!P>9P;:0:J!<1/!/<2<!
<@U>,90/!5;9!;10!P>9P;:0!;>B42!1;2!Q0!>:0/!
5;9!;2409:-!

+0@>9,23!+<50B><9/:\! +I<92!M9,/!/<2<!I>:2!Q0!@;==0@20/!<1/!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
DX!?@2%4,:$6+J!0;:6/!1;20!6HJ!<2![[Y[[,-!
85 OECD Privacy Guidelines, supra note 18. 
86 “Consent” is widely understood as “any freely given specific and informed indication of a data 
subject’s wishes by which the data subject signifies his agreement to personal data relating to 
him being processed.” European Union Data Protection Directive, reprinted in The Privacy Law 
Sourcebook 450 (Marc Rotenberg ed., 2004). 
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"4090!:4;>=/!Q0!<!B0109<=!P;:,2,;1!;5!
29<1:P<901@3!W,24!90:P0@2!2;!240!P9<@2,@0:!;5!
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"40!)3Q09!+0@>9,23!+29<20B3!P9;P;:0:!24<2!j_<`1!;9B<1,Z<2,;1!:4;>=/!5;9I<==3!

<PP;,12!P09:;110=!2;!01:>90!24<2!,15;9I<2,;1!:0@>9,23!<1/!P9,?<@3!P;=,@,0:!<1/!P9<@2,@0:!

0[,:2!<1/!<90!5;==;W0/-!E;@>I0120/!90U>,90I012:!5;9!90B>=<9!29<,1,1B!<1/!;1B;,1B!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
D^!?@2%4,:$6+J!0;:6/!1;20!6HJ!<2![[,,,-!
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2;!:,IP=3!P9;?,/0!P9,?<@3!29<,1,1B!2;!240,9!0IP=;300:!;9!0?01!2;!<PP;,12!/0/,@<20/!P9,?<@3!
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
88 Cyber Security Strategy, supra note 2, at 9. 
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W,24!@;IP=020=3!,1/0P01/012!<>24;9,23!Q0!0:2<Q=,:40/J!W,24!P;W09!;?09!<==!012,2,0:!

<::;@,<20/!W,24!240!+I<92!M9,/-!
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50<:,Q=0J!W,24!90:P0@2!2;!240!@;==0@2,;1J!>:0J!<1/!/,:@=;:>90!;5!240,9!8..-LF!

#:!<!2490:4;=/!I<2209J!240!P>9P;:0:!5;9!W4,@4!8..!@<1!Q0!@;==0@20/J!>:0/J!902<,10/J!;9!

:4<90/!:4;>=/!Q0!:0?090=3!90:29,@20/-!"40!P>9P;:0:!5;9!W4,@4!8..!@<1!Q0!@;==0@20/J!>:0/J!

902<,10/J!;9!:4<90/!:4;>=/!Q0!:0?090=3!90:29,@20/-!.2!,:!,1:>55,@,012!2;!:,IP=3!90U>,90!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
E0@-!6J!FKKLSb!'55,@0!;5!240!89,?<@3!);II,::,;109!;5!)<1</<J!
422P\]]WWW-P9,?-B@-@<],1/0[s0-@5I!R=<:2!?,:,20/!E0@-!6J!FKKLSb!'55,@0!;5!240!89,?<@3!
);II,::,;109!5;9!809:;1<=!E<2<J!f;1B!N;1BJ!422P\]]WWW-P@P/-;9B-4T!R=<:2!?,:,20/!E0@-!6J!
FKKLS-!
92 Cyber Security Strategy, supra note 2, at 9. 
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<>24;9,2,0:!;9!;9B<1,Z<2,;1:!2;!4<?0!<!10Q>=;>:!jP>9P;:0Jl!<:!<1324,1B!59;I!j,IP9;?0/!

I<9T02,1Bl!2;!jB;?091I012!:>9?0,==<1@0l!@;>=/!U><=,53-!*.+"!:4;>=/!90@;II01/!24<2!<!

5;9I<=!9>=0I<T,1B!Q0!0:2<Q=,:40/!:;!24<2!:09?,@0!P9;?,/09:!0:2<Q=,:4!<!@;1@9020!:02!;5!

<PP9;?0/!P>9P;:0:!5;9!W4,@4!8..!<@2,?,23!,:!P09I,220/-!"4<2!=,:2!;5!<PP9;?0/!P>9P;:0:!

:4;>=/!Q0!?093!=,I,20/J!<1/!;1=3!P>9P;:0:!0::012,<=!2;!240!5>1@2,;1,1B!;5!240!+I<92!M9,/!

:4;>=/!Q0!P09I,220/-!!

'1@0!P09I,::,Q=0!P>9P;:0:!<90!0:2<Q=,:40/J!/<2<!:>Qc0@2:!:4;>=/!<=W<3:!Q0!,15;9I0/!

;5!240!P>9P;:0!;5!<13!@;==0@2,;1J!>:0J!902012,;1J!;9!:4<9,1B!;5!<13!8..-!f;W0?09J!240!j1;2,@0!

<1/!@;1:012l!I;/0=!,:!5>1/<I012<==3!5=<W0/!<1/!:4;>=/!1;2!Q0!90=,0/!>P;1!2;!0[@>:0!;9!

c>:2,53!<13!8..!<@2,?,23-!#:!E<?,/!g=</0@TJ!E,90@2;9!;5!240!$>90<>!;5!);1:>I09!89;20@2,;1!<2!

240!(0/09<=!"9</0!);II,::,;1J!90@012=3!<@T1;W=0/B0/J!240!I;/0=!:,IP=3!/;0:!1;2!5>1@2,;1!

<:!,1201/0/\!!

_"40!1;2,@0!<1/!@;1:012!I;/0=`!I<3!4<?0!I</0!:01:0!,1!240!P<:2!W4090!,2!
W<:!@=0<9!2;!@;1:>I09:!W4<2!2403!W090!@;1:012,1B!2;J!24<2!@;1:012!W<:!
2,I0=3J!<1/!W4090!24090!W;>=/!Q0!<!:,1B=0!>:0!;9!<!@=0<9!>:0!;5!240!/<2<-!
"4<2h:!1;2!240!@<:0!2;/<3-!E,:@=;:>90:!<90!1;W!<:!=;1B!<:!290<2,:0:J!2403!<90!
W9,2201!Q3!=<W309:!Y!Y!29<,10/!,1!/02<,=!<1/!P90@,:,;1J!1;2!@=<9,23!Y!Y!:;!2403!
0?01!:;>1/!=,T0!290<2,:0:J!<1/!=,T0!:;I0!290<2,:0:J!2403!<90!/,55,@>=2!2;!
@;IP90401/J!,5!2403!<90!90</!<2!<==-!.2!,:!1;2!@=0<9!24<2!@;1:012!2;/<3!<@2><==3!
905=0@2:!<!@;1:@,;>:!@4;,@0!Q3!@;1:>I09:-!.2!,:!1;2!@=0<9!24<2!@;1:012!2;/<3!
<@2><==3!905=0@2:!<!@;1:@,;>:!@4;,@0!Q3!@;1:>I09:-LH!

.1/00/J!,1!&8.)h:!20:2,I;13!Q05;90!240!C1,20/!+2<20:!+01<20!);II,2200!;1!

);II09@0J!+@,01@0!<1/!"9<1:P;92<2,;1J!G<9@!O;201Q09B!<9B>0/!24<2!j_:`;=>2,;1:!W4,@4!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
93 David Vladeck, Privacy: Where do we go from here?, Speech to the International Conference 
of Data Protection and Privacy Commissioners, Nov. 6, 2009, available at 
http://www.ftc.gov/speeches/vladeck/091106dataprotection.pdf. 
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90=3!;1!:,IP=0!1;2,@0!<1/!@;1:012!W,==!1;2!</0U><20=3!P9;20@2!>:09:-lLX!.1!<1!<1<=;B;>:!

@;120[2!a!1;2,@0!<1/!@;1:012!,1!;1=,10!<B900I012:J!240!5<,=>90:!;5!240!I;/0=!Q0@;I0!I;90!

;Q?,;>:-!#!90@012!:>9?03!;5!)<=,5;91,<!@;1:>I09:!:4;W0/!24<2!2403!5>1/<I012<==3!

I,:>1/09:2<1/!240,9!;1=,10!P9,?<@3!9,B42:-L7!.1!2W;!:0P<9<20!:>9?03:!<=I;:2!AKt!;5!

@;1:>I09:!,1@;990@2=3!Q0=,0?0/!24<2!240!P90:01@0!;5!mP9,?<@3!P;=,@3m!I0<12!24<2!240,9!

P9,?<@3!W<:!P9;20@20/-LA!.1!<!/,5509012!:>9?03J!77t!;5!P<92,@,P<12:!,1@;990@2=3!Q0=,0?0/!24<2!

240!P90:01@0!;5!<!P9,?<@3!P;=,@3!I0<12!24<2!W0Q:,20:!@;>=/!1;2!:0==!240,9!<//90::!<1/!

P>9@4<:0!,15;9I<2,;1-!!

C:09:!<=:;!9;>2,10=3!@=,@T!249;>B4!1;2,@0:-!"40!80W!.1209102!<1/!#I09,@<1!%,50!

89;c0@2!5;>1/!24<2!^Ht!;5!>:09:!/;!1;2!<=W<3:!90</!<B900I012:J!P9,?<@3!:2<20I012:!;9!

;2409!/,:@=<,I09:!Q05;90!/;W1=;</,1B!;9!,1:2<==,1B!P9;B9<I:-L^!.1!:>@4!<1!01?,9;1I012J!

I090=3!B,?,1B!1;2,@0!2;!>:09:!Q05;90!@;==0@2,1B!240,9!:01:,2,?0!,15;9I<2,;1!5<,=:!2;!

</0U><20=3!P9;20@2!P9,?<@3!,1!240!W<3!@;1:>I09:!0[P0@2-!

);1:>I09!/<2<!:4;>=/!,1:20</!90@0,?0!:>Q:2<12,?0!<1/!;1B;,1B!P9;20@2,;1-!

&:P0@,<==3!Q0@<>:0!;5!240!P09?<:,?010::!;5!240!P9;P;:0/!1<2,;1YW,/0!+I<92!M9,/J!@4;,@0!

<1/!@;1:012!;5!,1/,?,/><=:h!,:!:0?090=3!90:29,@20/-!.1!<==!=,T0=,4;;/J!,1/,?,/><=:!W4;!W,:4!2;!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
94 Impact and Policy Implications of Spyware on Consumers and Businesses: Hearing Before the 
S. Comm. on Commerce, Science, and Transportation, 110th Cong. (2008) (statement of Marc 
Rotenberg, President, EPIC). 
95 Joseph Turow, et al., Consumers Fundamentally Misunderstand the Online Advertising 
Marketplace (Oct. 2007), available at 
http://groups.ischool.berkeley.edu/samuelsonclinic/files/annenberg_samuelson_advertising.pdf. 
96 Id. at 1. 
97 Pew Internet & American Life Project, Spyware: The Threat of Unwanted Software Programs 
isChanging the way People use the Internet, 6 (July 2005), available at 
http://pewinternet.org/pdfs/PIP_Spyware_Report_July_05.pdf. 
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90@0,?0!0=0@29,@,23!W,==!4<?0!=,22=0!;9!1;!@4;,@0!Q>2!2;!@;IP=3!W,24!P;=,@,0:!24<2!90U>,90!240!

/,:@=;:>90!;5!8..-!(;9!<>24;9,2,0:!;9!;9B<1,Z<2,;1:!2;!;Q2<,1!240!@;1:012!;5!,1/,?,/><=:!

W;>=/!Q0!10<9=3!I0<1,1B=0::J!<:!240!P;W09!/31<I,@!,:!5<2<==3!:T0W0/-!.15;9I<2,;1!:4;>=/!

Q0!T0P2!:0@>90=3J!<1/!>:09:!:4;>=/!4<?0!240!<Q,=,23!2;!T1;W!W4<2!/<2<!<Q;>2!240I!,:!Q0,1B!

T0P2J!W4;!,2!4<:!Q001!:4<90/!W,24J!<1/!2;!W,24/9<W!@;1:012!5;9!240!4;=/,1B!;5!24,:!/<2<-!

(>92409J!/<2<!:4;>=/!;1=3!Q0!@;==0@20/!<1/!T0P2!5;9!:P0@,5,0/!P>9P;:0:-!#>24;9,2,0:!<1/!

;9B<1,Z<2,;1:!I>:2!=,I,2!240!@;==0@2,;1J!>:0J!902012,;1!<1/!:4<9,1B!;5!8..!,1!240!5,9:2!

,1:2<1@0J!9<2409!24<1!90=3,1B!;1!4;==;W!@;1:012:!2;!c>:2,53!I;90!/<2<!@;==0@2,1B!<@2,?,23-!

0- .G8'+&!G#*E#"'Oi!O&+"O.)".'*+!'*!C+&!#*E!O&"&*".'*!'(!E#"#!

*.+"!I>:2!01:>90!24<2!90:29,@2,;1:!;1!240!>:0!<1/!902012,;1!;5!/<2<!,:!I<1/<2;93J!

1;2!<:P,9<2,;1<=-!"40!*.+"!B>,/0=,10:!P9;P;:0!24<2\!j.15;9I<2,;1!:4;>=/!;1=3!Q0!>:0/!;9!

/,:@=;:0/!5;9!240!P>9P;:0!5;9!W4,@4!,2!W<:!@;==0@20/J!<1/!:4;>=/!;1=3!Q0!/,?>=B0/!2;!24;:0!

P<92,0:!<>24;9,Z0/!2;!90@0,?0!,2-!-!-!-8..!:4;>=/!;1=3!Q0!T0P2!<:!=;1B!<:!,:!10@0::<93!2;!5>=5,==!

240!P>9P;:0:!5;9!W4,@4!,2!W<:!@;==0@20/-lLD!

.2!,:!,1:>55,@,012!2;!:,IP=3!:<3!24<2!,15;9I<2,;1!03$;#-!Q0!>:0/!;9!/,:@=;:0/!;1=3!5;9!<!

P09I,220/!P>9P;:0-!.1:20</J!*.+"!I>:2!6,L;*6,!;9B<1,Z<2,;1:!2;!5;==;W!24;:0!P;=,@,0:J!<1/!

I>:2!P9;?,/0!240!<>24;9,2,0:!W,24!240!P;W09!2;!015;9@0!240I-!!

(>92409I;90J!,2!,:!,1</0U><20!2;!P09I,2!8..!2;!Q0!902<,10/!j<:!=;1B!<:!,:!10@0::<93!2;!

5>=5,==!240!P>9P;:0:!5;9!W4,@4!,2!W<:!@;==0@20/-l!"4<2!:2<1/<9/!,:!012,90=3!2;;!=01,012J!<1/!,2!

W;>=/!P09I,2!;9B<1,Z<2,;1:!2;;!I>@4!=00W<3!2;!902<,1!,15;9I<2,;1!W4010?09!2403!/00I!,2!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
98 Cyber Security Strategy, supra note 2, at 12. 
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10@0::<93-!.1:20</J!*.+"!:4;>=/!:02!0[P,9<2,;1!/<20:!;1!8..!:;!24<2!8..!@<1!Q0!902<,10/!;1=3!

5;9!<!@092<,1!P09,;/!;5!2,I0-LL!"40!=01B24!;5!2,I0!@;>=/!?<93!Q<:0/!;1!240!23P0!;5!8..!<1/!240!

P>9P;:0!5;9!W4,@4!,2!W<:!@;==0@20/-!#!@;1@9020!0[P,9<2,;1!/<20!W;>=/!I<T0!240!:3:20I!

I;90!29<1:P<9012!5;9!@;1:>I09:J!<:!2403!W;>=/!Q0!I;90!<W<90!;5!240!=,50:P<1!;5!240,9!/<2<-!

*.+"!:4;>=/!<=:;!,IP=0I012!9;=0YQ<:0/!<@@0::!@;129;=!2;!+I<92!M9,/!/<2<-!*.+"!4<:!

/;10!:,B1,5,@<12!W;9T!;1!240!2;P,@!;5!9;=0YQ<:0/!<@@0::!@;129;=!2;!@;IP>209!90@;9/:!<1/!

:3:20I:-!.1!24,:!@;120[2J!9;=0YQ<:0/!<@@0::!@;129;=!P9;2;@;=:!:4;>=/!:29,@2=3!I<1<B0!W401J!

W4090J!W4;!<1/!4;W!8..!,1!+I<92!M9,/!/<2<!,:!<@@0::0/-!#@@0::!2;!8..J!,1@=>/,1B!0=0@29,@,23!

>:<B0J!:4;>=/!Q0!=,I,20/!2;!240!5>1@2,;1!;5!240!P;:,2,;1!<1!,1/,?,/><=!5,==:!W,24,1!240!+I<92!

M9,/!:09?,@0!/0=,?093!<1/!Q,==,1B!90=<2,;1:4,P-!M9</><20/!=0?0=:!;5!<@@0::!:4;>=/!Q0!Q<:0/!;1!

90:P;1:,Q,=,2,0:!5;9!P9;?,/,1B!+I<92!M9,/!(.8:!<1/!:09?,@0!P9;?,:,;1!P>9P;:0:-!#@@0::!

:4;>=/!Q0!I;1,2;90/!Q3!=;B!5,=0:!<1/!<>/,2,1B!;5!<@@0::!>:0!<1/!90:;=>2,;1!;5!,::>0:!90=<20/!

2;!@>:2;I09!:09?,@0!<1/!P9;P09!;P09<2,;1!;5!240!+I<92!M9,/-!

(,1<==3J!*.+"!:4;>=/!0[P=,@,2=3!<//90::!=<W!015;9@0I012!<@@0::!2;!+I<92!M9,/!/<2<!

<1/!:4;>=/!01:>90!24<2!240,9!<@@0::!@;IP=,0:!W,24!240!:29,@2>90:!;5!240!(;>924!#I01/I012-!

#:!/,:@>::0/J6KK!240!+>P90I0!);>92!,1!!"##$%&'%()*+,-%.+/+,0!<//90::0/!240!,1209<@2,;1!

Q02W001!240!(;>924!#I01/I012!<1/!240!I;1,2;9,1B!;5!0=0@29,@<=!>:0J!4;=/,1B!24<2!240!

P;=,@0!@;>=/!1;2!>:0!2409I<=!,I<B,1B!0U>,PI012J!W4,@4!W<:!1;2!,1!B0109<=!P>Q=,@!>:0J!j2;!

0[P=;90!/02<,=:!;5!240!4;I0!24<2!W;>=/!P90?,;>:=3!4<?0!Q001!>1T1;W<Q=0!W,24;>2!P43:,@<=!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
99 See Viktor Mayer-Schönberger, Delete: the virtue of forgetting in the digital age (2009) 
(arguing that digital information should have expiration dates, which will enable people to both 
control the sharing of information with others, as well as be more aware of the “finiteness of 
information). 
100 See supra, notes 9-12. 
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,129>:,;1Jl!W,24;>2!5,9:2!;Q2<,1,1B!<!:0<9@4!W<99<12-6K6!#:!240!);>92!90@;B1,Z0/J!jh#2!240!

?093!@;90h!;5!240!(;>924!#I01/I012!n:2<1/:!240!9,B42!;5!<!I<1!2;!90290<2!,12;!4,:!;W1!4;I0!

<1/!24090!Q0!5900!59;I!>190<:;1<Q=0!B;?091I012<=!,129>:,;1-hl6KF!+,I,=<9=3J!,1!240!+I<92!

M9,/!@;120[2J!*.+"!:4;>=/!I<T0!@=0<9!24<2!240!(;>924!#I01/I012!P9;20@2:!240!,15;9I<2,;1!

;5!+I<92!M9,/!@;1:>I09:J!<1/!24<2!=<W!015;9@0I012!I>:2!5,9:2!;Q2<,1!<!:0<9@4!W<99<12!

Q05;90!B<,1,1B!<@@0::!2;!240!,15;9I<2,;1-!

5- g&O.(i!"&)f*.oC&+!('O!#*'*iG.u#".'*!'(!E#"#!

"40!P9,?<@3!9,:T:!<::;@,<20/!W,24!240!>:0!<1/!902012,;1!;5!j<1;13I,Z0/!/<2<l!<90!

:,B1,5,@<12!Q0@<>:0!:>@4!/<2<!I<3!1;2!Q0!29>=3!<1;13I;>:-!o><:,Y,/012,5,09:!@<1!Q0!>:0/!

5;9!90Y,/012,5,@<2,;1!Q0@<>:0!2403!@<1!Q0!=,1T0/!2;!0[2091<=!/<2<Q<:0:!24<2!@;12<,1!

,/012,53,1B!?<9,<Q=0:-!"4,:!I024;/J!90@;9/!=,1T<B0J!;@@>9:!W401!2W;!;9!I;90!/<2<Q<:0:!<90!

c;,10/-!+>@4!,15;9I<2,;1!@<1!Q0!;Q2<,10/!249;>B4!P>Q=,@!90@;9/:J!:>@4!<:!Q,924!<1/!/0<24!

@092,5,@<20:-6KH!C:,1B!90@;9/!=,1T<B0J!/0Y,/012,5,0/!/<2<!@<1!<=:;!Q0!0<:,=3!90Y,/012,5,0/-!(;9!

0[<IP=0J!Q3!>2,=,Z,1B!/<20!;5!Q,924J!B01/09!<1/!Z,P!@;/0!,15;9I<2,;1!5;9!I0IQ09:!;5!240!

P>Q=,@J!<!90:0<9@409!W<:!<Q=0!2;!>1,U>0=3!,/012,53!D^t!;5!240!C+!P;P>=<2,;1-6KX!

+,I,=<9=3J!<@@;9/,1B!2;!240!M#'J!@;IP=020!++*:!I<3!Q0!90@;1:29>@20/!59;I!

29>1@<20/!/,B,2:!Q3!:,IP=3!@;IP<9,1B!29>1@<20/!++*:!,1!50/09<==3!B0109<20/!P>Q=,@!90@;9/:J!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
101 533 U.S. 27, 40 (2001). 
102 Id. at 31 (quoting Silverman v. United States, 365 U.S. 505, 511 (1961)). 
103 See Salvador Ochoa et al., Re-identification of Individuals in Chicago’s Homicide Database: 
A Technical and Legal Study, Massachusetts Institute of Technology (2001) (utilizing the Social 
Security Death Index and de-identified information about Chicago homicide victims, the 
researchers were able to re-identify 35% of the victims). 
104 Latanya Sweeney, Weaving Technology and Policy Together to Maintain Confidentiality, 25 
J. Law, Med., & Ethics 98, 98–99 (1997). 
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105 U.S. Gen. Accounting Office, Identity Fraud Survey Report: Consumer Version 2-3 (2009). 
106 Id. at 3. 
107 See Alessandro Acquisiti & Ralph Gross, Predicting Social Security Numbers from Public 
Data, 106 Proceedings of the National Academy of Sciences 10975. 
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108 Patrick McDaniel & Stephen McLaughlin, Security and Privacy Challenges in the Smart 
Grid, IEEE Security and Privacy, May/June 2009, 75-77. 
109 David Chaum, Achieving Electronic Privacy, Scientific America, Aug. 1992, at 96-101, 
available at http://chaum.com/articles/Achieving_Electronic_Privacy.htm. 
110 Bruce Schneier, Applied Cryptography 21-46 (2d ed. 1996). 
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