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Defining a new model of personalized privacy

Giving users greater control

Making privacy more simple

Helping people connect more easily
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Defining a new model of personalized privacy
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‘ Turkey: 4,836,170

' Australia: 4,284,702
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Privacy settings
4 categories

Anyone,
e Everyone on or off,
of Facebook

Anyone who
is friends with a Friends of Friends

Only Friends

friend

Customize Confirmed

friends
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Publisher privacy control

wall Info Photos Boxes Video Notes » <+

Let it show...

Attach: " ¢ =

® Everyone .
Friends of Friends - Options
Ben Chiaramonte | am trying to keep the

San Francisco tonight. No, but seriously. Only Friends
Sun at 10:04pm - Comment - Like Customize

Wednesday, December 9, 2009



Goals

Making privacy more simple
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Simpler privacy page

facebook Home Profile Friends Inbox (128 Settings

a
& Privacy » News Feed and Wall

Posting to someone's Wall may appear in your mutual
friends' News Feeds.

Recent Activity will never be shown about

= Pokes

* Messages

= Whose profile you view

* Whose photos you view

* Whose notes you read

= Groups and Events you decline to join

G2 ™ Show wall posts

The Highlights section on your friends’ home pages can
include your Recent Activity. Allow Highlights to show my

activity when ... = People you reject as friends
 People you remove from your friends
] ™ Comment on or like a note * Notes and photos you delete
@ mment on or |i he r album
~t & Comment on or like a photo or albu Posts may be published by your applications
A @ Comment on or like a video (dit Applications):
411 ™ Comment on o like a link

= (Lil) Green Society

= Ads and Pages

= Are You A Healthy Eater?
= Arrested Development

* Art School is Hard

= Barack Obama Supporters

@ [ Change relationship status

Recent Activity will appear on your Wall when you edit
your profile. Also show Recent Activity when I...

facebook Home Profile Friends Inbox (128

tooov TN &

Settings

& Privacy » Profile

IEE contact information

Control who can see which sections of your profile. Visit the Applications page in order to change settings
for applications. Visit the Search Privacy page to make changes to what people can see about you If they
search for you.

See how a friend sees your profile: | Start typing a friend's name

Facq

Profile @ My Networks and Friends =

Basic Info @ Custom |
A Only Friends
[&) Facebook

Edit Custom Settings

Personal Info @ My Networks and Friends |

Posts byMe @ Everyone |

Photos Tagged of You @ Only Friends |

Edit Photo Albums Privacy Settings

Videos Tagged of You @ Only Friends |
Friends @ My Networks and Friends =

Posts by Friends ™ Friends may post to my Wall

& My Networks and Friends |
Education Info @ My Networks and Friends |
Work Info @ My Networks and Friends |

Save Changes Cancel

0ok © 2009 English (US) About Advertising Developers Careers Terms = Find Friends Privacy Mobile Help

facebook Home Profile Friends Inbox (129

Settings

Logou a
Privacy Settings » Profile Information

4 Back to Privacy View profile as: | Start typing a friend's name

[/ Your privacy settings are secured for your protection.

About me a v
About Me refers to the Abo cription in your profi

Personal Info a =
Interests, Activities, Favorites

Birthday a =

Birth date and Year

Religious and Political Views a v
Family and Relationship a —

Family Members, Relationship Status, Interested In, and Looking For

Education and Work a =

Schools, Colleges and Workplaces

Photos and Videos of Me a >

Photos ar been tagged

Photo Albums

Posts by Me a =

Default setting for Status Updates, Links, Notes, Photos, a V 0S YO t

Posts by Friends 8 -

Control who can

ee posts by yo iends on

Allow friends to post on my Wall v/ Friends can post on my Wall

Comments on Posts a

Control who can comment on posts you create

Facebook © 2009 English (US) About Advertising Developers Careers Terms Find Friends Privacy Mobile Help
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Helping people connect more easily
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Find and connect more easily i addas Friend

Sarah Brown
Q, All Results A people About 9,700 Results

SL people @ Name: Sarah Browne Add as Friend
» Networks: Silicon Vallgy, CA Send a Message
_;I Pages Friends: 2 mutual friends .
View Friends

24 Groups
6 Applications

Name: Sarah Brown Add as Friend
E Events Networks: Berkeley Send a Message
@ Web Results View Friends

Friends:
[:Z] Posts by Friends
[:-] Posts by Everyone

Name: Sarah Brown Add as Friend

Friends: 1 mutual friend

Send a Message

View Friends

Wednesday, December 9, 2009



Find and connect more easily i addas Friend

UL Dme Fronie BNAS DC ; 3 g 0QO Search

Sarah Brown
YT 1o

& People Name: Sarah Browne Add as Friend
» Networks: Silicon Vallgy, CA Send a Message
—:ﬂ Pages Friends: 2 mutual friends .
View Friends

24 Groups
. Applications

Name: Sarah Brown Add as Friend
E Events Networks: Berkeley Send a Message
@ Web Results View Friends

Friends:
[:] Posts by Friends
[:-] Posts by Everyone

Name: Sarah Brown Add as Friend

Friends: 1 mutual friend

Send a Message

View Friends
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Transition Tool




Sponsored

Important message from Facebook

B Privacy Announcement

We're making some changes to give you more control of your
information and help you stay connected, We've simplified the
Privacy page and added the ability to set privacy on everything

you share, from status updates to photos., © m m

® Everyone
At the same time, we're helping everyone find and connect with hosil  Friends of Friends

each other by keeping some information—ike your name and profile Ondy Friends
picture—publichy available,

ity  Customize

The next step will quide you through choosing your privacy settings.
You can leam more about how privacy works here, Use the lock to share with Friends,

Friends of Friends, or Everyone on the
intemnet, which gives you more control
than vour old regional network setting,

Continue to Next Step > Skip For Now

Yader Dances to Hammer You Can't Touch This Dance:

' ..:"I‘.-.L‘&‘J Star Wars weekends 2009 Disney
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A guide to privacy on Facebook

Understand and control how you share information

Privacy on Facebook

Privacy is built around a few key ideas: You should have control over what you share. It
should be easy to find and connect with friends. Your privacy settings should be simple and
easy to understand.

Friends

Friends of Friends

On Facebook, there are three basic levels of privacy: Friends, Friends of Friends, Everyone.

You also have a set of publicly available information, which helps your friends find and
connect with you. This includes your Name, Profile Picture, Current City, Gender, Networks,
Friend List and Pages. You can read our Privacy Policy here.

What these changes mean for you

= You can now control who can see every post you share, from status updates to
photo albums.

= Regional networks (like London or Australia) have been removed.

Control every time you share

You can select a privacy setting for every
post you make. Whether you are uploading a
photo or posting a status update, you
control exactly who can see it at the time
you create it. Whenever you share
something, look for the lock icon. Clicking
on it will bring up a menu that lets you
choose who will be able to see your post,

from Friends, to Friends of Friends, to

Everyone.

® Everyone

D0sil  Friends of Friends
Only Friends

ity  Customize

Adjust privacy for anything you share.

Editing your settings
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What these changes mean for you

= You can now control who can see every post you share, from status updates to
photo albums.

= Regional networks (like London or Australia) have been removed.

= A common set of information for all users is now publicly available.

= Facebook-enhanced applications and websites now have access to a limited set of
information when you use and interact with them: your publicly available
information and information you've made visible to Everyone.

= No changes whatsoever to ads on Facebook. We do not give—and have never
given—anyone's data or personally identifiable information to advertisers.

From your home page, you will be sent through a transition tool that will help you
select your new privacy settings. Remember, you'll always be able to change your
privacy settings from the Privacy page. If you have any feedback for us on this, let us
know here.

How others see you

If you are ever curious about how your friends see your profile, or what information Everyone
can see, use this tool to see how people see you.

View profile as: | Everyone | or  Start typing a friend's name

Recommended settings

We offer recommendations for your privacy settings based on the three levels of privacy:
Friends, Friends of Friends, and Everyone.

We recommend Evervone be able to see information that will make it easier for friends to

NI FHICTIUS U T 1IChivo
Only Friends
ity @ Customize

Adjust privacy for anything you share.

Editing your settings

The Privacy page is designed to make it easy
to edit your settings. Any changes you make
will go into effect immediately. You can
select a privacy level or choose to customize
your privacy. For example, you may have
some information that you only want your
family to see. You can easily do this by
creating Friend Lists from the Friends page
and selecting "Custom Setting" any time you
set your privacy.

{
|
1

View profile as:  Start typing a friend's nam‘

& Everyone

® Everyone

Friends of Friends

Only Friends

Customize

& Everyone ¥
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Protecting your privacy

We are committed to protecting minors who use Facebook. Until their eighteenth birthday,
minors will have their information limited to Friends of Friends and Networks.

Privacy Center

Facebook Resources On the Internet
Privacy Policy External Resources
FAQs

Videos

Safety page

Privacy Settings page

Security page

Our thoughts and background on these changes

Every day, millions of people use Facebook to stay connected and share information
with the people around them. When we first built Facebook five years ago, we thought
hard about incorporating the best privacy settings for enabling people to share with the
people they wanted. [read more]

Facebook ©® 2009 English (US) About Advertising Developers Careers Terms

Find Friends Privacy Mobile Help
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Sponsored

Important message from Facebook

B Privacy Announcement

We're making some changes to give you more control of your
information and help you stay connected, We've simplified the

Privacy page and added the ability to set privacy on everything
you share, from status updates to photos., - m m

® Everyone
At the same time, we're helping everyone find and connect with hosil  Friends of Friends

each other by keeping some information—ike your name and profile Ondy Friends
picture—publichy available,

ity f Customize

The next step will quide you through choosing your privacy settings.
You can leam more about how privacy works here, Use the lock to share with Friends,

Friends of Friends, or Everyone on the
intemnet, which gives you more control
than vour old regional network setting,

Continue to Next Step > Skip For Now

Yader Dances to Hammer You Can't Touch This Dance:

& Star Wars weekends 2009 Disney
l l A A
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& please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've

recornmended settings below, but you can choose to apply vour old settings to any of the felds.
Everyone Old Settings

About me (7 ' I

Family and Relationships [ - 'O

Work and Education o -

Posts I Create ' '

St Updates, Lnks, Photcs, VWaoos, and Notes

Photos and Yideos of Me (7]
Birthday (7

Religious and Political Yiews

Email Addresses and IM
Phone Numbers

Address

Friends of Friends

(e
F
(e

Friends

Old Settings
F

'O
p

Old Settings
'

p

Ana Muller
Female

Networks:

m Facebook
s Harvard

Friends:
= Brian Joseph
= Benjamin Golub
= 30 more

Pages:
® The New York Times
s The New England Patriots
m 7 more

Pubiidy Wi abic informaton Indudes vour mame,
OOOIC AN S, QUNECT, OX et Oy, Networ ks,
Friend U2, and Pages. You can always de

YO %0IF from 2030 dh reedts from wour Privvacy
Q.
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& please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've

recommended settings below, but you can choose to apply your old settings to any of the Relds,
Everyone Old Settings

About me (7! v '

Family and Relationships (7! - v

Work and Education o -

Posts I Create ' e

St Updates, Links, Photos, Waoos, and Notes

Photos and Yideos of Me (7!
Birthday [

Religious and Political Yiews

Email Addresses and IM
Phone Numbers

Address

Friends of Friends

(v
F
(v

Friends

Old Settings
r

(e
p

Old Settings
(e

p

Ana Muller
Female

Networks:

» Facebook
» Harvard

Friends:
= Bran Joseph

= Benjamin Golub
= 30 more

Pages:
s The New York Times
s The Mew England Patriots
= 7 more

Pubiidy yQiabic informaton iIndudes wour name,
OAlC AN S, QUNECT, QX TCMR Oy, Networ ks,
Friend U2, and Page4. You can always hde

YO S0If from “03rch reedts from your Privacy
Qe
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& please update your privacy settings
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Family and Relationships (“ {*

Work and Education o -

Posts I Create ' '

St Updates, Links, Photos, Waeos, and Notes

Photos and Yideos of Me (7]
Birthday (7

Religious and Political Yiews

Email Addresses and IM
Phone Numbers

Address
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(e
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Old Settings
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[ please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
recommended settings below, but you can choose to apply vour old settings to any of the felds.,

Everyone Old Settings
About me (7] * -

o~ o~

Family and Relationships
Family and Relationships includes Family Members, Relationship

Work and Education Status, Interested In, and Looking For

Posts I Create

Shats Updates, Links, Photos, Woeos, and

Friends of Friends Old Settings
Photos and Yideos of Me (7! v '
Birthday (7 - '
Religious and Political Yiews (v i
Friends Old Settings
Email Addresses and IM . 'O

Ana Mulle

F»‘:rn.ale

Networks:

s Facebook
s Harvard

Friends:
= Bran Joseph
s Benjamin Golub
s 30 more

Pages:
s The New York Tim
s The New England P
m 7 more

Publidy awilable informaton ind
rofic A e, QUNaer, OxTeMt o
Friend U<, and Pages. You can al
YO <0if from Soarch resdts rom
AQC.
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& please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
recornmended settings below, but you can choose to apply your old settings to any of the felds, ?':a I’f'u“er
sinaie
- Networks:
E Old Sett
veryone ettings = Facebook
About me (7! o (‘ » Harvard
Friends:
Family and Relationships (7! . « = Brian Joseph
= Benjamin Golub
) 30
Work and Education o - "o
Pages:
s The New York Times
Posts I Create , * o s The Mew England Patriots
St Updates, Links, Photos, Waeos, and Notes
= 7 more
Pubiidy yQiabic informaton iIndudes wour name,
Friends of Friends Old Settings profile puabare, Qender, Crent Ofy, networks,
Friend LU, and Pages. You can always hde
. _— YO <0If from 203rch reedts from your PrivRad
Photos and Yideos of Me (7 « - g ‘
Birthday (7 . v
Religious and Political Yiews « .
Friends Old Settings
Email Addresses and IM . «
Phone Numbers o -
Address « -
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& please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
recornmended settings below, but you can choose to apply your old settings to any of the felds, ?':a I’f'u“er
sinae
- Networks:
Everyone Old Settings = Facebook
About me (7! o T = Harvard
Friends:
Family and Relationships (7] . « = Brian Joseph
= Benjamin Golub
. 30
Work and Education {« . e mers
Pages:
m The Mew York Times
Posts I Create « - s The Mew England Patriots

Srahz Updates, Lirks, Protes, Wideos, and Notes
- - - m 7 more

Pubiidy aWiiabic informaton iIndudes wour mame,

Friends of Friends Old Settings prefile puchre, gender, aurent aty, netwerks,
Friend U4, and Pages. You can always hde
- 1 YO S0 from 203rch reedts from your Priveacy
Photos and Yideos of Me (7] « - g

Birthday [ ' '
Religious and Political Yiews o (‘
Friends Old Settings
Email Addresses and IM ("' 'y
Phone Numbers v 'S
Address O '
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About me (7! (v i s Harvard
Friends:

Family and Relationships (7] - v = Bran Joseph

= Benjamin Golub
Work and Education {* o m = mone

Pages:

s The New York Times
Posts I Lreate . (* - s The New England Pa
Stahz Updates, Links, Phokes, Waeos, and Nobes

= 7 more

Pubiidy awilabie informaton ind
Friends of Friends Old Settings profile pucture, gender, ourent oty
Friend U<, and Pages. You can al
Photos and Yideos of Mé MBS EE)
Photos and Videos of Me means all photos and videos you've
Birthday (7 been tagged in
. . ) Oka
Religious and Political ¥i
Friends Old Settings

Email Addresses and IM . {*
Phone Numbers {* ('~
Address {* -
Your custom settings will be preserved for: znayvang@racebook . com
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& please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
recornmended settings below, but you can choose to apply your old settings to any of the fields, :_“:a llf'luller
sinae
- Networks:
E Old Sett
veryone ettings = Facebook
About me (7! o . = Harvard
Friends:

Family and Relationships 7] . {* = Brian Joseph

= Benjamin Golub

. 30
Work and Education « i " H e
Pages:

m The Mew York Times
Posts I Create : « - s The Mew England Patriots
Stz Updates, Links, Photos, Wacos, and Notes

= 7 more

Publidy yQiiabic informaton indudes wour name,
Friends of Friends Old Settings profile pchure, Qender, 0XTenk aty, netwerks,
Friend U2, and Pages. You can always de
Photos and Yideos of Me (7 « - SRS AR MR o ML 138 YA B
Birthday (7 - v
Religious and Political Yiews o -
Friends Old Settings

Email Addresses and IM . {*
Phone Numbers « -
Address « .
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5 please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've

recommended settings below, but you can choose to apply vour old settings to any of the fields.

Everyone Old Settings
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Friends Old Settings
Email Addresses and IM
Phone Numbers * C
Address * C

Ana Muller

Female
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m Facebook
» Harvard

Friends:
= Bran Joseph
= Benjamin Golub
= 30 more

Pages:
m The New York Times
s The Mew England Patriots
= 7 more

Publidy yQiiabic informaton indudes wour name,
OOl A e, QUGS , OXTert Oy, Netwar ks,
Friend U2, and Page4. You can always hde

YO S0If from “03rch reedts from your Privacy
Qe
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5 please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
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Everyone Old Settings
About me (7] « -

Family and Relationships (7 T 'O
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Posts I Create
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Friends Old Settings
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Phone Numbers O '
Address O '

Ana Muller
Female
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s Facebook
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Friends:
= Bran Joseph
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= 30 more

Pages:
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= 7 more
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5 please update your privacy settings

Facebook's new, simplified privacy settings give you more control over the information you share, We've
re-:c-rnrn»‘.-nded SE‘“.iFll_]S tlell:l'f'\". but Ywou can l:hl:u:le': Lo .3pp|‘!.|' your sjuld set[iru_]s O any |:|F Ifh.:_- ﬁ.:_-|d'_.;. ?na IMu“er
emale
Everyone Old Settings Networks:
» Facebook
About me (7! {* - s Harvard
Friends:
Family and Relationships (7 . ' = Brian Joseph
= Benjamin Golub
Work and Education * e = 30 more
Pages:
m The Mew York Times
Loste et @ . s The Mew England Patriots

St Updates, Links, Photos, Waeos, and Notes

= 7 more
) ) ) Pubiidy yiabic informaton Indudes wour name,
Friends of Friends Old Settings prefle pahare, Qender, OXTent Ofy, Networks,
Friend LU, and Pages. You can always hde
. — YO S0lt from Seard resdts from your Privacy
Photos and Yideos of Me [7! (= . by
Birthday (7 . v
Religious and Political Yiews * C
Friends Old Settings

My MNetworks and Friends

Phone Numbers

Address o -
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0s(S reace *

s The New England Patriots
St Updates, Links, Photcs, VWoeos, and Notes

® 7 more

Pubiidy aiabic informaton Indudes wour name,

Friends of Friends Old Settings profile puchre, Qender, 0Tent Oy, Networks,
Friend UL, and Pages. You can always de
Photos and Yideos of Me 7] (;‘ (“ S;:cir oM 030 re%edts from wour Privacy
Birthday (7! - '
Religious and Political Yiews s '
Friends Old Settings

Email Addresses and IM . '
Phone Numbers O '
Address s '

Your custom settings will be preserved for: znayang@racebook.com

Some important things to remember:

® You can change your settings at any time from your Privacy page and those changes will take effect
immediately, Leam more,

= Information you choose to share with Everyone is available to everyone on the intemet,

= When you visit a Facebook-enhanced application, it will be able to access your publicly available
information, which includes Name, Profile Photo, Gender, Current City, Networks, Friend List, and
Pages. This information is considered visible to Everyone,

Save Settings
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0SS reatce
Status Updates, Links, Photos, Woeos, and Notes

Photos and Yideos of Me (7!
Birthday [

Religious and Political Yiews

Email Addresses and IM
Phone Numbers

Address

Your custom settings will be preserved for: znayang@racebook.com

Some important things to remember:

® You can change your settings at any time from your Privacy page and those changes will take effect

immediately, Leam more,

Friends of Friends

a

-~

v
Friends

.

'

q

Old Settings
F

'
C

Old Settings
'

p

= Information you choose to share with Everyone is available to everyone on the intemet,

= When you visit a Facebook-enhanced application, it will be able to access your publicly available

information, which includes Name, Profile Photo, Gender, Current City, Networks, Friend List, and

Pages. This information is considered visible to Everyone,
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Save Settings

s The New England Patriots
= 7 more

Pubiidy aiabic informaton Indudes wour name,
OAlC AN S, QUNECT, QX TCrR Oy, Nehwor ks,
Friend UL, and Pages. You can always de

YO %It from S0 dh reedts from your Privvacy
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5 Thank you for updating your privacy settings
Here are ywour new settings:

Everyone can see: Friends of Friends can see:

= About me = Family and Relationship

s Education and Work m Photos and Yideos of Me

= Posts by Me » Religious and Political

W
views

Only friends can see:

s ayang@Mendfeed.com
= Mobile Phone

s Other Phone

s Curent Address

= Birthday

Your custom settings were preserved for: anavana@facebook.com and IM Screen Mame

You can always change or further customize your settings on your Pivacy page.

Rerember, when you wvisit a Facebook-enhanced application, your publicly awvailable information (and information
you have set to Everyone) will be shared in order For you to use that Facebook-enhanced application.
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5 Thank you for updating your privacy settings

Here are your new settings:

Everyone can see: Friends of Friends can see:
= About me = Family and Relationship
s Education and Work = Photos and Videos of Me
= Posts by Me = Religious and Political
Views

Only friends can see:

ayang@hiendfeed.com
Mobile Phone

Other Phone

Current Address
Birthday

Your custom settings were preserved for: anayvana@facebook.com and IM Screen Mame

You can always change or further customize your settings on your Pivacy page.

Rerember, when you wvisit a Facebook-enhanced application, your publicly awvailable information (and information
you have set to Everyone) will be shared in order For yvou to use that Facebook-enhanced application,
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Wrap up
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Additional points

Facebook has never shared personal information with advertisers,
except under the direction and control of a user

When a minor shares information with Everyone, we restrict that
information to Friends, Friends of Friends, and verified Networks
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