
( Re\ . 01- 31- 2u03) 

SECRET 

FEDERAL BUREAU OF I NVESTI GATI ON 

Pr ecedence:  ROUTI NE 

To:  Char l ot t e 

Count er t er r or i sm 

I nspect i on 

Dat e:  03/ 13/ 2007 

At t n:  SAC 
CDC 

At t n:  I TOS 1,  CONUS 2,  Team 8 

At t n:  I I S 

Fr om: Of f i ce of  Gener al  Counsel / 
NSLB/ CTLU I  .  1Ñ 
Cont act :  UC 

b6 
b7C 
b2 

<U) 

Appr oved By:  Thomas Jul i e 

Dr af t ed By: 

Case I D #:  ( ^ 

J-* S 

3 aS& 

b2 Ti t l e: K> 
278- HQ- C1229736- VI O"  ( Pendi ng) 

I NTELLI GENCE OVERSI GHT BOARD 
I OB MATTER 2 007 

(U) Synopsi s:  p^)  I t  i s  t he opi ni on of  t he Of f i ce of  Gener al 
Counsel  ( OGC)  t hat  t he above- r ef er enced mat t er  must  be 
r epor t ed t o t he I OB and t o t he I nspect i on Di vi si on.  OGC wi l l 
pr epar e and del i ver  t he r equi r ed cor r espondence t o t he I OB. 
Our  anal ysi s f ol l ows. 
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y^) On or  about  07/ 13/ 2005,  SA[ 
( g j  c oor di nat ed wi t h Uni t ed St at es At t or ney ' s Of f i c e ( USAO) , 

Eas t er n Di s t r i c t  of  No r t h Ca r o l i n a ( EDNC) ,  r hi pf  nf  r r i mi nal  r 
!Ç-<-È ^ .K <-a-i7-i =¥ n-m-nA ,Tnr -y cf i i hr i nana I  I 

/¥gj and met withf 
[ A f t er r ecei v i ng t he subpoena. SA I I S&ent t o 

SA" 
s er v ed t he s ubpoena and had some r ec or ds i n hand when he 
r ec ei v ed a cal l  f r om SSRA[ SSRAC ] had 
been not i f i ed by FBI HQ,  I TOS I ,  CONUS I I ,  Team 6,  t hat  t he 
f i el d of f i c e was not  t o ut i l i z e a Gr and J ur y s ubpoena but  mus t 
obt a i n a Nat i onal  Sec ur i t y Let t er  ( NSL) .  Ther ef or e,  SA 
r et ur ned t he r ec or ds 

W _.  y ^ , SSRA I  |  adv i sed FBI HQ t hat  t hei r  SAC, L 

J was TDY out  of  t he Di v i s i on and t her ef or e FBI HQ 
ns el 
was t hen 

woul d need t o c ompl et e an EC addr es s ed t o Gen 
r eques t i ng an NSL be appr ov ed at  FBI HQ.  SSRA 
i ns t r uc t ed by FBI HQ,  I TOS I ,  CONUS I I ,  t hat  Char l ot t e woul d be 
r equi r ed t o dr af t  t he NSL,  due t o t i me c ons t r ai nt s ,  and t hen 
obt ai n appr ov al  f r om a nei ghbor i ng di v i  si  o n ¥ B SAC RA1 J 
t hen dr af t ed an NSL t o obt ai n 
and f or war ded t he NSL t o SSRA 
t hen f or war ded by SSRA 
f or  appr oval . 

JEoF 
t o SAC 

r ev i ew.  The NSL was 
|  At l ant a Di v i s i on, 

( S) ^4- i  On or  about  07/ 14/ 2005.  J TTF TaaV F n mP ar rant -
ser ved t he NSL I  Reques t i ng I 

J T F A I  |  does not  r ec al l 
t he i ndi v i dual ' s name t o whom t he NSL was gi v en.  TFA 
was adv i s ed!  " | t nat  t h e NSL was not  t he appr opr i at e 
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(S) 
doc umen t a t i on 
t o hono r  t he NSL. 

( U)  SSRA 

dec l i ned 

t hen c ont ac t ed Ac t i ng CDC 
]  Cha r l o t t e Di v i s i on ,  f or  gu i danc e c onc er n i ng t he ma t t e r 

and t he ques t i oned l ega l i t y of  t he NSL f o r T 
t hen c onf er r ed wi t h l egal  counsel f (  S )  CDC [ 

OGC.  c onc er n i ng t ^he mat t e r c 
bl 
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(S) [ 

SSRA[ 
] and FBI HQ, 

]  a l s o c on t ac t ed ASAC 
Char l o t t e Di v i s i on ,  wh o i n t u r n wa s a l s o i n 

c on t ac t  wi t h FBI HQ. 

( U)  Subs equent l y ,  SSRA wa s adv i s ed b y FBI HQ 
t ha t  a Gr and J u r y s ubpoena wou l d b e ob t a i ned I  I 

I  I  wh i c h was t he o f f i c e of  o r i g i n 
c m |  J mat t e r ,  and t he Gr and J u r y s ubpoena wou l d b e 
f o r war ded t o t he Ra l e i gh RA f or  s e r v i c e o n |  " ] 

$( )  On 07 / 15 / 2005 ,  t he Ra l e i gh RA r ec e i v ed a c o p y of 
t he Gr and J u r y suhnnp. na I 

~57T[ 
SA I l and _ i  1 I  '  ¥=" È¥ l  ¥ I  w w . 

s er v edI  Iwit h t he Gr and J u r y s ubpoena |  | 

r es i s t anc e t o c ompl y , 
b e e n s e r v ed .  SSRA| 
adv i  s i  n g | 
and a t  t h i s t i me 

SA[ adv i s ed ! 
]  Af t e r 

J t hat  he had 
Ñ,  ]  wa s i n c ont ac t  wi t h ASAC[ _ 
r e l uc t anc e t o honor  t he Gr and J u r y s ubpoena 

]  c on t ac t ed t he [ 
c onc e r n i ng t h e ma t t e r .  App r ox i ma t e l y one hour  l at er , I 

1 
1 c on t ac t ed t he Ra l e i gh RA and adv i s ed t hat  t he r ec or ds we r e 

wa i t i ng f or  FBI  r e t r i ev a l . 

( U)  The Pr es i den t ,  b y Ex ec u t i v e Or der  12334 ,  da t ed 
1 2 / 0 4 / 1 9 8 1 ,  es t ab l i s hed t he Pr es i den t ' s I n t e l l i genc e Ov e r s i g h t 
Boa r d ( PI OB) .  On 09 / 13 / 1993 ,  b y Ex ec u t i v e Or der  12863 ,  t he 
Pr es i den t  r enamed i t  t he I n t e l l i genc e Ov er s i gh t  Boar d ( I OB) 
and es t ab l i s hed t he Boar d as a s t and i ng c ommi t t ee of  t he 
Pr es i den t ' s Fo r e i gn I n t e l l i genc e Ad v i s o r y Boar d .  Amo n g i t s 
r e s p o n s i b i l i t i e s ,  t he I OB has b e e n g i v en au t hor i t y t o r ev i ew 
t he FBI ' s p r ac t i c es and p r oc edur es r e l a t i ng t o f o r e i gn 
i n t e l l i genc e and f o r e i gn c oun t e r i n t e l l i genc e c o l l ec t i on . 

( U)  Sec t i on 2. 4 of  Ex ec u t i v e Or de r  12863 ma n d a t e s 
t hat  I ns pec t o r s Gener a l  and Gener a l  Couns e l  of  t he 
I n t e l l i genc e Commun i t y c omponent s ( i n t he FBI ,  t he As s i s t a n t 
Di r e c t o r ,  I ns pec t i on Di v i s i on ( I NSD) ,  and t he Gener a l  Co u n s e l , 
Of f i c e of  t he Gener a l  Couns e l  ( OGC) ,  r es pec t i v e l y )  r epor t  t o 
t he I OB i n t e l l i genc e ac t i v i t i es t hat  t hey hav e r eas on t o 
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To:  Char l ot t e Fr om:  Of f i ce o f  Gener al  Counsel 
Re:  ^ s /  278- HQ- C1229736- VTO,  03/ 13/ 2007 

bel i eve may be unl awf ul  or  cont r ar y t o Execut i ve Or der  or 
Pr esi dent i al  Di r ect i ve.  Thi s l anguage has been i nt er pr et ed t o 
mandat e t he r epor t i ng of  any vi ol at i on o f  a pr ovi si on of  The 
At t or ney Gener al ' s  Gui del i nes f or  FBI  Nat i onal  Secur i t y 
I nvest i gat i ons and For ei gn I nt el l i gence Col l ect i on ( NSI G) , 
ef f ect i ve 10/ 31/ 2003,  or  ot her  gui del i nes or  r egul at i ons 
appr oved by t he At t or ney Gener al  i n accor dance wi t h EO 12333, 
dat ed 12/ 04/ 1981,  i f  such pr ovi si on was desi gned t o ensur e t he 
pr ot ect i on of  i ndi vi dual  r i ght s.  Vi ol at i ons of  pr ovi si ons 
t hat  mer el y ar e admi ni st r at i ve i n nat ur e and not  deemed t o 
have been desi gned t o ensur e t he pr ot ect i on of  i ndi vi dual 
r i ght s a r e gener al l y not  r epor t ed t o t he I OB.  The FBI 
I nspect i on Di vi si on i s r equi r ed,  however ,  t o mai nt ai n r ecor ds 
of  such admi ni st r at i ve vi ol at i ons f or  t hr ee year s so t hat  t he 
Counsel  t o t he I OB may r evi ew t hem upon r equest .  The 
det er mi nat i on as t o whet her  a mat t er  i s " admi ni st r at i ve i n 
nat ur e"  must  be made by OGC.  Ther ef or e,  such admi ni st r at i ve 
vi ol at i ons must  be r epor t ed as pot ent i al  I OB mat t er s. 

( ^  NSLs ar e a speci f i c  t ype of  i nvest i gat i ve t ool 
t hat  al l ows t he FBI  t o obt ai n cer t ai n l i mi t ed t ypes of 
i nf or mat i on wi t hout  cour t  i nt er vent i on:  ( 1)  t el ephone and 
emai l  communi cat i on r ecor ds f r om t el ephone compani es and 
i nt er net  ser vi ce pr ovi der s ( El ect r oni c Communi cat i ons Pr i vacy 
Act ,  18 U. S. C.  ¤ 2709) ;  ( 2)  r ecor ds of  f i nanci al  i nst i t ut i ons 
( whi ch i s ver y br oadl y def i ned)  ( Ri ght  t o Fi nanci al  Pr i vacy 

Act ,  12 U. S. C. ¤ 3414( a) ( 5) ( A) ) ;  ( 3)  a l i st  of  f i nanci al 
i nst i t ut i ons and consumer  i dent i f yi ng i nf or mat i on f r om a cr edi t 
r epor t i ng company ( Fai r  Cr edi t  Repor t i ng Act ,  15 U. S. C. ¤¤ 
1681u( a)  and (b)) ;  and ( 4)  f ul l  c r edi t  r epor t  i n an 
i nt er nat i onal  t er r or i sm case ( Fai r  Cr edi t  Repor t i ng Act ,  15 
U. S. C.  ¤ 1681v)  .  NSLs may be i ssued i n conf or mi t y wi t h 
st at ut or y r equi r ement s,  i ncl udi ng 18 U. S. C.  ¤ 2709. 

I n t hi s i nst ance,  Char l ot t e ser ved a n NSL 
r equest i ng r ecor ds out si de t he per mi ssi bl e scope of  an NSL. 
OGC not es t hat ,  accor di ng t o Char l ot t e,  Char l ot t e act ed upon 
t he advi ce and di r ect i on of  FBI HQ,  Char l ot t e per sonnel  sought 
l egal  advi ce pr i or  t o t he ser vi ce of  t he NSL,  and no r ecor ds 
wer e obt ai ned i n r esponse t o t he NSL.  These mi t i gat i ng f act or s 
shoul d be c onsi der ed when j udgi ng t he per f or mance of  Char l ot t e 
per sonnel .  However ,  t he ci r cumst ances as a whol e must  be 
r epor t ed t o t he I OB si nce t he ser vi ce of  t he NSL i n t hi s case 
was not  i n compl i ance wi t h ECPA and t he NSI G. 
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( U) To: 
Re: 

Char l ot t e Fr om:  Of f i ce of  Gener al  Counsel 
278- HQ- C1229736- VI O,  03/ 13/ 2007 X> 

LEAD( s)  : 

Set  Lead 1:  ( I nf o) 

CHARLOTTE 

AT CHARLOTTE,  NC -

( U)  For  i nf or mat i on, 

Set  Lead 2:  ( I nf o) 

COUNTERTERRORI SM 

AT WASHI NGTON,  DC 

( U)  For  i nf or mat i on, 

Set  Lead 3:  ( Act i on) 

I NSPECTI ON 

AT WASHI NGTON,  DC 

( U)  For  r evi ew and act i on deemed 
appr opr i at e. 

b6 
b7C 

c c :  Ms .  Thomas 

I OB Li br ar y 

¥¥ 

SEVRES 
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I S) 
I NTELLI GENCE OVERSI GHT BOARD ( I OB)  MATTER 

CHARLOTTE DI VI SI ON 
b2 

I OB MATTER 2007-

FGJ 

<U) 

( U) 

G&)  The Char l ot t e Di vi si on ( " Char l ot t e" )  of  t he 
Feder al  Bur eau of  I nvest i gat i on ( "FBI " )  r epor t ed vi a el ect r oni c 
communi cat i on dat ed Febr uar y 21,  2007,  t hat  a Nat i onal  Secur i t y 
Let t er  was ser ved r equest i ng r ecor ds t hat  wer e beyond t he 
per mi ssi bl e scope of  *-  waHnnal  spni r i f v T.pi -t-p.r.  Speci f i cal l y, 
t he FBI  sought  t o obt ai n |  |  f r om a st at e 
n n i v p r f i i t - Y f ^ ] " a n 1 n r j "i r r i rJi i a I t . n r n 1-n g q 1-n t - h o J u l y 2 0 0 5 L o n d o n 

bombi ngs.  |  J ar e out si de t he scope of  r ecor ds 
t hat  may be obt ai ned wi t h a Nat i onal  Secur i t y Let t er .  The st at e 
uni ver si t y r ecogni zed t hi s er r or  and r ef used t o pr oduce any 
r ecor ds i n r esponse t o t he Nat i onal  Secur i t y Let t er . 
Accor di ngl y,  no r ecor ds wer e obt ai ned as a r esul t  of  t he ser vi ce 
of  t hi s Nat i onal  Secur i t y Let t er .  The FBI  r esci nded t he Nat i onal 
Secur i t y Let t er ,  and i nst - paH ser ved a Feder al  Gr and Jur y subpoena 
f or i  I  The st at e uni ver si t y compl i ed wi t h 
t he r eaer ai  Gr and Jur y subpoena a nd pr oduced 3" 

The FBI ' s ser vi ce of  a Nat i onal  Secur i t y Let t er 
r equest i ng educat i onal  r ecor ds was i n vi ol at i on of  The At t or ney 
Gener al ' s  Gui del i nes f or  FBI  Nat i onal  Secur i t y I nvest i gat i ons and 
For ei gn I nt el l i gence Col l ect i on,  even t hough no r ecor ds wer e 
obt ai ned i n r esponse t o t he Nat i onal  Secur i t y Let t er .  Thus,  t he 
mat t er  i s  bei ng r epor t ed t o t he I OB. 

( U)  Thi s mat t er  has been r epor t ed t o t he FBI ' s 
I nspect i on Di vi si on f or  appr opr i at e act i on. 
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