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i To: General Counsel From: Charlotte
(7} Re: }g? 278-HQ-C1229736-VIO, 02/21/2007

(S)

bl

e CK) As a result'ofl nvestigation
07/07/2005, | I

(3]

bl
b6

b7¢C
(S)r__________—————_——__________________—______—_———————]

éﬁg On or about 07/13/2005, sal - Icoordinated
(Sj‘ with Unite tates Attorney's Office (USAO), Eastern District of

North Carolina (EDNC), Chief of Criminal. | I to obtain
a _Grand Jury subpoena |
| ATter receiving the subpoena,

in h he received a call from SSRA
SSRA had been notified by FBIHQ, IT N NUS II, Team 6,
b6 that we were not to utilize a Grand Jury subpoena and that we
b7C must obtain a National Security Letter (NSL). Therefore, SA
bl returned the records toI l

(S8 SAl - fwent to] h Associate General Counsel
[ } sa served the subpoena_and had ffff ffffjds

was TDY out of the Division and therefore we would need
fS) to complete an EC addressed eral Counsel requesting an NSL
be approved at FBIHQ. SSRA was then instructed by FBIHQ,
ITOS I, CONUS II, that Charlotte would be required to draft the
NSL, due to time constraints, and then obtain approval from a

neighboring division's SAC SA then drafted an NSL to
obtain the student records and forwarded the NSL to

SSRA | for_revi T then forwarded by SSRA
to SAC | Division, for approval.
(3) -4 | Agent

|served the NSL at| [does not recall
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To: General Counsel From: Charlotte

W Re: 0&) 278-HQ-C1229736-VIO, 02/21/2007
bl (5}
bE the individua. s name to whom the NSL was given. TFA was
b7C advised_that tihe NSI, was not_the appropriate documentation to
(5] receiveg records declined to honor the NSL.
g SSRA:lthen contacted CDC )
Charlotte Division, for guidance con i ter a
bl questioned legality of the NSL , CDCTil
bs (5] then conferred with legal coy and FBIHQ, OGC
pic ing the matter. SSRA S50 contacted ASAC|
| Charlotte Division, who in turn was also in contact
with FBIHQ.
bl Q() Subsequently, SSRA i that
E%E a Gr would be obtained
bs (8] - ; which was the offITe& ©f origin on the
b7C I o matter, and the Grand_.Iurv spnbnoena would be forwarded to
the Raleigh RA for service o1}
fS:l M On 07/15/
the Grand Jury subpoena
1 [ | sal [and sa
be 'sexrvedl lwith the Grand Jury subpoend
b7C After] [resistance
b2 TO™TOMD I ,zﬁ hiTVisea| TRz had been sexrved. |
b7E SSRN was 1n contact wit advising of
b3 FGJ reluctance to hQ.D.Dx_I'_b.LG.:and._‘L\.\na_Tubpoena and at this time] |-
contacted | concerning the matter.
“Approximately ome hour later contacted the Raleigh RA and
(8] " advised that the records were waiting for our retrieval.
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To: General Counsel From: Charlotte
Re: gﬁ 278-HQ-C1229736-VIO, 02/21/2007

LEAD (8) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB; For information and action deemed
appropriate.

Set Lead 2: (Discretiomary)
INSPECTION

AT WASHINGTON, DC

(U) 1IIS; For information and action deemed
appropriate.
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(~<) (FBI) -
b6 From: (CTD) (FBI)
gzc Sent:  Thursday, July 21, 2005 5:23 PM
To: L _l(cE) (FBY)
I:S:‘ Subject; RE: Facts on needed rq NSL letter ASAP
(3)
UNCLASSIFIED ALL INFORMATION CONTAINED
NON-REGORD HEREIN 1% UNCLA3SIFIED EXCEFT
o S WHEFE SHOWN OTHERWISE
Thanks for the rapid response. DATE: 05-29-2007
0o CLASSIFIED BY 65173 DMH/EZR/IV
b7e BEAZON: 1.4 (T}
DECLASSIFY ON: 05-29-2032
..... Oriai —
From CE) (FBI)
Se?n_thucsdax_luhdl_zaos 5:17 PM
To (CTD)(FBI); (CTD) (FBIY | (cTo) (FBI);
Ej . [(cTD) (FBI)
ol : | (CTD) (FBI); (CTD)(FBI); (CE)
(FBI CID) (FB
- Subject: RE: Factsof - |needed re NSL letter ASAP
(8 |
UNCL IFIED
NON-RECORD
(3}
b6 (51
b7C :

(3)
(2)

We originally were in the process of obtaining a suvbpoena in the EDNC for th records along

~ with a sealed court order to be issued by Judge Boyle, (EDNC). This process was-stopped at the

direction of FBIHQ, CTD, and | was told that we needed to serve an NSL. We prepared the NSL and it

was e-mailed to SACL;:I Atlanta Division, signed and returned. Our SA is
currently TDY at FBIHQ., The NSL was then served on! nd their legal counsel agvised that

he or the NSL because the NSL nTy Tor|
bl We had our CDC and FBIHQ involved in TS MIOUGNOUT the process.
p3 FGJ  FBIAQ, ITOS |, then advise Division would be forwarding us a GJ subpoena Ve
b6 obtained the GJ subpoen late Friday afternoon and served it on the attorne;l He
I: S B7C initially declined to honor the subpoena because he stated that we should have presented him with 2
b2 court order under the Patriot Act and also that he wanted each individual who had record o]
bTE be named in the subpoena. He also made some additional remarks that | will not go into ar This tme.

Bottom line is we told him to consider himself served and provided him with the subpoena. A/SA

I: S :l N lalso contacted Jconcerning the matter at this point. About one hour
later th1 i:ttorn'ey called our otfice and advised the documents were ready to be picked up.

This process delayed us approximately one day in obtaining the records. However, it occupied a
great deal of my time and more importantly the time of two agents who could have been focusing on
the investigation at hand. | would agree with the obvious, that administrative subpoena power in the
field involving CT matters may be the single most important tool that the agents could use to
improve/expedite their investigations.

If you require any additional info please let me know.

Thanks

b6
b7C

12/19/2006
sgh}q



----- Origi S
From D)(FBI)
) Sent; Thursdav, Julv 21, 2005 3:55 PM
be (cTD) (FBI[ ~Jco) (FBI); (CE)
biC (8D CTDYTFED
! Cc:| CTD) (FBI) (CTD)(FBI);
| FE) (FBI)
(8) ubject: FW: Facts o needed r NSL letter ASAP
Importance: High
m}%m@
NON-RECORD
- |s the below true? Did we go NSL first and then GJS? Pls
respond by e-mail.
t Anyone with full knowledge to get this back to by e-mail?
b6
bp7C , . .
b2 International Terrorism Ops Section 1
CTD/FBIHQ
----- Origi Message-—---
From __kco) (PBY)
Sent: Thursday, July 21, 2005 3:10 PM
B To| CTD)(FBIL); D)(FBI)
e o (CTD) (FBI) ) (FBL);
o (DO) (ERI l(CTD) (FBI)
(S:l .. subject: Facts on eeded r NSL letter ASAP
Importance: Hig
UNC IFIED
NON-B&CORD
|: E'l :‘ -] just-got a call frow;_—h__w__t:lof OCA. The Direct i n the
circumstances surrounding the NSL [etter issued td:
it is the Director's understanding that an NSL letter was issued to J
I:S:l | ~n connection with the London bombing.[ would not honor the NSL
~ letter andr because of this-the FBI had to issue them a Grand Jury subpoena.
E?c l: S ) - The Director would like to use this as an example tomorrow as to why we need
bl administrative subpoenas's to fight the war on terror. In particular, he would like to know how
much extra time was spent having to get the Grand Jury subpoena.
Please provide me with an e-mail regarding the particular facts of this incident. Just one
paragraph in e-mail form will be sufficient.
12/19/2006 SQRQT
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From: [ _kinsoy FaY)
Sent: ry 04, 2007 2:.42 PM
To: [ {25 ol __lunspy) (FBY)
Cc: CE) (FBI)

b6 Subject: RE: Charlotte NSL Issue

b7C
UNCLASSIFIED
NON D

be  ve can call We have no problem with that at all. The QIG can call anyone directly, just keep us

ch in the loop as to what transpires. Would it be helpful to send you a copy of what we sent the OIG?

po ! S )Just to give you alittle information, we sent the following:

P7E 1) E-mail dated 12/19/06 tci Ifro fe: FW: Facts oneeded re |NSL letter

ASAP. ,
ﬂS? 2) 7/15/05 EC from Charlotte to'CTDl : "_Jet. Alrel J
(8 3).7/14/05 EC from Charlotte to CTD and QGC.rel

4) 7/14/05 letter from[ |t

if you would like a copy, please let me know and | can send one ASAP to your office.

Thanks.

— 1

bo
b7C
b2

b6
p7cC

----- Original oooz

From: CE) (FBI)

Sent: uary 03, 2007 12:34 PM
To: INSDY (FBI) J(INSD) (FBI)
Cc: | |CE) (FBTY
Subject: e ssue

UN SIFIED
NO CORD

( S IE:‘ Regarding the NSL issue invplving our Division an ne of our A;entsl:j
I 4 and she

e : eceived a call fro f the IGs office, inquiring about the matter. | contacte '
D7 advised that your office had forwarded documents and e-mails regarding the matter I" g by that, that
ol you have studied the matter and we are responding to the inquiry. Should | have S cal and detail his
recollections of the matter? He's glad to do it, but { wanted to check with you first to Sure that was what you
wanted us to do.
Also, would you please let me know what documents and information was furnished to OIG? | would appreciate it.
Thanks.
DG _Charintte
b6
p7c 704
b2 ALL TNFORMATION CONTAINED DATE: 05-29-2007
HEREIN IS UNCLASSIFIED EXCEFT CLAZSIFIED BY 65179 DMH/KSR/IW

UNCLASSIFIED WHERE SHOUN OTHERWISE FEASCH: 1.4 {C)
DECLAGSIFY OM: 05-29-2032
1



