'U.S. Department of Justice
Drug Enforcement Administration

MAY 1 4 2010

Case Number: 10-0166-F

Subject: ALL RECORDS, INCLUDING ELECTRONIC RECORDS, CONCERNING THE USE
OF THE SOCIAL NET-WORKING WEBSITES (INCLUDING BUT NOT LIMITED TO
FACEBOOK, MYSPACE, TWITTER, FLICKS AND OTHER ONLINE SOCIAL
MEDIA) FOR INVESTIGATIVE (CRIMINAL OR OTHERWISE) ETC...

James Tucker
454 Shotwell Street
San Francisco, California 94110

Dear Mr. Tucker:;

This letter responds to your Freedom of Information/Privacy Act (FOI/PA) request letters
dated October 7, 2009 addressed to the Drug Enforcement Administration (DEA), FOI/Records
Management Section, Operations Unit (SARQ), seeking access to DEA records regarding the above
subject. This letter amends our previous letter dated February 1, 2010 that informed you that no
responsive records were found.

A supplemental search conducted after our letter of February 1, 2010, located the attached
23-page presentation titled “Social Networking” from the DEA Special Operations Division, Training
Unit. 14 pages are released in full and 9 pages are released in part with redactions. No pages have
been withheld in full. Redactions under Exemptions 6 and 7C were made to images and usernames
on the 9 pages released in part, to safeguard against unwarranted invasions of personal privacy.

Sincerely,

’ /wum@f/y%dd:c(

Katherine L. Myrick
Chief, Operations Unit
FOI/Records Management Section
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www.myspace.com/tom
e Send Message
?@ Add to Friends

can't wait for Toy Story 31 http:/fink.msf008PH Mood: angsty @
Posted =t 3:0Z PM Oct L8
view maore

& Add Comment
Wiew #My: Photos videos»Bl»og P[ay!ists'r_‘{eyieu:s )

Story 3! http:/fink.ms/008PH

Posted at 5'59 Pt Oct 7

Tom Andz.—.rson Congrats, Khloe and Lamdr...what do vou all think about it? http: //lnk.ms{mosv
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http://lnk.ms/03D3Y

e i)
Pop Out Chat § Setlings | H

- Y% Yo are Online. Go Offfine

ip

~dd to Fri

Add Coenimert
Instant Me
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Forward toc Friend
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E Ema:l i &: Pnrn Sharai 19 Pap-rm'w ‘ CI Slngie Page i g? Recommend

WASHINGTONM (Reuters) - Islamic
extremists are being instructed on how to
use the popular video-sharing site
YouTube as a way to dissenunate
propaganda videos, a U.S.-based terrorism
monitor said on Tuesday.

Militants are being encouraged to use the
online site through postings on ather
_ ... Istamic forums on the Internet, according
Falt Size to the SITE Intelligence Group.

Last week, an extremist authored step-by
~-step instructions on posting video to YouTube, which he described as
"one of the most famous and biggest international sites that publlsh
sactions of videos from all over the world.”

The posting encourages readers to post scenes of Western forces
coming under attack to, it says, "shame the Crusaders by publishing clips
of videos showing their losses, which they hid for a long time."

! Islamic extremists have long used the Internet as a tool to communicate
§with supporters and distribute propaganda but the latest posting

“f say that the YouTube site is one of the easiest sites to record and
upload the clips," the posting states, pointing readers to the software
4 they might need to publish on the Internet.




And we shall-defeatthose whio distelleve.

Videos ] Chanaels } Conmunity§ Upload

Videps | Favorites | Plavlists | Groups | Friends | Subscribers | Subscriptions

§| doined: December ¢3, 2008

| Last Sign in: 15 houts sgo
Vifsos Watched 0
Subscrbes. ¥

|| Charinet Views: 17

I say regardiess of this humiliation we prociaim

$0 let ail Treaien near and mankind isten clussaly 10
us.

tFtne night of pain i8 prefonges and woundeo
ummah becomes slespless.

The breaking of dawn is coming ant rising of the
sun of hanor (8 near

Andthe night of shame shail vanish.

o shall bing back the life on harar ence mote.

“We shall Biild palaces of giory up high withits
pillars the sunnah snd qurzr

And we shall lake pride in the quran at a ime, when
the people lake pnde in immoralily ang sharae,

honor, vidory 2nd £siablishment,

n an awskening of yeuth an whom the gur'sn
bestowedihe dress of bravery not cowardice.
Intnelr slogans is esteem andtheir word is 2 lesson
Age: 26

Courtey: United States B3
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Kids like pizza, the mall and the overthrow of America

ERRE S Dy Nick Farrell: Wednesday, 17 May 2006, 5:37 Al

A WRITER on Muslim
terrorism in the United
States claims that
viyspace s the latest
recruiting ground for al-
3

Qaida backed groups.

- L aura Mansfield, who
thas penned "One
Nation under Allah”
which includes her

i US mosques to
iestablish the terrarist
threaf in small town
America, has sudde
facused her attention




Welb Extra: YouTube Spokesperson On Gang Material
CBS & CrimeWatch |

(CES 5 Young people who visd social networking sites to download
muzic and pictures glorifying criminal street gangz can unwittingly set
thﬁ:ms&h@& up to be recruited by those gangs, according to law
enforcement officigls and wouth counselors.
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Twitter helps G
elude police
“Arrest teams are approal
protesters on Marion bricf
are told they'll be met witl}
“Protestors are now fighti
reports of violence now.”
* "Western Ave. bridge, we
can be safely crogsed.” |
"] didn't see safe messag)
everyone, so | assume scf
are face down on the brid]
being sent to jail."
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Lok what 1A RS Grogyei .

jse of Twﬁter could evalve over time to reflect tactics that are alteady evolmag
Vactists for surveiliznce, i said. "Tis could thearetically be combined wit

veen: 1 doy 090
Extiog maseese wADd 2 Do

yarios i which miftants could make use of Twitier, combined with stch
s 0r cell phone pictures or video, fo camy out an ambush or defonate

ically use Twiter social nefworking in the US 8s an operafion fool,” f said.
"However itis unclear whether that same theoretical tool would be avallable to terrorists in ofher
countries and to what extent”
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Mapping Social Networks

Generate animated click-able maps of the relaionships between YouTube users.

Constructs networks based on YouTube user's subscibers, subscriptions and
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Jdoinied: December 03, 2608
Age: 21
Subscriptions: §

Last Login: § days age
Channel Views: 248
Subseribers: §
Friends: 11




tools generates animated ¢

relationships between MySpace users.

We have vastly improved the mapper er
download it as a free desktop application to map and search more pages.
¥ou can also purchase a license to urdock even more features,

s Java to
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