Six Tipsto Protect Your Online Search Privacy

Google, MSN Search, Yahoo!, AOL, and mog other search engines collect and store records of
your search queries. If these recordsare revealed to others, they can beembarassing or even
cause great ham. Would you want strange's to see searches tha reference your onlinereading
habits, medical history, finances, sexud orientation, or political affiliation?

Recent events highlight the dange that search logspo<e. In Augug 2006,A0L published
650000 users search histories on its webste.* Thougheach user'slogswere only assodiated with
arandomID number, several users identities were readily discovered based onther search
queies. For ingance, theNew Y ork Times connected thelogsof user No. 4417749with 62 year-
old Thema Arnold. These records exposed, as she putit, her "whole persond life."?

Discloaureslike AOL's are not the only threats to your privacy. Unfortunaely, it may beall too
easy for the govenment or individud litigants to subpoenayour search provider and get access
to your search history. For example, in Januay 2006, Y ahoo!, AOL, and Microsoft reportedly
coopeaated with abroad Jugice Department request for millionsof search records Although
Google successfully chdlenged this request,® thelack of clarity in current law leaves your online
privacy at risk.

Search companies should limit data retention and make ther logging practices more trangparent
to the public,* while Congress oughtto clarify and strengthen privacy protectionsfor search daa
But you should also take mattersinto your own handsand adopthabits tha will hdp protect your
privacy.

The Electronic Frontier Founddion has developed the following search privacy tips They range
from straightforward stepsthat offer alittle protection to more complicated measures that offer
near-complete safety. While we strongly urgeusersto follow al six tips alesser level of
protection might be sufficient degpending on your particular situaion and willingness to accept
risks to your privacy.

1. Don't put personally identifying informationin your search terms (easy)

Don'tsearch for your name, address, credit card number, soda security number, or other

By Peter Eckerdey, Seth Schoen, Kevin Bankston, and Derek Slater.

For more on the leak, see <http://eff.org/Privacy/AOL>.

2 See <http://www.nytimes.com/2006/08/09/technol ogy/09aol .html>.

See <http://eff.org/Privacy/search> for documentsrelated to Google's challenge. The logs were to be used as
evidence in a case in which the government is defending the constitutionality of the Child Online Protection Act
(COPA). See aso <http://news.com.com/FA Q+What+does+the+Google+subpoena+mean/2100-1029 3-
6029042.html> and <http://news.com.com/Judge+Google+must+give+f eds+limited+access+to+records/2100-
1028_3-6051257.html>.

The search providers' have so far been unreasonably tight-lipped about their specific practices regarding search
logging. For some insight, see <http://news.com.com/V erbatim+Search+firms+surveyed+on+privacy/2100-
1025_3-6034626.html?tag=nl> and
<http://www.mercurynews.com/mld/mercurynews/news/breaking_news/15315062.htm>.



persond information. These kindsof searches can create a roadmap that leadsrightto your
doorstep. They could also expose you to identity theft and other privacy invasions

If youwant to do a "vanity search” for your own name® (and whoisn'talittle vain these days?),
be sureto follow therest of ourtipsor do your search on a different computer than the oneyou
usudly use for searching.

2. Don't useyour | SP's search engine (easy)

Because your | SP knows who you are, it will beable to link youridentity to your searches. It
will also beableto link al your individud search queiesinto asingle search history. So, if you
are a Comcast broadband sub<riber, for ingance, you should avoid usng
<http://search.comcast.net>. Similarly, if you're an AOL member, donotuse
<http://search.aol.com> or the search boxin AOL's client software.

3. Don't login to your search engine or related tools (intermediate)

Search engines sometimes give you the oppatunity to create a persond accountand login. In
addition, many engines are affiliated with other services -- Google with Gmail and Google Cha;
MSN with Hotmail and MSN Messenge; A9 with Amazon, and so on. When youloginto the
search engine or oneof those other services, your searches can belinked to each other and to
your persond account

So, if you have accounts with services like Google GMail or Hotmail, do not search throughthe
corresponding search engine (Google or MSN Search, respectively), especially notwhile logged
in.

If youmud use the same company'ssearch engineand webmail (or other service), it will be
significantly harder to protect your search privacy. Youwill need to do oneof thefollowing:

a) Ingall two different web browsers to separate your search activities from your other
accounts with the search provider. For example, use Mozlla Firefox for searching through
Y ahoo!, and Internet Explorer for Yahoo! Mail and other Y ahoo! service accouns.® You
mus also follow Tip 6 for at least oneof the two browsers.’

b) For Google and its services, you can use theMozlla Firefox web browser and the
CugomizeGoogle plugin software. Go to <http://www.cugomizegoogk.conv> and click
"Ingal." Restart Firefox and then select "CugomizeGoogle Options' fromthe"Tools" menu.
Click onthe"Privacy" tab and turn on "Anonynize the Google cookie UID." Y oumug

Or your MySpace profile, personal blog address, or other similar personal information.

Advanced tip: you could aso use two profilesfor one browser. For instance, if you run Mozilla Firefox with the
- Profil eManager flag, it will let you choose a profile. To learn more, visit
<http://mozilla.org/support/firefox/profile>. Mozilla Seamonkey has a" Switch Profile' command in the "Tools"
menu. Pick adifferent theme/skin for each profile so you can tell which one you are using. To learn more, visit
<http://kb.mozillazine.org/Profile_Manager>. With Internet Explorer, you may need to use two separate
Windows user accounts.

Otherwise, your two separate browsers' activities could be linked by I P address, as discussed below.
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remember to quit your browser after usng GMail and before usng the Google search
engine® In addition, besure notto select the"remember me on this computer” option when
you loginto a Google service.

If youare usng abrowser other than Firefox, you can use the GoogleAnonbooknerklet,
which you can obtain at <http://www.imilly.convgoogle-cookie.ntm>. Y ou will need to click
onthe GoogleAnonbooknmarklet and quit your browser every time you finish with a Google
service.

Unfortunaely, we currently do notknow of similar pluginsfor other search provides.
4. Block " cookies' from your search engine (intermediate)

If you'vegonethroughthe stepsabove your search history should nolonge have persondly
identifying information all over it. However, your search engine can still link your searches
together usng cookies and IP addresses.™® Tip 4 will prevent tracking throughcookies, while
Tips5-6 will prevent IP-based tracking. It's best to follow Tips 3-6 togeher -- thereisless
ben€fit in preventing your searches from being linked together in oneway if they can belinked
in another.

Cookies are small chunksof information tha websgtes can puton yow computer when you visit
them. Amongother things cookies enable websgtesto link al of yourvisits and activities at the
site. Since cookies are stored on your computer, they can let sites track you even when you are
usng different Internet connectionsin different locations But when you use a different
computer, your cookies don'tcome with you™

From a privacy-protection perspective, it would bebest to block all cookies. However, because
cookies are necessary for accessing many webstes, it may be more convenient (thoughless
privacy-protective) to allow short-lived "session” cookies. These cookies last only aslongas
your browser is open; therefore, if you quit your browser, re-open it, and then go back to your
search engine, your search provider will notbe able to connect your current searches with
previousones via your cookies.

Use thefollowing stepsto alow only "session cookies," and remember to quit your browser at

8 Mail.google.com and google.com leave some additional cookies that will identify you while searching, but

which CustomizeGoogle (and GoogleAnon) will not anonymize. Unless you remember to quit your browser,
some of those cookies persist even if you logout of Gmail. Future versions of these privacy-protection tools may
help fix this problem.

Thereis another Firefox plugin intended to protect your search privacy called TrackMeNot
(http://mrl.nyu.edu/~dhowe/trackmenot/). At present, we cannot recommend TrackMeNot. For one thing, it may
actually make it easier for search engines to link your searches together (the fact that you're using the plugin is
distinctive). Moreover, although it may create some uncertainty about aspects of your search history, it does not
hide personaly identifying information or the bulk of your most sensitive searches. For further criticisms, see
<http://www.schnei er.com/blog/archives/2006/08/trackmenot_1.html>.

The search engine may also be able to pick you out of the crowd based on an unusual browser, operating
system, language setting, or other atypical HT TP headers. The software recommended in Tip 6 can be used to
impede these methods as well.
1 50 long as you haven't logged in; see Tip 3.
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least onae aday butideally after each visit to your search provide's site. We recommend that
you use MozllaFirefox and apply these settings

From the"Edit" menu, select "Preferences’

Click on"Privacy"

Select the"Cookies' tab

Set "Keep Cookies' to "until | close Firefox™?

. Click on"Exceptions" typeinthedonmainsof al of your search sites, and choo®
‘Block" for dl of them

aOrwNE

Firefox Preferences

A @ O &

General Privacy Content Tabs  Downloads Advanced

As you browse the web, Firefox keeps information about where you have been, what you have done
etc. in the following areas:

History| Saved Forms| Passwords | Download History| Cookies | Cache|

Cookies are pieces of information stored by sites on your computer. They are used to remember
login information and other data.

¢! Allow sites to set Cookies | Exceptions

v for the originating site only:

'¢| unless | have removed cookies set by the site

-~

Keep Cookies: {until | close Firefox &

‘ View Cookies [ Clear Cookies Now‘

The Clear Private Data tool can be used to erase your private data using a keyboard .
- Settings...
shortcut or when Firefox closes.

- Help ‘ Close l

If youuse Microsoft Internet Explorer to surf theweb:

From thelnternet Explorer "Tools" menu, select "Interng Options'
Click onthe"Privacy" tab and then pressthe"Advanced" button
Click on"Override automatic cookie handling"

Set both "first party” and "third party" cookiesto "Block"

PwonNE

2 You can select "ask me every time" if you want more control, although the current Firefox user interface is not
very good for this purpose. At this time, the Mozilla Seamonkey browser is more suitable if you wish to have
fine-grained control over cookies.



5. Select "Always allow session cookies®

General | Security | Privacy | Content || Connections || Programs | Advanced

Advanced Privacy Settings
P You can choose how cookies are handled in the Intemet
=& zone. This ovemides automatic cookie handling.
Cookies

Ovenide automatic cookie handling

First-party Cookies Third-party Cookies
O Accept (O Accept

(®) Block (®) Block

(O Prompt (O Prompt

Always allow session cookies

[ OK ][ Cancel ]

Block pop-ups Settings...

[ OK ][ Cancel ]

5. Vary your |P address (intermediate)

When you conneet to thelnternet, your | SP assignsyour computer an "IP address’ (for ingance,
EFF'sweb server's IP addressis 725.169162). Search provide's -- and other services you
interact with online-- can see your IP address and use that number to link togeher al of your
searches. | P addresses are paticularly sendtive because they can bedirectly linked to your ISP
accountviayour ISP'slogs Unlike cookies, your IP address does not follow your computer
wherever it goes; for ingance, if you use yourlaptop at work throughAT&T, it will have a
different | P address than when you use it at home throughComcast.

If your ISP gives you a changing, "dynamic" |P address,*® or you surf from an office computer
tha is behind thesame firewall as lots of othe computers, then this concern is diminished.
However, if you have adynamic IP address on a broadband connection, you will need to turn
your modem off at least onae per day to make the address change

On theothe hand, if you have an unchanging, "static” IP address, youwill certainly need to use

3" You can find out your IP address by visiting a site like http://www.ioerror.us/ip/. Ask your ISP if you have
trouble determining whether your | P address changes.




anonymzing software to keep your address private; see Tip 6.
6. Use web proxies and anonymizing software like Tor (advanced)

To hideyour IP address from theweb sites you visit or the other computers you communicate
with onthelnternet, you can use other computers as proxies for your own -- you send your
communication to the proxy; the proxy sendsit to theintended recipient; and theintended
recipient respondsto the proxy. Findly, the proxy relays the respong back to your computer. All
of this soundscomplicated, andit can be but luckily there are tools available tha can do thisfor
you fairly seamlesdly.

Tor (<http://tor.eff.org>) is a software produd that encrypts then sendsyour Internet traffic
througha series of randonly selected computers, thusobscuring the source and route of your
requests. It allows youto communicate with another computer onthe Internet without tha
computer, thecomputersin the middle, or eavesdroppeas knowing where or whoyou are. Tor is
not perfect, butit would take a sophisticated surveillance effort to thwart its protections™

Y ou also need to make sure that your messages themselves don'treveal who you are. Privoxy
(<http://www.privoxy.org>) hdpswith this, because it stripsout hidden identifying information
from the messages you send to web sites. Privoxy also has the nice side bendfit of blocking mog
advertisements and can be configured to manage cookies. (Privoxy comes bundled with Tor
downloads)

Y ou can also use web proxies like Anonymizer's (<http://www.anonymnizer.com>) Anonynous
Surfing. This optionis more user-friendly but possibly a less effective methodof anonymizing
your browsing. Anonynizer routes your web surfing traffic throughthar own proxy server and
hides your | P address from whatever web sites you visit. However, Anonymizer itself could in
princple have access to your origind |P address and beable to link it to theweb site you visited;
therefore, tha service isonly as secure as Anonynizer's proxy facilities and data retention
practices. While there is noreason to bdieve tha Anonymizer looksat or reveals your
information to others (we know the people currently running Anonymizer and they are good
folks), there islittle oppotunity to verify thar practices in these regards

Using Tor and Privoxy is more secure because oneuntrugworthy proxy won'tcompromise your
search privacy. Ontheothea hand, web proxies like Anonynizer are dightly easier to use at
present.

Tor and Privoxy downloads and ingructionscan be foundhere:
<http://tor.eff.org/download.html.en>

Conclusion

If you'veimplemented all six tips congatulations-- youre now ready to search the Web safely.
These stepsdon'tprovide bulletproof protection, but they do create a strongshield agang the

4 For atechnical discussion of this subject, see <http://www.cl.cam.ac.uk/~sm217/papers/oakland05torta.pdf>.



mog common and likely means of invading your privacy viayour search history.



